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1 SCOPE

1.1 Introduction and Purpose

This standard is part of the DOCSIS® family of specifications. In particular, this specification is part of a series of
specifications that define the third generation of high-speed data-over-cable systems. This specification was
developed for the benefit of the cable industry, and includes contributions by operators and vendors from North
America, Europe, China and other regions.

The present document corresponds to and is the technical equivalent of the CableLabs [DOCSIS OSSI]
specification.

1.2 Background

1.2.1 Broadband Access Network

A coaxial-based broadband access network is assumed. This may take the form of either an all-coax or hybrid-
fiber/coax (HFC) network. The generic term "cable network" is used here to cover all cases.

A cable network uses a tree-and-branch architecture with analog transmission. The key functional characteristics
assumed in this document are the following:

e  Two-way transmission.

e A maximum optical/electrical spacing between the CMTS and the most distant CM of 100 miles in each
direction, although typical maximum separation may be 10-15 miles.

e A maximum differential optical/electrical spacing between the CMTS and the closest and most distant modems
of 100 miles in each direction, although this would typically be limited to 15 miles.

At a propagation velocity in fiber of approximately 1.5 ns/ft., 100 miles of fiber in each direction results in a round-
trip delay of approximately 1.6 ms.
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1.2.2 Network and System Architecture

1.2.2.1 The DOCSIS Network

The elements that participate in the provisioning of DOCSIS services are shown in Figure 1-1.
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Figure 1-1 - The DOCSIS Network

The CM connects to the operator's HFC network and to a home network, bridging packets between them. Many
CPEs devices can connect to the CMs' LAN interfaces CPE devices can be embedded with the CM in a single
device, or they can be separate standalone devices (as shown in Figure 1-1). CPE devices may use IPv4, IPv6 or
both forms of IP addressing. Examples of typical CPE devices are home routers, set-top devices, and personal
computers.

The CMTS connects the operator's back office and core network with the HFC network. Its main function is to
forward packets between these two domains, and optionally to forward packets between upstream and downstream
channels on the HFC network. The CMTS performs this forwarding with any combination of link-layer (bridging)
and network-layer (routing) semantics.

Various applications are used to provide back office configuration and other support to the devices on the DOCSIS
network. These applications use IPv4 and/or IPv6 as appropriate to the particular operator's deployment. The
following applications include:

e  Provisioning Systems

o The DHCP servers provide the CM with initial configuration information, including the device IP
address(es), when the CM boots.

e The Configuration File server is used to download configuration files to CMs when they boot.
Configuration files are in binary format and permit the configuration of the CM's parameters.

— The Software Download server is used to download software upgrades to the CM.
e The Time Protocol server provides Time Protocol clients, typically CMs, with the current time of day.
e Certificate Revocation server provides certificate status.
¢ Network Management System (NMS)

e The SNMP Manager allows the operator to configure and monitor SNMP Agents, typically the CM and the
CMTS.
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e The syslog server collects messages pertaining to the operation of devices.

e The IPDR Collector server allows the operator to collect bulk statistics in an efficient manner

1.2.3 Service Goals

As cable operators have widely deployed high-speed data services on cable television systems, the demand for
bandwidth has increased. Additionally, networks have scaled to such a degree that IPv4 address constraints are
becoming a burden on network operations. To this end, it has been decided to add new features to the DOCSIS®
specification for the purpose of increasing channel capacity, enhancing network security, expanding addressability
of network elements, and deploying new service offerings.

The DOCSIS system allows transparent bi-directional transfer of Internet Protocol (IP) traffic, between the cable
system head-end and customer locations, over an all-coaxial or hybrid-fiber/coax (HFC) cable network. This is
shown in simplified form in Figure 1-2.

CM
Customer
Premises
Equipment
- ; Interface
Wide Area Cable
I -
cmTs K e
Network Side g Y
p Cable Modem
Interface CMTS g?jﬁ?:sr
Equipment

Figure 1-2 - Transparent IP Traffic through the Data-Over-Cable System

1.2.4 Statement of Compatibility

This specification defines the DOCSIS 3.0 interface. Prior generations of DOCSIS were commonly referred to as
DOCSIS 1.0, 1.1, and 2.0. DOCSIS 3.0 is backward-compatible with equipment built to the previous specifications
with the optional exception for handling DOCSIS 1.0 CMs. DOCSIS 3.0-compliant CMs interoperate seamlessly
with DOCSIS 2.0, DOCSIS 1.1, and DOCSIS 1.0 CMTSs. DOCSIS 3.0-compliant CMTSs seamlessly support
DOCSIS 2.0, DOCSIS 1.1, and may optionally support DOCSIS 1.0 CMs (refer to Annex G of [MULPIv3.0]).
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1.2.5 Reference Architecture
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Figure 1-3 - Data-over-Cable Reference Architecture

The reference architecture for data-over-cable services and interfaces is shown in Figure 1-3.

1.2.6 DOCSIS 3.0 Documents

A list of the specifications in the DOCSIS 3.0 series is provided in Table 1-1. For further information, please refer to
http://www.cablemodem.com.

Table 1-1 - DOCSIS 3.0 Series of Specifications

Designation Title
SCTE 135-1 DOCSIS 3.0 Part 1: Physical Layer specification
SCTE 135-2 DOCSIS 3.0 Part 2: Media Access Control (MAC) and Upper Layer Protocols
SCTE 135-3 DOCSIS 3.0 Part 3: Security services
SCTE 135-4 DOCSIS 3.0 Part 4: Operations Support System Interface
SCTE 135-5 DOCSIS 3.0 Part 5: Cable Modem to Customer Premise Equipment Interface

This specification is defining the interface for the Operations Support Systems Interface (OSSI).
Related DOCSIS specifications are listed in Table 1-2.
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Table 1-2 - DOCSIS 3.0 Related Specifications

Designation Title

SCTE 107 Embedded Cable Modem Device Specification

SCTE 133 Downstream Radio Frequency Interface Specification

SCTE 137-1 DOCSIS Timing Interface Specification

SCTE 137-2 Downstream External PHY Interface Specification

SCTE 106 DOCSIS Set-Top Gateway Interface Specification

SCTE 137-4 Edge Resource Manager Interface for Modular Cable Modem Termination
Systems

SCTE 137-3 Modular Operations Support System Interface for Cable Modem Termination
Systems

SCTE 136-1 Layer 2 Virtual Private Networks

SCTE 136-2 Cable Modem TDM Emulation Interface

1.3 Requirements

Throughout this document, the words that are used to define the significance of particular requirements are
capitalized. These words are:

"MUST" This word means that the item is an absolute requirement of this specification.
"MUST NOT" This phrase means that the item is an absolute prohibition of this specification.
"SHOULD" This word means that there may exist valid reasons in particular circumstances to ignore

this item, but the full implications should be understood and the case carefully weighed
before choosing a different course.

"SHOULD NOT" This phrase means that there may exist valid reasons in particular circumstances when the
listed behavior is acceptable or even useful, but the full implications should be understood
and the case carefully weighed before implementing any behavior described with this
label.

"MAY" This word means that this item is truly optional. One vendor may choose to include the
item because a particular marketplace requires it or because it enhances the product, for
example; another vendor may omit the same item.

This document defines many features and parameters, and a valid range for each parameter is usually specified.
Equipment (CM and CMTS) requirements are always explicitly stated. Equipment is to comply with all mandatory
(MUST and MUST NOT) requirements to be considered compliant with this specification. Support of non-
mandatory features and parameter values is optional.
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1.4 Conventions

In this specification the following convention applies any time a bit field is displayed in a figure. The bit field should
be interpreted by reading the figure from left to right, then from top to bottom, with the MSB being the first bit so
read and the LSB being the last bit so read.

MIB syntax and XML Schema syntax is represented by this code sample font.

Note:  Notices and/or Warnings are identified by this style font and label.

1.5 Organization of Document

Section 1 provides an overview of the DOCSIS 3.0 series of specifications including the DOCSIS reference
architecture and statement of compatibility.

Section 2 includes a list of normative and informative references used within this specification.
Section 3 defines the terms used throughout this specification.
Section 4 defines the acronyms used throughout this specification.

Section 5 provides a technical overview and lists the DOCSIS 3.0 key features for the functional area of this
specification.

Section 6 defines requirements for the OSSI SNMP and IPDR management protocols.

Section 7 defines the requirements for the OSSI management objects including SNMP MIBs and IPDR Service
Definitions.

Section 8 defines the OSSI requirements for the PHY, MAC and Network Layers.
Section 9 defines the OSSI requirements for the Cable Modem to CPE Interface (CMCI).

Section 10 defines the OSSI requirements for the Cable Model device including LED operations.

1.5.1 Annexes (Normative)

Annex A includes a detailed list of MIB object requirements for the CM and CMTS.

Annex B defines the IPDR Service Definition and associated schema for Subscriber Account Management.
Annex C defines the IPDR Service Definition auxiliary schemas.

Annex D includes a detailed list of DOCSIS events and the associated formats.

Annex E defines the MGMD-STD-MIB requirements for DOCSIS 3.0 MGMD devices.

Annex F defines protocol filtering requirements.

Annex G defines the object model for the DOCSIS 3.0 Diagnostic Log feature.

Annex H defines the requirements for DOCS-IFEXT2-MIB.

Annex | defines the object model for the DOCSIS 3.0 Load Balancing requirements.

Annex J defines the object model for the DOCSIS 3.0 Enhanced Signal Quality Monitoring feature.
Annex K defines the DOCSIS 3.0 data type definitions.

Annex L defines the object model for the DOCSIS 3.0 Security requirements.

Annex M defines the object model for the DOCSIS 3.0 IP Multicast requirements.

Annex N defines the object model for the CM registration and upstream status requirements.
Annex O defines the object model for the MAC requirements.

Annex P defines the object model for the Subscriber Management requirements.

Annex Q defines the DOCSIS 3.0 MIB modules.
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Annex R defines the DOCSIS 3.0 IPDR Service Definition schemas.

Annex S defines the Additions and Modifications for Chinese Specification.

1.5.2 Appendices (Informative)
Appendix | identifies business process scenarios for Subscriber Account Management.

Appendix Il provides a summary of Cable Modem authentication and code file authentication including areas of
responsibility.

Appendix Il includes example IPDR Instance Documents.

Appendix IV includes a list of IPDR/SP message encoding examples.

Appendix V identifies signal quality monitoring use cases for use as operational guideline examples.

Appendix VI provides an overview of the Object Model Notation using UML.

Appendix VII includes an RCC/RCP object diagram and corresponding XML Schema and Instance Documents.

Appendix VIl includes recommendations regarding CMTS exporter configuration.
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2 REFERENCES

2.1 Normative References

The following documents contain provisions, which, through reference in this text, constitute provisions of this
document. At the time of Subcommittee approval, the editions indicated were valid. All documents are subject to
revision; and while parties to any agreement based on this document are encouraged to investigate the possibility of
applying the most recent editions of the documents listed below, they are reminded that newer editions of those
documents might not be compatible with the referenced version.

2.2 SCTE References

[DSG]
[eDOCSIS]
[EQAM-PMI]

[M-0SSI]
[MULPIV3.0]
[PHYV3.0]

[SECv3.0]
[TEI]

2.3 Standards

[C-DOCSIS]

[CLAB-TOPO-
MIB]

[CMCIV3.0]

[DOCS-DIAG-
MIB]

[DOCS-IFEXT2-
MIB]

[DOCS-
SUBMGT3-MIB]

[DOCS-SEC-MIB]

[DOCS-MCAST-
MIB]

[DOCS-MCAST-
AUTH-MIB]

[DOCS-IF3-MIB]

ANSI/SCTE 106 2018, DOCSIS Set-top Gateway Interface Specification.
ANSI/SCTE 107 2017, Embedded Cable Modem Device Specification.

ANSI/SCTE 137-5 2017, Modular Headend Architecture Part 5: Edge QAM Provisioning
and. Management Interface.

ANSI/SCTE137-3 2017, Modular Operations Support System Interface for Cable Modem
Termination Systems.

ANSI/SCTE 135-2 2019, DOCSIS 3.0 Part 2: MAC and Upper Layer Protocols for third-
generation transmission systems for interactive cable television services.

ANSI/SCTE 135-1 2018, DOCSIS 3.0 Part 1: Physical Layer specification for third-
generation transmission systems for interactive cable television services.

ANSI/SCTE 135-3 2019 DOCSIS 3.0 Part 3: Security Services.
ANSI/SCTE 136-2 2013, Cable Modem TDM Emulation Interface.

from other Organizations

C-DOCSIS System Specification, CM-SP-CDOCSIS-102-150305, March 5, 2015, Cable
Television Laboratories, Inc.

CableLabs Topology MIB, CLAB-TOPO-MIB, http://www.cablelabs.com/MIBs/common/

DOCSIS Cable Modem to Customer Premise Equipment Interface Specification, CM-SP-
CMCIv3.0-103-170510, May 10, 2017, Cable Television Laboratories, Inc.

DOCSIS Diagnostic Log MIB, DOCS-DIAG-MIB,
http://www.cablelabs.com/MIBs/DOCSIS/.

DOCSIS Interface Extension 2 MIB Module, DOCS-IFEXT2-MIB,
http://www.cablelabs.com/MIBs/DOCSIS/.

DOCSIS Subscriber Management 3 MIB, DOCS-SUBMGT3-MIB,
http://www.cablelabs.com/MIBs/DOCSIS/

DOCSIS Security MIB, DOCS-SEC-MIB, http://www.cablelabs.com/MIBs/DOCSIS/

DOCSIS Multicast MIB Module, DOCS-MCAST-MIB,
http://www.cablelabs.com/MIBs/DOCSIS/

DOCSIS Multicast Authorization MIB Module, DOCS-MCAST-AUTH-MIB,
http://www.cablelabs.com/MIBs/DOCSIS/

DOCSIS Interface 3 MIB Module, DOCS-IF3-MIB,
http://www.cablelabs.com/MIBs/DOCSIS/.
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[DOCS-QOS3-
MIB]

[DOCS-
LOADBAL3-MIB]

[DOCSIS-CM]
[DOCSIS-CMTS]

[DOCSIS-CMTS-
CM-NODE-CH]

[DOCSIS-CMTS-
CM-REG-
STATUS-TYPE]

[DOCSIS-CMTS-
CM-SERVICE-
FLOW-TYPE]

[DOCSIS-CMTS-
CM-US]

[DOCSIS-CMTS-
CM-US-STATS-
TYPE]

[DOCSIS-CMTS-
DS-UTIL]

[DOCSIS-CMTS-
DS-UTIL-STATS-
TYPE]

[DOCSIS-CMTS-
TOPOLOGY-
TYPE]

[DOCSIS-CMTS-
US-UTIL]

[DOCSIS-CMTS-
US-UTIL-STATS-
TYPE]

[DOCSIS-CPE]

[DOCSIS-CPE-
TYPE]

[DOCSIS-DIAG-
LOG]

DOCSIS Quality of Service 3 MIB Module, DOCS-QOS3-MIB,
http://www.cablelabs.com/MIBs/DOCSIS/

DOCSIS Load Balancing 3 MIB Module, DOCS-LOADBAL3-MIB,
http://www.cablelabs.com/MIBs/DOCSIS/.

DOCSIS CM Information Schema, DOCSIS-CM_3.5.1-A.3.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CM

DOCSIS CMTS Information Schema, DOCSIS-CMTS_3.5.1-A.1.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CMTS

DOCSIS CMTS CM Node Channel Information Schema, DOCSIS-CMTS-CM-NODE-
CH_3.5.1-A.2.xsd, http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-
CMTS-CM-NODE-CH

DOCSIS CMTS CM Registration Status Type Schema, DOCSIS-CMTS-CM-REG-
STATUS-TYPE_3.5.1-A.3.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CMTS-CM-REG-
STATUS-TYPE

DOCSIS CMTS CM Service Flow Type Schema, DOCSIS-CMTS-CM-SERVICE-FLOW-
TYPE_3.5.1-A.1.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CMTS-CM-
SERVICE-FLOW-TYPE

DOCSIS CMTS CM Upstream Information Schema, DOCSIS-CMTS-CM-US_3.5.1-
A.3.xsd, http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CMTS-CM-
us

DOCSIS CMTS CM Upstream Status Schema, DOCSIS-CMTS-CM-US-STATS-
TYPE_3.5.1-A.2.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CMTS-CM-US-
STATS-TYPE

DOCSIS CMTS Downstream Utilization Information Schema, DOCSIS-CMTS-DS-
UTIL_3.5.1-A.3.xsd, http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-
CMTS-DS-UTIL

DOCSIS CMTS Downstream Utilization Status Schema, DOCSIS-CMTS-DS-UTIL-
STATS-TYPE_3.5.1-A.3.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CMTS-DS-UTIL-
STATS-TYPE

DOCSIS CMTS Topology Type Schema, DOCSIS-CMTS-TOPOLOGY-TYPE_3.5.1-
A.2.xsd, http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CMTS-
TOPOLOGY-TYPE

DOCSIS CMTS Upstream Utilization Schema, DOCSIS-CMTS-US-UTIL_3.5.1-A.3.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CMTS-US-UTIL

DOCSIS CMTS Upstream Utilization Status Schema, DOCSIS-CMTS-US-UTIL-STATS-
TYPE_3.5.1-A.4.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CMTS-US-UTIL-
STATS-TYPE

DOCSIS CPE Information Schema, DOCSIS-CPE_3.5.1-A.2.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CPE

DOCSIS CPE Type Schema, DOCSIS-CPE-TYPE_3.5.1-A.2.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CPE-TYPE

DOCSIS Diagnostic Log Information Schema, DOCSIS-DIAG-LOG_3.5.1-A.1.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-DIAG-LOG
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[DOCSIS-DIAG-
LOG-DETAIL]

[DOCSIS-DIAG-
LOG-DETAIL-
TYPE]

[DOCSIS-DIAG-
LOG-EVENT-
TYPE]

[DOCSIS-DIAG-
LOG-TYPE]

[DOCSIS-IP-
MULTICAST]

[DOCSIS-IP-
MULTICAST-
STATS-TYPE]

[DOCSIS-MD-
NODE]

[DOCSIS-QOS]
[DOCSIS-REC]

[DOCSIS-SAMIS-
TYPE-1]

[DOCSIS-SAMIS-
TYPE-2]

[DOCSIS-
SERVICE-FLOW]

[DOCSIS-
SPECTRUM]

[DOCSIS-
SPECTRUM-
MEASUREMENT-
TYPE]

[DRFI]
[DPOE-MEFV1.0]

[IPDR/BSR]

[IPDR/CAPAB]
[IPDR/SP]

[IPDR/SSDG]
[IPDR/XDR]

DOCSIS Diagnostic Log Detail Schema, DOCSIS-DIAG-LOG-DETAIL_3.5.1-A.1.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-DIAG-LOG-
DETAIL

DOCSIS Diagnostic Log Detail Type Schema, DOCSIS-DIAG-LOG-DETAIL-TYPE_3.5.1-
A.2.xsd, http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-DIAG-
LOG-DETAIL-TYPE

DOCSIS Diagnostic Log Event Type Schema, DOCSIS-DIAG-LOG-EVENT-TYPE_3.5.1-
A.2.xsd, http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-DIAG-
LOG-EVENT-TYPE

DOCSIS Diagnostic Log Type Schema, DOCSIS-DIAG-LOG-TYPE_3.5.1-A.2.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-DIAG-LOG-TYPE

DOCSIS IP Multicast Information Schema, DOCSIS-IP-MULTICAST_3.5.1-A.1.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-IP-MULTICAST

DOCSIS IP Multicast Statistics Type Schema, DOCSIS-IP-MULTICAST-STATS-
TYPE_3.5.1-A.1.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-IP-MULTICAST-
STATS-TYPE

DOCSIS MAC Domain Node Information Schema, DOCSIS-MD-NODE_3.5.1-A.2.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-MD-NODE

DOCSIS QoS Information Schema, DOCSIS-QOS_3.5.1-A.1.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-QOS

DOCSIS Record Information Schema, DOCSIS-REC_3.5.1-A.1.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-REC

DOCSIS SAMIS Type 1 Schema, DOCSIS-SAMIS-TYPE-1_3.5.1-A.1.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-SAMIS-TYPE-1

DOCSIS SAMIS Type 2 Schema, DOCSIS-SAMIS-TYPE-2_3.5.1-A.1.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-SAMIS-TYPE-2.

DOCSIS Service Flow Information Schema, DOCSIS-SERVICE-FLOW _3.5.1-A.1.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-SERVICE-FLOW.

DOCSIS Spectrum Measurement Information Schema, DOCSIS-SPECTRUM_3.5.1-
A.2.xsd, http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-
SPECTRUM/

DOCSIS Spectrum Measurement Type Schema, DOCSIS-SPECTRUM-MEASUREMENT-
TYPE_3.5.1-A.2.xsd,
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-SPECTRUM-
MEASUREMENT-TYPE.

DOCSIS Downstream Radio Frequency Interface, CM-SP-DRFI-116-170111, January 11,
2017, Cable Television Laboratories, Inc.

DOCSIS Provisioning of EPON, Metro Ethernet Forum Specification, DPoE-SP-MEFv1.0-
C01-160830, August 30, 2016, Cable Television Laboratories, Inc.

IPDR Business Solution Requirements - Network Data Management Usage (NDM-U),
Version 3.7, TM Forum, October 2009.

IPDR/Capability File Format, Version 3.9,TM Forum, October 2009.

IPDR Streaming Protocol (IPDR/SP) Specification, TMF8000-IPDR-I1S-PS, Version 2.7,
TM Forum, November 2011.

IPDR Service Specification Design Guide, Version 3.8, TM Forum, October 2009.
IPDR/XDR File Encoding Format, Version 3.5.1,TM Forum, October 2009.
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http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-DIAG-LOG-DETAIL-TYPE
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-DIAG-LOG-DETAIL-TYPE
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-DIAG-LOG-EVENT-TYPE
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-DIAG-LOG-EVENT-TYPE
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-DIAG-LOG-TYPE
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-IP-MULTICAST
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-IP-MULTICAST-STATS-TYPE
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-IP-MULTICAST-STATS-TYPE
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-MD-NODE
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-QOS
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-REC
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-SAMIS-TYPE-1
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-SAMIS-TYPE-2
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-SERVICE-FLOW
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-SPECTRUM/
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-SPECTRUM/
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-SPECTRUM-MEASUREMENT-TYPE
http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-SPECTRUM-MEASUREMENT-TYPE
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[PC EMv1.0]

[RFC 1112]
[RFC 1157]

[RFC 1832]
[RFC 1901]

[RFC 2464]
[RFC 2578]
[RFC 2580]
[RFC 2669]
[RFC 2786]

[RFC 2790]
[RFC 2863]
[RFC 2933]

[RFC 3083]

[RFC 3164]
[RFC 3410]

[RFC 3411]
[RFC 3412]
[RFC 3413]

[RFC 3414]

[RFC 3415]
[RFC 3416]
[RFC 3417]
[RFC 3418]

[RFC 3419]

IPCablecom 1.0 Event Messages Specification, PKT-SP-EM-C01-071129, November 29,
2007, Cable Television Laboratories, Inc.

IETF RFC 1112, S. Deering, Host Extensions for IP Multicasting, August 1989.

IETF RFC 1157, J. D. Case, et al., A Simple Network Management Protocol (SNMP), May
1990.

IETF RFC 1832, R. Srinivasan, XDR: External Data Representation Standard, August 1995.

IETF RFC 1901, K. Norseth, Ed. and E. Bell, Ed., Introduction to Community-based
SNMPv2, January 1996.

IETF RFC 2464, M. Crawford, Transmission of IPv6 Packets over Ethernet Networks,
December 1998.

IETF RFC 2578, K. McCloghrie, et al., Structure of Management Information Version 2
(SMiv2), April 1999.

IETF RFC 2580, K. McCloghrie, et al., Conformance Statements for SMIv2, April 1999.

IETF RFC 2669, M. St. Johns, Ed., DOCSIS Cable Device MIB Cable Device Management
Information Base for DOCSIS compliant Cable Modems and Cable Modem Termination
Systems, August 1999.

IETF RFC 2786, M. St. Johns, Diffie-Helman [sic] USM Key Management Information
Base and Textual Convention, March 2000.

IETF RFC 2790, Waldbusser, P. Grillo, Host Resources MIB, March 2000.
IETF RFC 2863, K. McCloghrie and F. Kastenholz, The Interfaces Group MIB, June 2000.

IETF RFC 2933, K. McCloghrie et al., Internet Group Management Protocol MIB, October
2000.

IETF RFC 3083, R. Woundy, Baseline Privacy Interface Management Information Base for
DOCSIS Compliant Cable Modems and Cable Modem Termination Systems, March 2001.

IETF RFC 3164, C. Lonvick, The BSD syslog Protocol, August 2001.

IETF RFC 3410, J. Case, et al., Introduction and Applicability Statements for Internet-
Standard Management Framework, December 2002.

IETF RFC 3411/STD0062, D. Harrington, et al., An Architecture for Describing Simple
Network Management Protocol (SNMP) Management Frameworks, December 2002.

IETF RFC 3412, J. Case, et al., Message Processing and Dispatching for the Simple Network
Management Protocol (SNMP), December 2002.

IETF RFC 3413/STD0062, D. Levi, et al., Simple Network Management Protocol (SNMP)
Applications, December 2002.

IETF RFC 3414/STD0062, U. Blumenthal and B. Wijnen, User-based Security Model
(USM) for version 3 of the Simple Network Management Protocol (SNMPv3), December
2002.

IETF RFC 3415, B. Wijnen, et al., View-based Access Control Model (VACM) for the
Simple Network Management Protocol (SNMP), December 2002.

IETF RFC 3416, R. Presuhn, Ed., Version 2 of the Protocol Operations for the Simple
Network Management Protocol (SNMP), December 2002.

IETF RFC 3417, R. Presuhn, Ed., Transport Mappings for the Simple Network Management
Protocol (SNMP), December 2002.

IETF RFC 3418, R. Presuhn, Ed., Management Information Base (MIB) for the Simple
Network Management Protocol (SNMP), December 2002.

IETF RFC 3419, M. Daniele, J. Schoenwaelder, Textual Conventions for Transport
Addresses, December 2002.
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[RFC 3433]
[RFC 3584]
[RFC 3635]
[RFC 3826]
[RFC 3927]
[RFC 4022]

[RFC 4036]

[RFC 4113]
[RFC 4131]
[RFC 4133]
[RFC 4188]
[RFC 4293]
[RFC 4506]
[RFC 4546]

[RFC 4639]

[RFC 2710]
[RFC 2236]
[RFC 3376]
[RFC 3810]
[RFC 4601]

[RFC 5132]
[RFC 5519]

[W3 XSD1.0]

IETF RFC 3433, A. Bierman, D. Romascanu, K.C. Norseth, Entity Sensor Management
Information Base, December 2002.

IETF RFC 3584, R. Frye, et al., Coexistence between Version 1, Version 2, and Version 3 of
the Internet-Standard and Network Management Framework, March 2000.

IETF RFC 3635, J. Flick, Definitions of Managed Objects for the Ethernet-like Interface
Types, September 2003.

IETF RFC 3826, U. Blumenthal, et al., The Advanced Encryption Standard (AES) Cipher
Algorithm in the SNMP User-based Security Model, June 2004.

IETF RFC 3927, G. Klyne, et al., Dynamic Configuration of IPv4 Link-Local Addresses,
May 2005.

IETF RFC 4022, R. Raghunarayan, Ed., Management Information Base for the Transmission
Control Protocol (TCP), March 2005.

IETF RFC 4036, W. Sawyer, Management Information Base for Data Over Cable Service
Interface Specification (DOCSIS) Cable Modem Termination Systems for Subscriber
Management, April 2005.

IETF RFC 4113, B. Fenner and J. Flick, Management Information Base for the User
Datagram Protocol (UDP), June 2005.

IETF RFC 4131, S. Green et al., Management Information Base for Data Over Cable Service
Interface Specification (DOCSIS) Cable Modems and Cable Modem Termination Systems
for Baseline Privacy Plus, September 2005.

IETF RFC 4133, A. Bierman, K. and McCloghrie, Entity MIB, August 2005.

IETF RFC 4188, K. Norseth, Ed. and E. Bell, Ed., Definitions of Managed Objects for
Bridges, September 2005.

IETF RFC 4293, S. Routhier, Ed., Management Information Base for the Internet Protocol
(IP), April 2006.

IETF RFC 4506/STD0067, XDR: External Data Representation Standard. M. Eisler, Ed.
May 2006.

IETF RFC 4546, D. Raftus and E. Cardona, Radio Frequency (RF) Interface Management
Information Base for DOCSIS 2.0 Compliant RF Interfaces, June 2006.

IETF RFC 4639, R. Woundy and K. Marez, Cable Device Management Information Base for
Data-Over-Cable Service Interface Specification (DOCSIS) Compliant Cable Modems and
Cable Modem Termination Systems, December 2006.

IETF RFC 2710, Multicast Listener Discovery (MLD) for IPv6, S. Deering, W. Fenner, B.
Haberman, October 1999.

IETF RFC 2236, Internet Group Management Protocol, Version 2, W. Fenner, November
1997.

IETF RFC 3376, Internet Group Management Protocol, Version 3, B. Cain, S. Deering, 1.
Kouvelas, B. Fenner, A. Thyagarajan, October 2002.

IETF RFC 3810, Multicast Listener Discovery Version 2 (MLDv2) for IPv6, R. Vida, Ed., L.
Costa, Ed, June 2004.

IETF RFC 4601, Protocol Independent Multicast - Sparse Mode (PIM-SM): Protocol
Specification (Revised), B. Fenner, M. Handley, H. Holbrook, I. Kouvelas, August 2006.

IETF RFC 5132, IP Multicast MIB, D. McWalter, D. Thaler, A. Kessler. December 2007

IETF RFC 5519, J. Chesterfield and B. Haberman, Multicast Group Membership Discovery
MIB, April 2009.

XML Schema Part 1: Structures Second Edition, W3C Recommendation 28, October 2004.
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[W3 XML1.0]

[USB]

Extensible Markup Language (XML) 1.0 (Third Edition), W3C Recommendation 04,
February 2004.

Universal Serial Bus Specification, Compag, Hewlett-Packard, Intel, Lucent, Microsoft,
NEC, Philips, Revision 2.0, April 27, 2000 (http://www.usb.org)

2.4 Informative References

The following documents might provide valuable information to the reader but are not required when complying

with this document.

2.41 SCTE References

[PKT-DQOS
1.5]

[PKT-PCMM]

ANSI/SCTE 24-4 2016 IPCablecom Part 4: Dynamic Quality of Service for the Provision of
Real-Time Services over Cable Television Networks Using Cable Modems

ANSI/SCTE 159-1 2017 Multimedia Application and Service Part 1: IPCablecom Multimedia

2.4.2 Standards from other Organizations

[1SO 11404]

[1SO 19501]

[ITU-T X.692]

[ITU-T M.3400]

[NSI]

[RFC 791]
[RFC 1042]

[RFC 1213]
[RFC 2460]
[RFC 2560]

[RFC 2579]
[RFC 2821]
[RFC 2856]

[RFC 3019]

[RFC 3168]
[RFC 3260]
[RFC 3289]

[RFC 3306]

BS ISO/IEC 11404:1996 Information technology--Programming languages, their environments
and system software interfaces--Language-independent datatypes, January 2002.

ISO/IEC 19501:2005 Information technology -- Open Distributed Processing -- Unified
Modeling Language (UML) Version 1.4.2.

ITU-T Recommendation X.692 (03/2002), Information technology — ASN.1 encoding rules:
Specification of Encoding Control Notation (ECN).

ITU-T Recommendation M.3400 (02/2000), TMN management functions.

DOCSIS Cable Modem Termination System - Network Side Interface Specification, SP-
CMTS-NSI-101-960702, July 2, 1996, Cable Television Laboratories, Inc.

IETF RFC 791, J. Postel. Internet Protocol, September 1981.

IETF RFC 1042, J. Postel and J.K. Reynolds. Standard for the transmission of IP datagrams
over IEEE 80 networks, February 1988.

IETF RFC 1213, K. McCloghrie and M. Rose, Management Information Base for Network
Management of TCP/IP-based internets: MIB-11, March 1991.

IETF RFC 2460, Internet Protocol, Version 6 (IPv6) Specification. S. Deering and R. Hinden,
December 1998.

IETF RFC 2560, M. Myers, et al., X.509 Internet Public Key Infrastructure Online Certificate
Status Protocol — OCSP, June 1999.

IETF RFC 2579, K. McCloghrie, et al., Textual Conventions for SMIv2, April 1999.
IETF RFC 2821, J. Klensin, Simple Mail Transfer Protocol, April 2001.

IETF RFC 2856, A. Bierman, et al., Textual Conventions for Additional High Capacity Data
Types, June 2000.

IETF RFC 3019, B. Haberman, R. and Worzella, IP Version 6 Management Information Base
for The Multicast Listener Discovery Protocol, January 2001.

IETF RFC 3168, K. Ramakrishnan et al., The Addition of Explicit Congestion Notification.
IETF RFC 3260, D. Grossman, New Terminology and Clarifications for Diffserv, April 2002.

IETF RFC 3289, F. Baker, K. Chan, A. Smith, Management Information Base for the
Differentiated Services Architecture, May 2002.

IETF RFC 3306, B. Haberman, and D. Thaler, Unicast-Prefix-based IPv6 Multicast Addresses,
August 2002.
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[RFC 3423]
[RFC 3569]
[RFC 4001]
[RFC 4181]
[RFC 4291]
[RFC 4323]

[RFC 4604]

[DOCSIS 0SSl]

IETF RFC 3423, K. Zhang and E. Elkin, XACCT's Common Reliable Accounting for Network
Element (CRANE), Protocol Specification Version 1.0, November 2002.

IETF RFC 3569, S. Bhattacharyya, Ed., An Overview of Source-Specific Multicast (SSM),
July 2003.

IETF RFC 4001, M. Daniele, et al., Textual Conventions for Internet Network Addresses,
February 2005.

IETF RFC 4181, C. Heard, Ed. Guidelines for Authors and Reviewers of MIB Documents,
September 2005.

IETF RFC 4291, R. Hinden and S. Deering, Internet Protocol Version 6 (IPv6) Addressing
Acrchitecture, February 2006.

IETF RFC 4323, M. Patrick and W. Murwin, Data Over Cable System Interface Specification
Quality of Service Management Information Base (DOCSIS-QOS MIB), January 2006.

IETF RFC 4604, H. Holbrook et al., Using Internet Group Management Protocol Version 3
(IGMPv3) and Multicast Listener Discovery Protocol Version 2 (MLDv2) for Source-Specific
Multicast, August 2006.

Data-Over-Cable Service Interface Specifications, Operations Support System Interface
Specification CM-SP-0SSIv3.0-C01-171207, December 7, 2018, Cable Television
Laboratories, Inc.
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3 TERMS AND DEFINITIONS

This specification uses the following terms:

Allocation

Bridging CMTS

Burst
Cable Modem (CM)

Cable Modem
Termination System
(CMTS)

Cable Modem
Termination System -
Network Side Interface
(CMTS-NSI)

Cable Modem to CPE
Interface (CMCI)

Carrier-to-Noise plus
Interference Ratio
(CNIR)

Channel

Chip
Classifier

Customer

Customer Premises
Equipment (CPE)

Downstream (DS)
End User

FCAPS
Fiber Node
Hybrid Fiber/Coax

(HFC) System

Inform

A group of contiguous mini-slots in a MAP which constitute a single transmit
opportunity.
A CMTS that makes traffic forwarding decisions between its Network Systems

Interfaces and MAC Domain Interfaces based upon the Layer 2 Ethernet MAC
address of a data frame.

A single continuous RF signal from the upstream transmitter, from transmitter on to
transmitter off.

A modulator-demodulator at subscriber locations intended for use in conveying data
communications on a cable television system.

Cable modem termination system, located at the cable television system head-end or
distribution hub, which provides complementary functionality to the cable modems to
enable data connectivity to a wide-area network.

The interface, defined in [NSI], between a CMTS and the equipment on its network
side.

The interface, defined in [CMCIv3.0], between a CM and CPE.

The ratio of the expected commanded received signal power at the CMTS input to the
noise plus interference in the channel.

The frequency spectrum occupied by a signal. Usually specified by center frequency
and bandwidth parameters.

Each of the 128 bits comprising the S-CDMA spreading codes.

A set of criteria used for packet matching according to TCP, UDP, IP, LLC, and/or
802.1P/Q packet fields. A classifier maps each packet to a Service Flow. A
Downstream Classifier is used by the CMTS to assign packets to downstream service
flows. An Upstream Classifier is used by the CM to assign packets to upstream
service flows.

See End User.

Equipment at the end user's premises; may be provided by the end user or the service
provider.

In cable television, the direction of transmission from the head-end to the subscriber.

A human being, organization, or telecommunications system that accesses the
network in order to communicate via the services provided by the network.

A set of principles for managing networks and systems, wherein each letter represents
one principle. F is for Fault, C is for Configuration, A is for Accounting, P is for
Performance, S is for Security.

A point of interface between a fiber trunk and the coaxial distribution.

A broadband bidirectional shared-media transmission system using fiber trunks
between the head-end and the fiber nodes, and coaxial distribution from the fiber
nodes to the customer locations.

A confirmed SNMP message for asynchronous notification of events from an SNMP
entity.
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International
Organization for
Standardization (I1SO)

IPDRDoc
Local Log

Logical Upstream
Channel

Media Access Control
(MAC) address

MAC Domain

MAC Domain Cable
Modem Service Group

MAC Domain
Downstream Service
Group

MAC Domain Upstream
Service Group

Micro-reflections

Mini-Slot

Network Management

Network Management
System (NMS)

Notification

Open Systems
Interconnection (OSI)

Physical (PHY) Layer

Pre-3.0 DOCSIS

An international standards body, commonly known as the International Standards
Organization.

Master IPDR Schema Document [IPDR/BSR]
A volatile or non-volatile log stored within a network element.

A MAC entity identified by a unique channel ID and for which bandwidth is allocated
by an associated MAP message. A physical upstream channel may support multiple
logical upstream channels. The associated UCD and MAP messages completely
describe the logical channel.

The "built-in" hardware address of a device connected to a shared medium.

A subcomponent of the CMTS that provides data forwarding services to a set of
downstream and upstream channels.

The subset of a Cable Modem Service Group which is confined to the Downstream
Channels and Upstream Channels of a single MAC domain. Differs from a CM-SG
only if multiple MAC domains are assigned to the same CM-SGs.

The subset of a Downstream Service Group (DS-SG) which is confined to the
Downstream Channels of a single MAC domain. An MD-DS-SG differs from a DS-
SG only when multiple MAC domains are configured per CM-SG.

The subset of an Upstream Service Group (US-SG) which is confined to the Upstream
Channels of a single MAC Domain. An MD-US-SG differs from a US-SG only when
multiple MAC domains are defined per CM-SG.

Echoes in the forward or reverse transmission path due to impedance mismatches
between the physical plant components. Micro-reflections are distinguished from
discrete echoes by having a time difference (between the main signal and the echo) on
the order of 1 microsecond. Micro-reflections cause departures from ideal amplitude
and phase characteristics for the transmission channel.

A "mini-slot" is an integer multiple of 6.25-microsecond increments.

The functions related to the management of data link layer and physical layer
resources and their stations across the data network supported by the hybrid fiber/coax
system.

The hardware and software components used by the Network Provider to manage its
networks as a whole. The Network Management System provides an end-to-end
network view of the entire network enabling management of the network elements
contained in the network.

Information emitted by a managed object relating to an event that has occurred within
the managed object.

A framework of 1SO standards for communication between different systems made by
different vendors, in which the communications process is organized into seven
different categories that are placed in a layered sequence based on their relationship to
the user. Each layer uses the layer immediately below it and provides a service to the
layer above. Layers 7 through 4 deal with end-to-end communication between the
message source and destination, and layers 3 through 1 deal with network functions.

Layer 1 in the Open System Interconnection (OSI) architecture; the layer that provides
services to transmit bits or groups of bits over a transmission link between open
systems and which entails electrical, mechanical and handshaking procedures.

Versions of CableLabs Data-Over-Cable-Service-Interface-Specifications (DOCSIS)
prior to the DOCSIS 3.0 suite of specifications.
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Primary Service Flow

QoS Parameter Set

Routing CMTS

Service Class

Service Class Name

Service Flow

Service Flow Identifier
(SFID)

Service Identifier (SID)

Simple Network
Management Protocol
(SNMP)

SNMP Agent

SNMP Manager

Subscriber
Syslog

Trap

Upstream (US)

All CMs have a Primary Upstream Service Flow and a Primary Downstream Service
Flow. They ensure that the CM is always manageable and they provide a default path
for forwarded packets that are not classified to any other Service Flow.

The set of Service Flow Encodings that describe the Quality of Service attributes of a
Service Flow or a Service Class.

A CMTS that makes traffic forwarding decisions between its Network System
Interfaces and MAC Domain Interfaces based upon the Layer 3 (network) address of a
packet.

A set of queuing and scheduling attributes that is named and that is configured at the
CMTS. A Service Class is identified by a Service Class Name. A Service Class has an
associated QoS Parameter Set.

An ASCII string by which a Service Class may be referenced in modem configuration
files and protocol exchanges.

A MAC-layer transport service which provides unidirectional transport of packets
from the upper layer service entity to the RF and shapes, polices, and prioritizes traffic
according to QoS traffic parameters defined for the Flow.

An identifier assigned to a service flow by the CMTS [32 bits].

An Identifier assigned by the CMTS to an Active or Admitted Upstream Service Flow
[14 bits].

A network management protocol of the IETF.

The term "agent" is used throughout this section to refer to 1) a SNMPv1/v2 agent or
2) a SNMPv3 entity [RFC 3411] which contains command responder and notification
originator applications.

The term "manager” is used throughout this section to refer to 1) a SNMPv1/v2
manager or 2) a SNMPv3 entity [RFC 3411] which contains command generator
and/or notification receiver applications.

See End User.

A protocol that provides the transport of event notifications messages across IP
networks.

An unconfirmed SNMP message for asynchronous notification of events from an
SNMP entity.

The direction from the subscriber location toward the head-end.
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4 ABBREVIATIONS AND ACRONYMS

This specification uses the following abbreviations:

ACK
ANSI
ARP
ASCII
ASM
ASN.1
BOOTR
BPI
BPI+
BPKM
BSR
BSS
CA
CableLabs
CATV
CDC
CLlI
CM
CMCI
CMIM
CM-SG
CMTS
CNIR
CoS
CPE
CPU
CRANE
CRL
CSA
CSR
CvC
dB
DBC
DBG
DCC
DCID
DCS
DEPI

Acknowledge

American National Standards Institute
Address Resolution Protocol

American Standard Code for Information Interchange
Any Source Multicast

Abstract Syntax Notation 1

Boot ROM

Baseline Privacy Interface

Baseline Privacy Interface Plus

Baseline Privacy Key Management

Business Solution Requirements

Business Support System

Certificate Authority

Cable Television Laboratories, Inc.
Community Access Television, Cable Television
Communications Device Class

Command Line Interface

Cable Modem

Cable Modem to CPE Interface

Cable Modem Interface Mask

Cable Modem Service Group

Cable Modem Termination System
Carrier-to-Noise plus Interference Ratio
Class of Service

Customer Premises Equipment

Central Processing Unit

Common Reliable Accounting for Network Elements
Certificate Revocation List

Code Signing Agent

Customer Service Representative

Code Verification Certificate

Decibel

Dynamic Bonding Change

Downstream Bonding Group

Dynamic Channel Change

Downstream Channel Identifier

Downstream Channel Set

Downstream External Physical layer Interface
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DES
DH
DHCP
DNS
DOCSIS
DoS
DS
DSAP
DSCP
DSID
EAE
ERMI
eSAFE
EUI-64
FC
FCAPS
FEC
FQDN
FSM
GC
GCR
GMAC
GMT
GQC
GSF
HFC
HMAC
IANA
ICMP
ID

IDL
IEEE
IETF
IGMP
INIT
IP
IPv4
IPv6
IPCDN
IPDR
IR

Digital Encryption Standard

Diffie-Hellman

Dynamic Host Configuration Protocol

Domain Name Service

Data-Over-Cable Service Interface Specifications
Denial of Service

Downstream

Destination Service Access Point
Differentiated Services Code Point
Downstream Service ldentifier

Early Authentication and Encryption

Edge Resource Manager Interface

Embedded Service/Application Functional Entity
64-bit Extended Unique Identifier

Frame Control

Fault, Configuration, Accounting, Performance, Security
Forward Error Correction

Fully Qualified Domain Name

Finite State Machine

Group Configuration

Group Classifier Rule

Group Media Access Control

Greenwich Mean Time

Group Quality of Service Configuration

Group Service Flow

Hybrid Fiber/Coax (HFC) System

Keyed-Hash Message Authentication Code
Internet Assigned Numbers Authority

Internet Control Message Protocol

Identifier

Interactive Data Language

Institute of Electrical and Electronics Engineers
Internet Engineering Task Force

Internet Group Management Protocol

Initialize or Initialization

Internet Protocol

Internet Protocol version 4

Internet Protocol version 6

Internet Protocol over Cable Data Network (IETF working group)
Internet Protocol Detail Record

Internet Protocol Detail Record Recorder
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ISO
ITU
ITU-T
LAN
LED
LLC
LSB
MAC
MAP
M-CMTS
MD-CM-SG
MDD
MD-DS-SG
MD-US-SG
MDF
MER
MGCP
MGMD
MIB
MLD
MP
MSB
MSO
MTA
MTC
NACO
NE
NMS
NSI
oCsP
oID
oM

oSl
0SS
0SSl
PC
PCMM
PDU
PHY

PS
QAM

International Standards Organization
International Telecommunications Union

Telecommunication Standardization Sector of the International Telecommunication Union

Local Area Network

Light Emitting Diode

Logical Link Control

Least Significant Bit

Media Access Control

Bandwidth Allocation Map

Modular Cable Modem Termination System

Media Access Control Domain Cable Modem Service Group

MAC Domain Descriptor

MAC Domain Downstream Service Group
MAC Domain Upstream Service Group
Multicast DSID Forwarding
Modulation Error Ratio

Media Gateway Control Protocol
Multicast Group Membership Discovery
Management Information Base
Multicast Listener Discovery

Multipart

Most Significant Bit

Multiple Systems Operator

Multimedia Terminal Adapter

Multiple Transmit Channel

Network Access Control Object
Network Element

Network Management System

Network Side Interface

Online Certificate Status Protocol
Obiject Identifier

Object Model

Open Systems Interconnection
Operations Support System

Operations Support System Interface
Personal Computer

IPCablecom Multimedia

Protocol Data Unit

Physical Layer

CableHome Portal Services
Quadrature Amplitude Modulation
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QoS
PHS
QPSK
RCC
RCP
RCP-1D
RCS
REG
RFC
RF

RFI
RNG
ROM
SA
SAID
SAMIS
SAV

SC
S-CDMA
SCN

SE

SF
SFID
SG

SID
SIP
SLA
SMI
SMivl
SMIv2
SNAP
SNMP
SNMPv1
SNMPv2c
SNMPv3
SNR
SOHO
SP

SRT
SSD
SSM

Quality of Service

Payload Header Suppression

Quadrature Phase-Shift Keying

Receive Channel Configuration

Receive Channel Profile

Receive Channel Profile Identifier

Receive Channel Set

Registration

Request for Comments

Radio Frequency

Radio Frequency Interface

Range or Ranging

Read Only Memory

Security Association or Source Address
Security Association Identifier

Subscriber Accounting Management Interface Specification
Source Address Verification

Service Consumer

Synchronous Code Division Multiple Access
Service Class Name

Service Element

Service Flow

Service Flow Identifier

Service Group

Service ldentifier

Session Initiation Protocol

Service Level Agreement

Structure of Management Information

Structure of Management Information Version 1
Structure of Management Information Version 2
Sub-network Access Protocol

Simple Network Management Protocol

Version 1 of the Simple Network Management Protocol
Version 2C of the Simple Network Management Protocol
Version 3 of the Simple Network Management Protocol
Signal to Noise Ratio

Small Office — Home Office

Streaming Protocol

Source Routing Transparent

Secure Software Download

Source Specific Multicast
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STB Set-top Box

STP Spanning Tree Protocol

SW Software

SYNC Synchronize or Synchronization
TBD To Be Determined (or To Be Deferred)
TEK Traffic Encryption Key

TLV Type/Length/Value

TCP Transmission Control Protocol
TCS Transmit Channel Set

TFTP Trivial File Transfer Protocol
TOD Time Of Day

TOS Type of Service

UBG Upstream Bonding Group
ucc Upstream Channel Change
ucb Upstream Channel Descriptor
UCID Upstream Channel Identifier
ubC Upstream Drop Classifier
UbDP User Datagram Protocol
UML Unified Modeling Language
URL Uniform Resource Locator
UsS Upstream

usB Universal Serial Bus

USM User-based Security Model
uTC Coordinated Universal Time
uulID Universally Unique Identifier
VACM View-based Access Control Model
VLAN Virtual Local Area Network
VPN Virtual Private Network

XDR External Data Representation
XML Extensible Markup Language
XSD XML Schema Definition

4.1 XML Namespaces

This specification uses the following XML namespace prefixes to indicate the corresponding public XML
namespaces.

Table 4-1 - Public XML Namespaces

Prefix XML Namespace Specification
Reference
xsd http://ww.w3.0rg/2001/XMLSchema [W3 XSD1.0]
XSi http://www.w3.0rg/2001/XMLSchema-instance [W3 XSD1.0]
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Prefix XML Namespace Specification
Reference
ipdr http://www.ipdr.org/namespaces/ipdr [IPDR/SSDG]

This specification defines the following XML namespaces for DOCSIS IPDR Service Definitions.

Table 4-2 - IPDR Service Definition Namespaces

Prefix

XML Namespace

DOCSIS-SAMIS-TYPE-1

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-SAMIS-
TYPE-1

DOCSIS-SAMIS-TYPE-2

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-SAMIS-
TYPE-2

DOCSIS-CMTS-CM-US-
STATS-TYPE

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CMTS-CM-
US-STATS-TYPE

DOCSIS-CMTS-CM-
REG-STATUS-TYPE

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CMTS-CM-
REG-STATUS-TYPE

DOCSIS-CMTS-
TOPOLOGY-TYPE

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CMTS-
TOPOLOGY-TYPE

DOCSIS-SPECTRUM-
MEASUREMENT-TYPE

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-
SPECTRUM-MEASUREMENT-TYPE

DOCSIS-CPE-TYPE

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CPE-TYPE

DOCSIS-DIAG-LOG-
TYPE

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-DIAG-
LOG-TYPE

DOCSIS-DIAG-LOG-

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-DIAG-

EVENT-TYPE LOG-EVENT-TYPE
DOCSIS-DIAG-LOG- http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-DIAG-
DETAIL-TYPE LOG-DETAIL-TYPE

DOCSIS-CMTS-US-
UTIL-STATS-TYPE

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CMTS-US-
UTIL-STATS-TYPE

DOCSIS-CMTS-DS-
UTIL-STATS-TYPE

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/ DOCSIS-CMTS-DS-
UTIL-STATS-TYPE

DOCSIS-CMTS-CM-
SERVICE-FLOW-TYPE

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CMTS-CM-
SERVICE-FLOW-TYPE

DOCSIS-IP-
MULTICAST-STATS-
TYPE

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-1P-
MULTICAST-STATS-TYPE

This specification defines the following XML namespaces for DOCSIS auxiliary schemas.

Table 4-3 - Auxiliary Schema Namespaces

Prefix XML Namespace
DOCSIS-CMTS http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CMTS
DOCSIS-CM http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CM
DOCSIS-CPE http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CPE
DOCSIS-Q0S http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-QOS
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Prefix

XML Namespace

DOCSIS-REC

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-REC

DOCSIS-CMTS-CM-US

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CMTS-CM-
us

DOCSIS-CMTS-CM-
NODE-CH

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CMTS-CM-
NODE-CH

DOCSIS-MD-NODE

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-MD-NODE

DOCSIS-SPECTRUM

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-
SPECTRUM

DOCSIS-DIAG-LOG

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-DIAG-LOG

DOCSIS-DIAG-LOG-
DETAIL

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-DIAG-
LOG-DETAIL

DOCSIS-CMTS-US-UTIL

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CMTS-US-
UTIL

DOCSIS-CMTS-DS-UTIL

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-CMTS-DS-
UTIL

DOCSIS-SERVICE-
FLOW

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-SERVICE-
FLOW

DOCSIS-IP-MULTICAST

http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr/DOCSIS-1P-
MULTICAST
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5 OVERVIEW

This section provides a brief description of the key management features introduced in DOCSIS 3.0. These features
are categorized according to the five conceptual categories of management developed as part of ITU
Recommendation [ITU-T M.3400]. This set of management categories is referred to as the FCAPS model,
represented by the individual management categories of Fault, Configuration, Accounting, Performance and
Security.

In addition to the description of features, the rationale behind the introduction of object models is presented.
Section 5.1 discusses the requirements introduced in this specification for DOCSIS 3.0. Section 5.2 is a technical
introduction to the detailed models in support of the user requirements.

5.1 DOCSIS 3.0 OSSI Key Features

DOCSIS 3.0 introduces a number of features that build upon features introduced in previous versions of DOCSIS.
This specification includes the key new features for the Operations Support System Interface (OSSI) based on the
requirements established with both the introduction of new DOCSIS 3.0 features and enhancements to management
capabilities that are designed to improve operational efficiencies for the MSO.

Table 5-1 summarizes the new requirements that support new 3.0 features and the enhancements to existing
management features. The table shows the management features along with the traditional Network Management
Functional areas (Fault, Configuration, Accounting, Performance and Security) for the Network Elements (NE)
Cable Modem (CM), Cable Modem Termination System (CMTS) and the corresponding OSI layer where those
features operate.

Table 5-1 - Management Features Requirements for DOCSIS 3.0

Features Management OSl layer NE Description
Functional Area

Multiple Upstream Configuration PHY CMTS Provisioning physical upstream ports

Channels per port that support multiple upstream
receivers according to their
capabilities.

Plant Topology PHY, MAC CMTS Provisioning flexible arrangements

(Data Link) of US/DS channels for channel

bonding configuration to reflect HFC
plant topology.

Enhanced Diagnostics | Fault PHY, MAC, CMTS Detailed log of different conditions
Network associated with the CM registration
state and operation that may indicate
plant problems affecting service

availability.
Enhanced Performance PHY, MAC, CMTS IPDR streaming of large statistical
Performance Data Network data sets such as CMTS CM Status
Collection information with less performance
impact on the CMTS resources.
Enhanced Signal PHY CMTS To gather information on narrow
Quality Monitoring band ingress and distortion affecting
the quality of the RF signals.
Usage Based Billing [ Accounting PHY, MAC, CMTS Update SAMIS to 3.0 specification
Network requirements.
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Features Management OsSl layer NE Description
Functional Area
Enhanced Security Configuration, MAC, CM/CMTS | Updates to management models to
Fault, Performance, | Network support The DOCSIS 3.0 security
Security features.
IPv6 Configuration, Network CM/CMTS | Updates to management models to
Fault, Performance support IPv6 provisioning, CM IP

stack management, CMTS and CM
IP Filtering requirements.

Channel Bonding Configuration, PHY, MAC CM/CMTS | Update existing management models
Fault, Performance and include new events to support
DS and US channel bonding.
IP Multicast Configuration, MAC, CM/CMTS | Update existing management modes
Fault, Performance | Network to support new multicast capabilities
such as SSM, IGMP v3, MLD vl
and v2.

It needs to be noted that pre-3.0 DOCSIS Network Management models used IETF RFCs that were defined to use
only IPv4. After the introduction of IPv6, IETF IPv6 compliant MIBs are not backward compatible with 1Pv4 based
MIBs required by pre-3.0 DOCSIS. In contrast, provisioning system backward compatibility is a key requirement
for management. To accommodate these two conflicting requirements (backwards compatibility and IPv6 support
using combined v4/v6 MIBs), DOCSIS 3.0 requires maintaining backward compatibility for provisioning but not
monitoring. This approach minimizes the additional costs that will be required if both versions of MIBs are required
in the CM and CMTSs for provisioning and monitoring purposes.

It is important to emphasize that DOCSIS 3.0 Network Management requirements accentuate the need for proactive
maintenance, traffic analysis and dimensioning of services (see Section 5.1.3 on Performance Management
Features) in an effort to minimize critical fault conditions and the occurrence of failures.
5.1.1 Fault Management Features
The DOCSIS 3.0 fault management requirements include:
o Extended lists of detailed events related to the new set of DOCSIS 3.0 features.
¢ A new diagnostic tool that enables the detection of unstable CM operation, such as:
o CM repeat registration attempts

e  Station maintenance retry sequences

5.1.2 Configuration Management Features

The Configuration of the DOCSIS protocols for CM/CMTS interactions for configuring features in support of PHY
MAC/QoS and Security (BPI) uses the CM configuration file and CMTS policies via MAC messages exchange. The
reporting of configuration state information is done via SNMP MIB objects. This model provides a CM standard
configuration with minimal operator intervention.

The DOCSIS 3.0 configuration requirements include:

e Updates to CM configuration parameters to support IPv6 and channel bonding, enhanced security and IP
multicast.

e Updates to CMTS configuration in support of multiple upstream channels per port, HFC plant topology,
channel bonding, security, IPv6, and IP multicast.
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e  Security enhancements for the CM provisioning process, such as TFTP proxy, configuration file learning,
certificate revocation list, etc.
5.1.3 Performance Management Features
The DOCSIS 3.0 performance management requirements include:

e DOCSIS 3.0 requires an efficient mechanism for collecting large data sets as described above. The identified
data sets are:

e The CMTS resident CM status information

e Additional granularity of QoS statistics for bonded and non-bonded channels to aid in network capacity
planning and dimensioning

o Enhanced signal quality monitoring for granular plant status

e Minimizing redundant information collection associated with differing services provided by the CMTS
(statistics for IPCablecom voice may incorporate large data sets for DOCSIS PHY and MAC)

e Support for CM and CMTS host resource statistics, such as memory and CPU utilization

5.1.4 Security Management Features

Security Management includes both security of management information (e.g., SNMP access control) and
management of network security related to authentication, authorization and privacy of data plane communications.

DOCSIS 3.0 includes new features to strengthen the confidentiality of user data over the HFC network and the
authenticity of CMs for features such as software upgrades. Both features improve the protection of the DOCSIS
network against theft of service and denial of service attacks.

SNMPv1, v2c management of 3.0 CMs is essential due to the extensive deployment of SNMP frameworks utilizing
NmAccess configuration. The NmAccess approach has been deprecated by the IETF.

In order to address the enhancements and comply with the IETF decision, the DOCSIS 3.0 security management
requirements include:

e  Extensions are required in the management models of CM and CMTS to report configuration status, error
conditions and statistics of the new security features

e Replacement of NmAccess is required using a method compatible with the SNMPv3 framework to configure
SNMP v1 and v2c access controls

Note:  The management of security models such as PKI (Public Key Infrastructure) for the management of cable
modem X.509 certificates are outside the scope of DOCSIS 3.0 Network Management Requirements.
5.1.5 Accounting Management Features

The CMTS supports collection of usage information for use in a billing interface known as SAMIS (Subscriber
Accounting Management Interface Specification). SAMIS uses the business model originally defined by IPDR.org
and IPDR streaming protocol [IPDR/SP] (now both managed by the TM Forum) for the reliable and resource
efficient transmission of accounting data. There are no accounting requirements for the CM. Refer to Section 8.3 for
further details.

5.2 Technical Overview

The technical overview presented in this section details functional areas of the FCAPS management model
addressed by DOCSIS.

5.2.1 Architectural Overview

This section defines the functional areas of network management in terms of FCAPS (Fault, Configuration,
Accounting, Performance and Security) as applied to the management of a DOCSIS network.
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The requirements in the previous section were grouped both according to the management functional area and the
relevant DOCSIS layer (using the OSI reference model) where they apply. This section provides an overview of the
functions supported by each area. Even though specific functions are described for each area, there are
interdependencies amongst all these functions to achieve the overall objective of efficient and proactive
management of the DOCSIS network.

Fault management seeks to identify, isolate, correct and record system faults. Configuration management modifies
system configuration variables and collects configuration information. Accounting management collects usage
statistics for subscribers, sets usage quotas and bills users according to their use of the system. Performance
management focuses on the collection of performance metrics, analysis of these metrics and the setting of thresholds
and rate limits. Security management encompasses identification and authorization of users and equipment, provides
audit logs and alerting functions, as well as providing vulnerability assessment.

5.2.1.1 Fault Management

The goals of fault management are to provide failure detection, diagnosis, and perform or indicate necessary fault
correction. Fault identification relies on the ability to monitor and detect problems, such as error-detection events.
Fault resolution relies on the ability to diagnose and correct problems, such as executing a sequence of diagnostic
test scripts, and correcting equipment or configuration faults. DOCSIS supports Event Reporting using Local Log,
syslog and SNMP notifications.

For the CMTS, syslog messages or SNMP notifications are used to deliver the critical events that cause service
interruption and need immediate response. Examples of these events are interface state up/down, and threshold
events when the total number of CMs in a fault condition exceeds a configured threshold.

5.2.1.2 Configuration Management

Configuration management is concerned with adding, initializing, maintaining and updating network elements. In a
DOCSIS environment, network elements include CMs and CMTSs.

Configuration management is primarily concerned with network control via modifying operating parameters on
network elements such as the CM and CMTS. Configuration parameters could include both physical resources (for
example, an Ethernet interface) and logical objects (for example, QoS parameters for a given service flow).

While the network is in operation, configuration management is responsible for monitoring the configuration state
and making changes in response to commands by a management system or some other network management
function.

For example, a performance management function may detect that response time is degrading due to a high number
of uncorrected frames, and may issue a configuration management change to modify the modulation type from 16-
QAM to QPSK. A fault management function may detect and isolate a fault and may issue a configuration change to
mitigate or correct that fault.

5.2.1.3 Accounting Management

Accounting management, in general, includes collection of usage data and permits billing the customer based on the
subscriber's use of network resources. The CMTS is the network element that is responsible for providing the usage
statistics to support billing. Billing is outside the scope of this specification.

Subscriber Account Management Interface Specification (SAMIS) is defined to enable prospective vendors of Cable
Modems and Cable Modem Termination Systems to address the operational requirements of subscriber account
management in a uniform and consistent manner. It is the intention that this would enable operators and other
interested parties to define, design and develop Operations and Business Support Systems necessary for the
commercial deployment of different classes of service over cable networks, with accompanying usage-based billing
of services for each individual subscriber.
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5.2.1.4 Performance Management

Performance management functions include collecting statistics of parameters such as number of frames lost at the
MAC layer and number of codeword errors at the PHY layer. These monitoring functions are used to determine the
health of the network and whether the offered Quality of Service (QoS) to the subscriber is met. The quality of
signal at the PHY layer is an indication of plant conditions.

The previous versions of DOCSIS OSSI specification defines SNMP polling as the collection mechanism for CM
and CMTS statistics for performance management. SNMP polling of CMs is scalable and widely deployed with
specialized engines that minimize the upstream bandwidth allocated to management during the polling intervals. In
contrast, the CMTS SNMP polling is not scalable since it addresses large data sets comprised of data from thousands
of CMs connected to the same CMTS.

To overcome the existing CMTS limitations, this specification includes the IPDR Streaming Protocol [IPDR/SP]
which provides reliable streaming of subscriber usage data and other statistics. In addition, the IPDR streaming
process enables pro-active maintenance by management systems in collecting large data sets from the CMTS.

5.2.1.5 Security Management

Security management is concerned with both security of management information to protect the MSOs operations
systems as well as managing the security information. The latter is used to authenticate and secure the traffic on the
HFC. Security of the management interface is required to prevent end users from accessing and initiating
configuration changes that may provide them with services for which they are not entitled or could result in the
degradation or denial of services for other subscribers.

5.2.2 Management Protocols

As noted earlier in this section, DOCSIS OSSI specification uses the Simple Network Management Protocol
(SNMP) versions 1, 2c and 3 to define the management information for DOCSIS network elements in support of the
functional areas mentioned in the previous section. SNMP is primarily a polling based protocol where the
management system retrieves data such as counter values and state information. There are events defined as a
notification that are used to inform the management systems of fault conditions and security violations. The support
for SNMP versions is continued in DOCSIS 3.

The SNMP polling mechanism was not considered to be the appropriate long term approach to obtaining
increasingly large and detailed usage information from the CMTS. A streaming protocol developed by the IPDR
organization was introduced to offer an efficient mechanism for CMTSs to transfer statistics to a collector over
connection oriented (TCP) continuous stream. The processing of the data is outside the scope of the CMTS and
delegated to the IPDR collector and management systems to perform. DOCSIS 3.0 OSSI specification expands the
use of the IPDR protocol to other management areas in order to optimize timeliness and resource efficiency in the
transfer of large amounts of performance metrics to the management systems.

5.2.3 Object Models

Prior versions of the DOCSIS OSSI specifications developed management information models, suitable for use with
Simple Network Management Protocol. For the subscriber usage data using Internet Protocol Data Records (IPDR),
XML schema definitions were included in the specification. DOCSIS 3.0 OSSI introduces an expanded IPDR
paradigm where XDR-encoded records (conformant to these XML schema) are streamed to a collector for all
categories of statistical data pertinent to the FCAPs management model.

The management models when using SNMP are described using the Structure of Management Information Version
2 (SMIv2) [RFC 2578] and the design of these models is determined by the capabilities of the protocol. With the
introduction of IPDR for other management areas beyond accounting management, this specification introduces a
new approach for representing managed objects.

The approach is based on an object oriented modeling approach well known in the industry for capturing
requirements and analyzing the data in a protocol independent representation. This approach defines requirements
with use cases to describe the interactions between the operations support systems and the network element. The
management information is represented in terms of objects along with their attributes and the interactions between
these encapsulated objects (or also referred to as entities in some representations). With the introduction of several
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new, complex features in DOCSIS 3.0 and the operator needs for a more proactive and efficient approach to

management information, object modeling methodologies offer the ability to reuse the same definitions when new
protocols are introduced in the future.

Refer to Annex A for object modeling concepts used throughout this specification.
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6 OSSI MANAGEMENT PROTOCOLS

6.1 SNMP Protocol

The SNMP protocol has been selected as the communication protocol for management of data-over-cable services.
CM MUST implement SNMPv3 protocol.

CMTS SHOULD implement SNMPv3 protocol.

Although SNMPvV3 offers certain security advantages over previous SNMP versions, many existing management
systems do not fully support SNMPV3; necessitating support of the theoretically less secure but more ubiquitous
SNMPv1 and SNMPv2c protocols.

CM MUST implement SNMPv1 and SNMPv2c protocol.

CMTS MUST implement SNMPv1 and SNMPv2c protocol.

The IETF SNMP-related RFCs listed in Table 6-1 are supported by the CM and CMTS.
Table 6-1 - IETF SNMP-related RFCs

[RFC 3410] | Introduction and Applicability Statements for Internet Standard Management Framework

[RFC 3411] | An Architecture for Describing Simple Network Management Protocol (SNMP) Management
Frameworks

[RFC 3412] | Message Processing and Dispatching for the Simple Network Management Protocol (SNMP)

[RFC 3413] | Simple Network Management Protocol (SNMP) Applications

[RFC 3414] | User-based Security Model (USM) for version 3 of the Simple Network Management Protocol
(SNMPv3)

[RFC 3415] | View-based Access Control Model (VACM) for the simple Network Management Protocol
(SNMP)

[RFC 3416] | Version 2 of the Protocol Operations for the Simple Network Management Protocol (SNMP)

[RFC 3417] | Transport Mappings for the Simple Network Management Protocol (SNMP)

[RFC 3418] | Management Information Base for the Simple Network Management Protocol (SNMP)

[RFC 3419] | Textual Conventions for Transport Addresses

[RFC 3584] | Coexistence between Version 1, Version 2, and Version 3 of the Internet-standard Network
Management Framework

[RFC 3826] | The Advanced Encryption Standard (AES) Cipher Algorithm in the SNMP User-based Security
Model

[RFC 1901] | Introduction to Community-based SNMPv2 (Informational)

[RFC 1157] | A Simple Network Management Protocol

For support of SMIv2, Table 6-2 lists the IETF SNMP-related RFCs which are supported by the CM and CMTS.
Table 6-2 - SMIv2 IETF SNMP-related RFCs

[RFC 2578] Structure of Management Information Version 2 (SMIv2)

[RFC 2579] Textual Conventions for SMiv2

[RFC 2580] Conformance Statements for SMiv2

For support of Diffie-Helman Key exchange for the User Based Security Model, Table 6-3 lists the IETF SNMP-
related RFC which is supported by the CM and CMTS.
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Table 6-3 - Diffie-Helman IETF SNMP-related RFC

‘ [RFC 2786] ‘ Diffie-Helman USM Key Management Information Base and Textual Convention

6.1.1 Requirements for IPv6

Several transport domains were initially defined for SNMP (see [RFC 3417]). To support IPv6, [RFC 3419] adds a
new set of transport domains not only for SNMP but for any application protocol.

The CM MUST support the recommendations of [RFC 3419] to support SNMP over IPV6.
The CMTS MUST support the recommendations of [RFC 3419] to support SNMP over IPv6.

6.2 IPDR Protocol

6.2.1 Introduction

This section defines the IPDR Streaming Protocol [IPDR/SP] requirements for the CMTS. Unless otherwise
indicated, the term "IPDR Exporter" refers to the CMTS. A collector system is often referred to as an "IPDR
Collector" and conforms to [IPDR/BSR] and in particular to [IPDR/SP] specification. IPDR collector management
requirements are outside the scope of this specification. See Section 6.2.3 for a brief overview of the IPDR Standard.

[IPDR/SP] provides scalable solutions for the collection of high volume management data related to performance,
usage, and operational status of the cable networks. The [IPDR/SP] scalability benefits are for both the CMTS and
the data collection systems. The CMTS gains in reduced computing resources, compared with other management
protocols, such as SNMP, when generating comparable data sets. The collector systems benefit from [IPDR/SP] by
reducing the costs associated with reliable data collection, scalable growth in number of records, and multiple types
of data sets over the same collection platform. See [IPDR/SP] for additional information about the streaming
protocol design considerations.

Note: [IPDR/SP] applied to SAMIS is already supported by DOCSIS 2.0 OSSI specification. This specification
updates the SAMIS Service Definition to support the DOCSIS 3.0 feature sets.

[IPDR/SP] is not required for CMs.
The IPDR-related standards listed in Table 6-4 are supported by CMTS.
Table 6-4 - IPDR-related Standards

[IPDR/SP] IPDR/SP Protocol Specification

[IPDR/BSR] IPDR Business Solution Requirements - Network Data Management Usage (NDM-U)
[IPDR/SSDG] IPDR Service Specification Design Guide

[IPDR/XDR] IPDR/XDR Encoding Format

[IPDR/CAPAB] | IPDR/Capability File Format

6.2.2 CMTS Usage of IPDR Standards

This specification defines new IPDR Service Definitions for performance and monitoring management applications
beyond DOCSIS 2.0 SAMIS. The list of DOCSIS 3.0 IPDR Service Definitions is listed in Section 7.1.3.28.

6.2.3 IP Detail Record (IPDR) Standard

[IPDR/SSDG] defines a generic model for using XML Schema in IP Detail Recording applications. [IPDR/XDR]
defines the compact binary representation of corresponding IP Detail Records. This specification extends IPDR
applications as described in Section 6.2.2. The following subsections describe the IPDR standard and its application.
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6.2.3.1 IPDR Network Model

The IPDR Network Model is given in the [IPDR/BSR] specification and is portrayed in Figure 6-1. In this network
model, the Service Consumer (SC) is the Cable Data Service Subscriber identified by their Cable Modem MAC
address, current CM IP address, and current CPE IP addresses. The Service Element (SE) is the CMTS identified by
its host name, IP address, and current value of its sysUpTime object. The IPDR Recorder (IR) is the record formatter
and exporter function that creates the data record compliant to [IPDR/BSR] based on the DOCSIS schemas. The
IPDR Store (1S) and the IPDR Transmitter (IT) are two kinds of collector functions that receive IPDR XDR records
from the IR exporter function as specified in Section 6.2.4. The CMTS implements the IPDR Recorder (IR)
functions and is often referred to as the "Exporter". The IT/IS collector functions receive IDPR XDR records on a
collection cycle determined by the IR exporter function.

The A-interface is not specified by the [IPDR/BSR] specification because it is an internal interface between the SE
and the IR exporter components. The B-interface between the IR exporter and the I1T/IS collector components is
specified by the IPDR Streaming Protocol [IPDR/SP] and the considerations of Appendix IV of this specification.
The CMTS supports the B-interface.

Note:  The highlighted blocks and interfaces depicted in Figure 6-1 are the only ones defined in this specification.
The A, C, D, E, and F interfaces are beyond the scope of this specification.

Mediation System
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—_—_——— — — 1 ————— -
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Service Service IPDR IPDR D 9 E . E Partner
X Settlement = Clearing L
Consumer @ = Element Recorder Transmitter System <> T «—p Settlement
(s0) (SE) (IR) am v System
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A
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Usage Data P Settlement Data L
- >
Control

A
\

IPDR.org Reference Model

Figure 6-1 - Basic Network Model (ref. [IPDR/BSR])

6.2.3.2 IPDR Transport High Level Protocol Requirements

To facilitate processing of the DOCSIS IPDR Service Definitions by a large number of mediation systems, an
Extensible Markup Language (XML) [W3 XML1.0] format is required. Specifically, the IP Detail Record (IPDR)
standard as described in [IPDR/BSR] is used to model the DOCSIS IPDR Service Definitions outlined in Section
6.2.2.

To improve the performance of storage and transmission of the BSR XML records, a compression mechanism is
required. [IPDR/XDR] describes a compact encoding of IPDR Docs, based on the IETF XDR specification language
[RFC 1832].

To improve the network performance of the data collection activity, a reliable high-throughput TCP stream is used
to transfer data records between the record formatter and the collection system. Furthermore, at the application layer
the streaming protocol [IPDR/SP] described in Section 6.2.4 is implemented to scale the collection of data in a
reliable manner for both Exporters and Collectors.
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To ensure the end-to-end privacy and integrity of the billing records, while either stored or in transit, an
authentication and encryption mechanism between the record formatter and the collection system is desirable. The
security model is detailed in Section 8.5.4.9.

6.2.3.3 IPDR Record Structure

The Master IPDR Schema Document (IPDRDoc) [IPDR/BSR] defines the generic structure of any IPDR document
regardless of application. The IPDRDoc defines the hierarchy of elements within an IPDR instance document that
are supported by the CMTS as shown in Figure 6-2 below.

: ipdr:IPDR% DB 1mR

Type ipdr:IPDRTwype

D'[EReterem:e : ipddr: IPDRCreationTime B

D'[gReterem:e : ipdr:seqthm g

IFDR

L D‘[E Reference : ipdr:IPDRDoc.End5 D-[E IPDRDoc . End [

IFDRDoc.End

Figure 6-2 - IPDRDoc 3.5.1 Master Schema

6.2.3.4 Service Definition Schemas

Service definition schemas are defined based on the guidelines listed in [IPDR/SSDG]. Refer to the applicable
Annex as defined in Table 7-7 for each service definition schema.

6.2.3.5 Service Definition Instance Documents

To complete the definition of an application specific IPDR record structure, an application instance schema needs to
be provided that imports the basic IPDRDoc master schema (see [IPDR/SSDG]). The IPDRDoc records may be
constructed by the Collector for the purpose of storing. The Collector takes the data records and may use the session
ID to construct a docld, it depends upon the collector storing IPDR records as IPDR documents, or simulating a
docld for the purpose of acknowledging each record as part of a reliable collection process labeled with a docld
(accounting of total number of records). Some ways to demark docld could be session start/stop boundaries, but it is
Collector implementation specific (see Section 6.2.4.6).

1. The IPDRDoc element is the outermost element that describes the IPDR file itself. It defines the XML
namespace, the identity of the XML schema document, the version of the specification, the timestamp for the
file, a unique document identifier, and the identity of the IPDR recorder. An IPDRDoc is composed of multiple
IPDR records.

The attributes for the IPDRDoc element are defined as follows:

a) xmins:ipdr="http://www.ipdr.org/namespaces/ipdr"

Constant: the IPDR XML namespace identifier.

b) xmlns:xsi="http://mww.w3.0rg/2001/XMLSchema-instance"

Constant: the XML Schema Instance Namespace identifier. Defined by the W3C Consortium.
c) xmins= "http://www.cablelabs.com/namespaces/DOCSIS/3.0/xsd/ipdr"

Constant: the DOCSIS XML namespace identifier. Defined by CableLabs.

d) xsi:schemaLocation="*.xsd"
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Constant: the name of the DOCSIS service definition schema file. Refer to Table 7-7 for a list of the DOCSIS
service definition schema files.

e) version="<IPDR BSR version>-A.n"

Constant: the version of the IPDR document. Defined by Cable Television Laboratories, Inc. This specification
follows the convention of <IPDR BSR version>-A.n where n is a sequence number for versioning starting at 1.
For example, the first version of a DOCSIS IPDRDoc instance document in compliance with version 3.5.1 of
[IPDR/BSRY] is defined as "3.5.1-A.1".

f) creationTime ="yyyy-mm-ddThh:mm:sszZ"

UTC time stamp at the time the IPDR Record is created (in ISO format). For example: creationTime="2002-06-
12T21:11:217". Note that IPDR timestamps are always specified in UTC/GMT (Z). The compact representation
of this element is the 32-bit unsignedLong value since EPOCH [IPDR/XDRY].

g) docld="<32-bit UTC timestamp>-0000-0000-0000-<48-bit MAC address>"

The unique document identifier. The DOCSIS docld is in a simplified format that is compatible with the
Universally Unique Identifier (UUID) format required by the IPDR [IPDR/BSR] specification.

e The docld attribute consists of the following:

e The 32-bit UTC timestamp contains the IPDRDoc creationTime in seconds since the epoch 1 Jan 1970
UTC formatted as eight hex digits.

e  The 48-bit MAC address component is the Ethernet address of the CMTS management interface formatted
as 12 hex digits.

o  All other components are set to zero.

In the context of the minimum 15-minute IPDR billing file collection cycle specified in this document, this
simplified UUID is guaranteed to be unique across all CMTSs and for the foreseeable future.

h) IPDRRecorderInfo="hostname.mso.com"

IPDRRecorderInfo identifies the IPDR Recorder (IR) from the network model in Figure 6-1. Since the CMTS
includes the IPDR Recorder function, the CMTS MUST populate the IPDRRecorderInfo attribute with its fully
qualified hostname. If a hostname is not available, then the CMTS MUST populate the IPDRRecorderInfo
attribute with its IPv4 address formatted in dotted decimal notation.

2. An IPDR element describes a single DOCSIS service application specific record. The IPDR record is further
structured into DOCSIS specific sub elements that describe the details of the CMTS, the subscriber (CM and
CPE), and the service application itself. The attributes for the IPDR element are:

xsi:type="*-TYPE"

Constant: identifies the DOCSIS application specific type of the IPDR record. Examples of types based on the
DOCSIS Service Definitions listed in Table 7-7.

In addition to the DOCSIS service specific sub-elements, the following sub-elements for the IPDR element are:
a) IPDRCreationTime

The IPDRCreationTime element identifies the time associated with the counters for this record. The
IPDRCreationTime element uses the same format as the IPDRDoc creationTime attribute (see 1f. above). The
CMTS MUST NOT support IPDRCreationTime element.

Note:  This sub element is optional in the basic IPDR 3.5.1 schema, and is required by previous DOCSIS
specifications. This specification deprecates that requirement and prohibits usage of IPDRCreationTime.

b) segNum
The CMTS MUST NOT support segNum elements of the basic IPDR 3.5.1 schema.
Note:  There is no ordering implied in DOCSIS IPDRs within an IPDRDoc.
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3. IPDRDoc.End is the last element inside IPDRDoc. It defines the count of IPDRs that are contained in the file
and the ending timestamp for the file creation. The attributes of IPDRDoc.End are:

a) count="nnnn"

Where "nnnn" is the decimal count of the number of IPDR records in this IPDRDoc.

b) endTime ="yyyy-mm-ddThh:mm:ssZ"

Where endTime is the UTC time stamp at the time the file is completed (see 1f. above).

For [IPDR/SP] protocol, it is left to the collector to generate IPDRDoc.End based on SessionStop message for a
specific docld, see Section 6.2.5. In addition, IPDRDoc.End is an [IPDR/BSR] optional field and it is included
in this section for information purposes with no requirements for CMTS Exporter.

6.2.4 IPDR Streaming Model

DOCSIS IPDR Service records are built by the record formatter on the CMTS and are then transmitted to the
collection system using the IPDR Streaming Protocol [IPDR/SP].

The [IPDR/SP] Protocol is an application running over a reliable, connection oriented transport layer protocol such
as TCP. It allows exporting high volume of Data Records from a Service Element with an efficient use of network,
storage, and processing resources. There are also bi-directional control message exchanges, though they only
comprise a small portion of the traffic.

The [IPDR/SP] was built upon two existing specifications, namely IPDR's [IPDR/BSR] [IPDR/XDR] file format
and Common Reliable Accounting for Network Elements (CRANE) [RFC 3423].

It enables efficient and reliable delivery of any data, mainly Data Records from Service Elements (the record
formatters that are denoted as the "Exporters™) to any collection systems (that are denoted as the "Collectors™), such
as mediation systems and BSS/OSS.

Note:  The term "Exporter" corresponds to the CMTS, unless otherwise specified.

Since the IPDR Streaming Protocol could run over different transport layers in future versions, a transport neutral
version negotiation is needed. [IPDR/SP] supports a negotiation mechanism running over UDP. Either the Exporter
or the Collector could inquire about the Streaming Protocol version and transport layer support by sending a UDP
packet on a configured UDP port.

6.2.4.1 Sessions and Collector Priorities

A Session is a logical connection between an Exporter and one or more Collectors for the purpose of delivering Data
Records. For any given Session, a single active Collector will be targeted with those Data Records. Multiple
Sessions may be maintained concurrently in an Exporter or Collector, in which case they are distinguished by
Session IDs. For a complete specification of the Sessions, see [IPDR/SP].

A Collector is assigned a Priority value. Data Records need to be delivered to the Collector with the highest Priority
value (the primary Collector) within a Session. The Collector Priority reflects the Exporter's preference regarding
which Collector will receive Data Records. The assignment of the Collector Priority needs to consider factors such
as geographical distance, communication cost, and Collector loading, etc. It is also possible for several Collectors to
have the same priority. In this case, the selection method is vendor-specific.

6.2.4.2 Documents and Collection Methodologies

The IPDR/SP Protocol provides for open-ended streaming of data records as they are created, or as an option,
logical boundaries may also be placed between groups of data records as well. A logical range of data records is
called a document. For more information on this topic, see [IPDR/SP]. Even though [IPDR/SP] supports the
IPDRDoc instance documents requirements, the IPDRDoc is handled by the collector and not by the exporter. The
collector can, for example, create IPDRDoc based on sessions start/stop sequence sent by the exporter, or based on
number of records received.

In this specification, an IPDR document is defined as a series of records that were generated during the interval an
IPDR session lasted or during a time interval called collection interval. Each DOCSIS IPDR Service Definition has
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its own requirements in terms of how IPDR documents are generated. For example, [IPDR/SP] sessions are created
on a schedule basis, an open-ended session or a per-request session. Below is a list of collection methodologies:

Time Interval Session: The exporter follows a schedule based session to stream data on a periodic time interval.
The collector creates the IPDRDoc within those demarcation points. Note that the Time Interval Session is managed
by the exporter as being delimited by session start/stop messages. A collector initiated flow operation is possible as
well; the collector issues Flow Stop messages to stop the exporter streaming. Finally, it is possible to control the
Time Interval Session at either end-point. A Time Interval Session may close immediately after the exporter streams
the records or remain open until the end of the time interval in which case, the exporter stops the session and starts a
new session for the next time interval.

Event Based Session: It consists of an open-ended session or a Time Interval Session. During the time the IPDR
session is open the exporter can stream records at any time, thus the name "Event Based Session™. In the case of an
open-ended session, the collector could create documents based on size, number of records received, timestamps (to
simulate Time Interval Sessions), or never creates an IPDRDoc.

Ad-hoc Session: Per request (from a Collector), the Exporter creates a session and closes it when either the data is
streamed or a closing command is generated. Once Collector starts flow CMTS Exporter SHOULD start session,
stream data and stop session. The CMTS Exporter can optionally support additional management interface triggers
for starting the session.

Some variations of the collection methodologies above include the possibility that an open-ended session
demarcated by the collector as IPDR document by time where the records are received.

In cases where periodic records exporting applies (Time Interval Session), the DOCSIS IPDR Service Definition
needs to specify the handling of records deleted in the exporter before the scheduled time for data streaming. That is
accomplished either with an immediate record if exporter does not want to retain such record in memory, or wait
until the next periodic interval to report that data. It is also required to distinguish between the record being a
periodically exported record or a final record. This specification defines a periodic record as an "interim" record and
a final record as a "stop" record.

6.2.4.3 Data Types and Message Format

[IPDR/SP] describes its message format using an augmented form of [RFC 1832], External Data Representation
(XDR) [IPDR/XDR]. Two augmentations of XDR used by [IPDR/XDR] that enable a more concise and formal C
style syntax for describing protocol message formats, are as follows:

e  Support for indefinite length specification. This allows for stream based encoding of information without
knowing or calculating the entire length of a message or document in advance. The value of -1 in a length field
indicates that, based on Template information, a decoder be able to determine where a message completes.

e No 32-bit alignment padding. Beginning in IPDR 3.5.1, both [IPDR/XDR] and [IPDR/SP] remove the padding
constraint specified by XDR. This allows for specification to the byte level of structures. This augmentation is
described in [RFC 1832], "Areas for Future Enhancement”.

For a complete specification of the [IPDR/SP] message format see the Message Format section of that specification.

The type IDs for the base types and the derived types used in the protocol, the data structure as well as the data
representation are described in the Data Types section of [IPDR/SP] specification.

6.2.4.4 Templates and Service Definitions

The IPDR/SP Protocol utilizes the concept of Templates in order to eliminate the transmission of redundant
information such as field identifiers and typing information on a per data record basis.

A Template is an ordered list of Field Identifiers. A Field Identifier is the specification of a Field in the Template. A
Template references an IPDR Service Definition. It specifies a data item that a Service Element (e.g., CMTS) may
export. Each Field specifies the Type of the Field. [IPDR/SP] specifies that Templates may be optionally negotiated
upon setup of the communication between the Exporter and the Collector. This allows the Exporter to avoid sending
Fields that the Collector is not interested in. Several Templates can be used concurrently (for different types of
records). Fields contained in a Template could be enabled or disabled. An enabled Field implies that the outgoing
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data record will contain the data item specified by the key. A disabled Field implies that the outgoing record will
omit the specified data item. The enabling/disabling mechanism further reduces bandwidth requirements; it could
also reduce processing in Service Elements, as only needed data items are produced. For a complete specification of
the IPDR streaming Templates, refer to the Templates section of [IPDR/SP].

The IPDR/SP Protocol incorporates IPDR/Service Definitions [IPDR/SSDG], based on XML-Schema, by reference.

A Template references an IPDR Service Definition document, where a more complete definition of the Template is
included. IPDR Service Definitions describe in detail the properties of the various data records and their fields (see
Service Specification Design Guide 3.5.1 [IPDR/SSDG].)

6.2.4.5 Flow Control and Data Reliability

Flow control mechanisms are employed to ensure that data is sent from an Exporter to a Collector only if it is ready
to receive data. Four messages are employed to support flow control:

e FlowStart and FlowStop are sent by the Collector to indicate whether it is ready or not ready to receive data.

e SessionStart and SessionStop messages are sent by the Exporter to designate the associated Collector the
active/inactive Collector and to provide information about the IPDR document being transmitted within the
Session.

Flow control mechanisms are likewise used to indicate to the Collector whether the Exporter considers the Collector
to be a primary or backup Collector. The Flow control also provides information on the data sequence numbers and
document Id so that the Collectors can collectively guarantee that no Data Records are lost. For the complete
specification of the IPDR flow control mechanism refer to the Flow Control section of [IPDR/SP].

To further reduce the likelihood of data loss IPDR/SP Messages are acknowledged after they have been processed
and the record information has been placed in persistent storage. Refer to the Data Transfer section of [IPDR/SP].

6.2.4.5.1 DOCSIS IPDR/SP Flow Diagrams

Figure 6-3 illustrates the Streaming Protocol flow diagram based on the DOCSIS default Streaming Flow (the Time
Interval based Session Streaming) set of requirements.

Figure 6-4 illustrates the Streaming Protocol flow for Event Based Session.

Figure 6-5 illustrates the Streaming Protocol flow for the ad-hoc Session. The Ad-hoc Streaming flow diagram
shown is one of the types. The Time Interval based Session Streaming can also be treated as on Ad-hoc streaming
flow. Neither these diagrams nor the explanations provided in limit the ability of a Collector or Exporter (CMTS) to
be fully compliant with the IPDR Streaming Protocol flow diagram [IPDR/SP]. Note that these figure models a
Docld boundary (established by the IPDR Streaming Session Start/Stop messages) that is used to identify the
records created during a collection interval (see Section 6.2.4.2). A single continuously open session/document will
span a single collection interval and will be closed at the end of the interval. Figure 6-3 represents a complete IPDR
session/document and assumes the model of periodic data streaming with interim and stop records. Each entity
instance of the DOCSIS IPDR Service will include one or more Interim records and one Stop record when the entity
in the DOCSIS IPDR service is deleted. If a Service entity instance is both created and deleted within the same
collection interval, then only a single Stop record is exported.

Since the collection interval may be up to 24 hours long, it is likely that Keep-Alive messages will be sent
periodically to indicate that the session/document is still open but there are no Stop records to export at the moment.
Later, at the end of the collection interval, the current session/document is terminated with a SessionStop message, a
new Docld is created, and the next session/document is started with a SessionStart message.

Note:  The sequence diagram shown in Figure 6-3, Figure 6-4 and Figure 6-5 does not include optional Template
Negotiation and the mandatory KeepAlive messages.
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Figure 6-3 - Sequence Diagram for DOCSIS Time Interval Session Streaming Requirements
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Figure 6-5 - Sequence Diagram for DOCSIS Ad-hoc Based Session Streaming Requirement
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Table 6-5 - DOCSIS IPDR Collection Methodologies Sequence Diagram Details

Identifier Streaming Sequence Diagram Description

IPDR-0 Prior to Streaming Connection, Collector may query Exporter for version request (discovery).

IPDR-1 Collector initiates the TCP connection: Port 4737

IPDR-2 Collector sends IPDR Connect message, sets capabilities flags and KeepAlive value
Exporter (CMTS) replies with IPDR ConnectResponse message, see Appendix IV.

IPDR-3 Collector may request Sessions description to know what session ID and associated templates to use for
streaming by GetSessions message request.
Exporter (CMTS) reply with the GetSessionsResponse message.

IPDR-4 Following the GetSessionsResponse message the Collector may request template descriptions for the Session ID
of interest by sending a GetTemplates message
Exporter (CMTS) replies with the GetTemplatesResponse message.

IPDR-5 Collector is ready to start receiving data. Sends IPDR FlowStart message.

IPDR-6 Exporter (CMTS) sends a TemplateData message, see Appendix IV.
Collector responds with FinalTemplateData message, see Appendix IV.

IPDR-7 Exporter (CMTS) starts the Session by sending IPDR SessionStart message. See Appendix IV.

IPDR-8 Data is streamed by Exporter (CMTS) and acknowledged by Collector IPDR DataAcknowledge messages.

IPDR-9 Exporter (CMTS) closes the IPDR Session with a SessionStop.

IPDR-10 CoIIe_ctor sends an IPDR FlowStop message to indicate that it is no longer able to participate in a particular
session.
Repeat Steps IPDR-6 through IPDR-9 based on the provisioned collection interval.

Figure 6-6 shows typical interaction between Collector and Exporter when multiple sessions are used. In this
particular example Collector uses ad-hoc and event based session ("Session 1" and "Session 3" respectively) to
retrieve initial state and subsequent changes of CMTS-TOPOLOGY. Another time interval based session ("'Session
2") is used for SAMIS-TYPE-2 service. This example has the following assumptions:

e The event session is a time interval session

e The CMTS time interval is in sync with the wall clock. Sessions 2 and 3 have the same time interval t

o Keep Alive, Data Ack and other messages are omitted for clarity the example.

e Each IPDR session is carried in a separated IPDR connection.
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Figure 6-6 - Sequence Diagram for a Multisession Streaming Example
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Table 6-6 - Multisession Streaming Example Sequence Diagram Details

Identifier Streaming Sequence Diagram Description

IPDR-0 Prior to Streaming Connection, Collector may query Exporter (CMTS) for version request (discovery).
IPDR-1 Collector initiates the TCP connection: Port 4737. This connection will carry session 1.

IPDR-2 Collector sends IPDR Connect message, sets capabilities flags and KeepAlive value.

Exporter (CMTS) replies with IPDR ConnectResponse message. See Appendix IV.

IPDR-3 Collector may request Sessions description to know what session ID and associated templates to use for streaming
by GetSessions message request.

Exporter (CMTS) replies with the GetSessionsResponse message.

IPDR-4 Collector requests templates to make sure they match expected configuration.
Exporter (CMTS) replies with the GetTemplatesResponse message.

IPDR-5 Collector initiates the second TCP connection: Port 4737 for session 2.

IPDR-6 Collector is ready to start receiving data. Collector sends IPDR FlowStart messages for sessions 1 and 2.

IPDR-7 Exporter (CMTS) sends a TemplateData messages for sessions 1 and 2. See Appendix IV.
Collector responds with FinalTemplateData message. See Appendix IV.

IPDR-8 Exporter (CMTS) starts the Sessions 1 and 2 by sending IPDR SessionStart message. See Appendix IV.

IPDR-9 Exporter (CMTS) sends data for Sessions 1 and 2.

IPDR-10 Exporter (CMTS) closes the IPDR Session 1 with a SessionStop and reasonCode 'end of data for session'.
Subsequently the Exporter sends FlowStop and Disconnect message.

IPDR-11 Collector initiates the TCP connection: Port 4737 for session 3

IPDR-12 | Collector previously knew the IPDR Service Definition sessions and the associated templates. Therefore, the
Collector is ready to start receiving data and sends IPDR FlowStart message for session 3.

IPDR-13 Exporter (CMTS) sends a TemplateData messages for session 3. See Appendix IV.
Collector responds with FinalTemplateData message. See Appendix IV

IPDR-14 | Exporter (CMTS) starts the Session 3 by sending IPDR SessionStart message. See Appendix IV.

IPDR-15 | When there is no more data for the Exporter (CMTS) to send for session 2, the Exporter sends a SessionStop
message with reasonCode 'end of IPDRDoc'. The Exporter maintains the connection waiting for the next time interval
for Session 2.

IPDR-16 | At the time of the expire of the time interval session 3 is terminated with message SessionStop and reasonCode 'end
of IPDRDoc'. Around the same time new IPDR SessionStart messages for sessions 2,3 and sent by the Exporter.

IPDR-17 Exporter (CMTS) sends data for Session 2.

IPDR-18 | When available, IPDR data for session 3 is sent by the Exporter (CMTS).

IPDR-19 | When there is no more data for the Exporter (CMTS) to send for session 2, the Exporter sends a SessionStop
message with reasonCode 'end of IPDRDoc'. The Exporter maintains the connection waiting for the next time interval
for Session 2.

IPDR-20 | The process continues on IPDR-16 for the closure of session data for the expiring interface and initiate the next cycle.

6.2.4.6 IPDRDoc Mapping for DOCSIS IPDR Streaming

The IPDRDoc records may be constructed by the Collector for the purpose of storing or to be communicated to
other instances through the Collector's D-interface mentioned in Section 6.2.3.1. The IPDRDaoc is identified by a
docld that is used to tag all of the IPDR records contained within the document. To do so, IPDRDoc in [IPDR/SP] is
scoped to the IPDR/SP Session boundary as described in Section 6.2.4.5.1 and the IPDR/SP transport elements
listed in Table 6-7 below.
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Table 6-7 - IPDRDoc Element/Attribute Mapping

Element or Attribute of
IPDRDoc

IPDR/SP Mapping

docld

IPDR:SP:SessionStart:documentld (see Section 6.2.3.5, item 1.9)

version

3.5.1-A.1; In general this field contains the version content of the schemaName of the first
TemplateBlock within a negotiated Template after FinalTemplateDataAck

creationTime

IPDR:SP:SessionStartExporterBootTime

IPDRRecorderinfo

reverse DNS lookup of Exporter IP

IPDRType

Refer to the Data Type section of [IPDR/SP]

ipdr:IPDRCreationTime

Not supported (see Section 6.2.3.5)

ipdr:seqNum

Not supported (see Section 6.2.3.5) IPDR reliable transport is handled via
IPDR:SP:DataSequenceNum

IPDRDoc.End (optional)

Count

reflect number of records
After closing the Session (Session Stop):

IPDR:SP:DataAcknowledge:SequenceNumber -
IPDR:SP:SessionStart:FirstRecordSequenceNumber

endTime

Time since epoc time when SessionStop was received

6.2.4.7 Message Detail and IDL Definition

The complete message set defined for IPDR/SP and the normative IDL specification for constructing IPDR/SP
messages are defined in [IPDR/SP].

6.2.5

CMTS IPDR Specifications Support

The CMTS MUST support [IPDR/SP] as the transport mechanism for all DOCSIS Service Definitions.
The CMTS MUST support data records encoded in IPDR/XDR Encoding Format, per the [IPDR/XDR]

specification.

The CMTS MAY support the UDP-based Service Discovery Protocol described in the IPDR Streaming Protocol

section in [IPDR/SP].

The CMTS MAY support the advertisement upon request of IPDR capabilities as described in [IPDR/CAPAB]. The
retrieval of this file is vendor dependent. The same information is available by the Service Discovery described

above.

6.25.1

IPDR Streaming Protocol

The CMTS MUST support the minimum conformance feature set for the IPDR Streaming Protocol as follows.

6.25.1.1

IPDR/SP Transport Protocol

The CMTS MUST support IPDR Streaming Protocol [IPDR/SP] over TCP.
6.2.5.1.2 Streaming Flow Control and Messaging

[IPDR/SP] defines three main states in its model: 1) Connection, 2) Flow and 3) Session. Connections are initiated
by either Collectors or Exporters. Flows are initiated by Collectors only and Sessions are initiated by Exporters
(CMTSs) only. See Table 1 of [IPDR/SP] for details.
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6.2.5.1.2.1  Streaming Flow Connection and Messaging
The CMTS MUST support a minimum of two IPDR streaming connections.

IPDR streaming includes Template Negotiation allowing Collectors to adjust the data streams to include only the
information that is relevant to their systems. The CMTS SHOULD support Template Negotiation; the support of the
IPDR/SP message MODIFY TEMPLATE RESPONSE is recommended. If the CMTS implements Template
Negotiation capability, then all messages within the Template Negotiation phase MUST be supported as described
in the Protocol Sequence section of [IPDR/SP]. If the CMTS does not implement Template Negotiation, a Collector
MODIFY TEMPLATE message MUST be replied to with a MODIFY TEMPLATE RESPONSE having a
preconfigured Template Set as described in Appendix V.

The CMTS MAY support IPDR Capability File Negotiation. If the CMTS supports IPDR Capability File
Negotiation, then Communication Negotiation MUST be supported. Communication Negotiation allows the
Exporter and the Collector to negotiate communication parameters. The Communication Negotiation allows both the
Collector and the Exporter to acknowledge that they are capable of participating in the exchange of records via
IPDR Streaming as and identify their ability to support optional protocol capabilities.

6.2.5.1.2.2  Streaming Flow Sessions
The CMTS MUST support a minimum of one Data Streaming Session per connection.

The CMTS MUST handle a minimum of one Template per Session, which is transmitted to the Collector via the
TEMPLATE DATA message as described in [IPDR/SP]. See Appendix IV for details of CMTS default
TEMPLATE DATA message requirements.

See Section 6.2.4.2 for the definition of the relationship between IPDR/SP Sessions, [IPDR/XDR] documents, and
collection intervals.

6.2.5.1.2.3  Records Collection

A particular Service Definition supports ad-hoc and event or time interval based data collection in order for the
Collector to retrieve initial state through the ad-hoc session followed by subsequent updates through the event or
time interval based session.

A typical scenario is for example the IPDR Service Definition CMTS-TOPOLOGY-TYPE that supports ad-hoc and
event based sessions. The ad-hoc session allows the Collector to obtain initial topology, and the event based session
to obtain subsequent topology updates. To allow a Collector to perform timely synchronous processing of SAMIS
flow records (e.g., SAMIS-TYPE-2) along with corresponding topology records, the CMTS SHOULD use the same
time base and interval for both a topology event session and a SAMIS interval session. The only difference to open
ended event sessions is that Exporter inserts start/stop session messages at regular time intervals while the content of
data records is the same. This allows Collector to easily detect when Exporter is done sending flow information and
topology (e.g., CMTS-TOPOLOGY-TYPE, CMTS-CM-REG-STATUS-TYPE and CPE-TYPE) for specific
interval.

Unless otherwise specified, for an IPDR Service Definition that supports ad-hoc, and time interval and/or event
based collection mechanisms the CMTS MUST support the streaming of the ad-hoc session along with an event
based or time interval session of that IPDR Service Definition at the same time where each session could be within
the same connection or in separate connections.

Due to the nature of the record streaming at the Exporter, it is up to the Collector to detect duplicate records along
simultaneous collection methodologies. Possible scenarios are the following:

e  Collector starts ad-hoc session first and doesn't start event session for the same service until ad-hoc session
finishes and it gets initial state.

e Collector starts both ad-hoc and corresponding event sessions with the same service at the same time. Exporter
doesn't send any events (changes) until is done with sending initial state and stops ad-hoc session.

e Exporter can start sending event records while the ad-hoc session has not terminated. In this case Collector will
have to figure out based on the recreation time that event record it has already received is newer than ad-hoc
record which represents initial state so it could discard obsolete ad-hoc record.
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In the case when an adhoc session is established while event session is not for the same service, the CMTS Exporter
SHOULD send any events that occur while sending an adhoc "snapshot™ within the adhoc session. The CMTS
Exporter SHOULD use record type interim(1) for snapshot records and record type stop(2), start(3) or event(4) for
event records (record is created, destroyed or changed respectively). Event records are sent as events occur or are
detected. Adhoc session lasts as long as it is necessary to send a snapshot. If in the meantime corresponding event
session is established, the CMTS Exporter SHOULD send any subsequent events using that session as it would
normally do. It is up to the Collector to make sure there is always either adhoc or event session open for sending
events in order to make sure no events are lost.

Refer to Table 6-6 and Figure 6-6 for multisession streaming example.

6.2.6 Requirements for IPv6

The CMTS MUST support IPDR/SP transport for Collectors that have IPv4 addresses [IPDR/SP]. The CMTS
SHOULD support an interoperable IPDR/SP transport mechanism for both 1Pv4 and IPv6 addresses [IPDR/SP].

6.2.7 Data Collection Methodologies for DOCSIS IPDR Service Definitions

This specification, as well as [IPDR/SP], defines a mechanism for the Collector and Exporter to coordinate the state
control of DOCSIS IPDR Service Definitions that support multiple collection methodologies. In this case the session
message provides information about the streaming methodology used for that session id. In other words, an
additional session ID of the same service template is associated with a specific collection methodology (e.g., ad-
hoc). This is achieved by placing special requirements in the SessionBlock.reserved attribute of the IPDR/SP GET
SESSIONS RESPONSE message as follows:

The CMTS MUST define a sessionlD for each collection mechanism supported for each IPDR Service Definition.

The CMTS MUST define the SessionBlock.sessionType attribute of the IPDR/SP GET SESSIONS RESPONSE as
defined in [IPDR/SP]. The SessionBlock.sessionType attribution is shown below:

struct SessionBlock {
char sessionId;
char sessionType;
UTF8String sessionName;
UTF8String sessionDescription;
int ackTimeInterval;
int ackSequencelInterval;
}i
The field description for sessionType:
Type of Session: Integer values of first three least significant bits of this field identify the following session types:
0 - Equivalent of sessionType Information Not Available
1 - Time Interval
2 - Adhoc
3 - Event

4 - Time Based Event
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7 OSSI MANAGEMENT OBJECTS

7.1 SNMP Management Information Bases (MIBS)

This section defines the minimum set of managed objects required to support the management of a CM. This section
defines the minimum set of managed objects required to support the management of a CMTS.

The CM MAY augment the required MIBs with objects from other standard or vendor-specific MIBs where
appropriate. The CMTS MAY augment the required MIBs with objects from other standard or vendor-specific MIBs
where appropriate.

The DOCSIS OSSI 3.0 specification has priority over the IETF MIBs and all objects. Though deprecated or optional
in the IETF MIB, the object can be required by this specification as mandatory.

The CM MUST implement the MIB requirements in accordance with this specification regardless of the value of an
IETF MIB object's status (e.g., deprecated or optional).

The CMTS MUST implement the MIB requirements in accordance with this specification regardless of the value of
an IETF MIB object's status (e.g., deprecated or optional).

If not required by this specification, deprecated objects are optional. If a CM implements a deprecated MIB object,
the CM MUST implement the MIB object correctly according to the MIB definition. If a CMTS implements a
deprecated MIB object, the CMTS MUST implement the MIB object correctly according to the MIB definition.

If a CM does not implement a deprecated MIB object, the following conditions MUST be met:
e The CM MUST NOT instantiate the deprecated MIB object.

e The CM MUST respond with the appropriate error/exception condition, such as noSuchObject for SNMPv2c,
when an attempt to access the deprecated MIB object is made.

If a CMTS does not implement a deprecated MIB object, the following conditions MUST be met:
e The CMTS MUST NOT instantiate the deprecated MIB object.

e The CMTS MUST respond with the appropriate error/exception condition, such as noSuchObject for
SNMPv2c, when an attempt to access the deprecated MIB object is made.

If not required by this specification, additional objects are optional. If a CM implements any additional MIB objects,
the CM MUST implement the MIB object correctly according to the MIB definition. If a CMTS implements any
additional MIB objects, the CMTS MUST implement the MIB object correctly according to the MIB definition.

If a CM does not implement one or more additional MIB objects, the following conditions MUST be met:
e The CM MUST NOT instantiate the additional MIB object or objects.

e The CM MUST respond with the appropriate error/exception condition, such as noSuchObject for SNMPv2c
when an attempt to access the non existent additional MIB object is made, when the additional MIB object or
objects are accessed.

If a CMTS does not implement one or more additional objects, the following conditions MUST be met:
e The CMTS MUST NOT instantiate the additional MIB object or objects.

e The CMTS MUST respond with the appropriate error/exception condition, such as noSuchObject for
SNMPv2c, when an attempt to access the non existent additional MIB object is made.

If not required by this specification, obsolete objects are optional. If a CM implements an obsolete MIB object, the
CM MUST implement the MIB object correctly according to the MIB definition. If a CMTS implements an obsolete
MIB object, the CMTS MUST implement the MIB object correctly according to the MIB definition.

If a CM does not implement an obsolete MIB object, the following conditions MUST be met:
e The CM MUST NOT instantiate the obsolete MIB object.
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e The CM MUST respond with the appropriate error/exception condition, such as noSuchObject for SNMPv2c,
when an attempt to access the obsolete MIB object is made.

If a CMTS does not implement an obsolete MIB object, the following conditions MUST be met:
e The CMTS MUST NOT instantiate the obsolete MIB object.

e The CMTS MUST respond with the appropriate error/exception condition, such as noSuchObject for
SNMPv2c, when an attempt to access the obsolete MIB object is made

Objects which are not supported by this specification are not implemented by an agent.
e The CM MUST NOT instantiate not supported MIB objects.

e The CM MUST respond with the appropriate error/exception condition, such as noSuchObject for SNMPv2c,
when an attempt to access a not supported MIB object is made.

e The CMTS MUST NOT instantiate not supported MIB objects.

e The CMTS MUST respond with the appropriate error/exception condition, such as noSuchObject for
SNMPv2c, when an attempt to access a not supported MIB object is made.

Section 7.1.1 and Section 7.1.2 include an overview of the MIB modules required for management of the facilities
specified in the [MULPIv3.0] and [SECv3.0] specifications.
7.1.1 IETF Drafts and Others

Table 7-1 - IETF Drafts and Others

Reference MIB Module Applicable Device(s)

Annex H DOCSIS Interface Extension 2 MIB Module: CM and CMTS
DOCS-IFEXT2-MIB

Annex Q CableLabs Topology MIB Module: CMTS
CLAB-TOPO-MIB

Annex Q DOCSIS Diagnostic Log MIB Module: CMTS
DOCS-DIAG-MIB

Annex Q DOCSIS Interface 3 MIB Module: CM and CMTS
DOCS-IF3-MIB

Annex Q DOCSIS Multicast MIB Module: CMTS
DOCS-MCAST-MIB

Annex Q DOCSIS Multicast Authorization MIB Module: CMTS
DOCS-MCAST-AUTH-MIB

Annex Q DOCSIS Quality of Service 3 MIB Module: CM and CMTS
DOCS-QOS3-MIB

Annex Q DOCSIS Security MIB Module: CMTS
DOCS-SEC-MIB

Annex Q DOCSIS Subscriber Management 3 MIB Module: CMTS
DOCS-SUBMGT3-MIB

Annex Q DOCSIS Load Balancing 3 MIB Module: CMTS
DOCS-LOADBAL3-MIB

[DRFI] DOCSIS DRF MIB Module: CMTS
DOCS-DRF-MIB
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7.1.2 IETF RFCs
Table 7-2 - IETF RFCs
Reference MIB Module Applicable Device(s)

[RFC 2786] Diffie-Helman USM Key MIB Module: CM and CMTS
SNMP-USM-DH-OBJECTS-MIB

[RFC 2790] Host Resources MIB Module: CM and CMTS
HOST-RESOURCES-MIB

[RFC 2863] Interfaces Group MIB Module: CM and CMTS
IF-MIB

[RFC 2933] Internet Group Management Protocol MIB Module: CM
IGMP-STD-MIB

[RFC 3083] DOCSIS Baseline Privacy MIB Module: CM
DOCS-BPI-MIB

[RFC 3410] SNMPv3 MIB Modules: CM and CMTS

[RFC 3411] SNMP-FRAMEWORK-MIB, SNMP-MPD-MIB, SNMP-

[RFC 3412] NOTIFICATION-MIB, SNMP-TARGET-MIB, SNMP-USER-

[RFC 3413] BASED-SM-MIB, SNMP-VIEW-BASED-ACM-MIB, SNMP-

[RFC 3414] COMMUNITY-MIB

[RFC 3415]

[RFC 3584]

[RFC 3418] SNMPv2 MIB Module: CM and CMTS
SNMPv2-MIB

[RFC 3433] Entity Sensor MIB Module: CM and CMTS
ENTITY-SENSOR-MIB

[RFC 3635] Ethernet Interface MIB Module: CM and CMTS
EtherLike-MIB

[RFC 4022] Transmission Control Protocol MIB Module: CM and CMTS
TCP-MIB

[RFC 4113] User Datagram Protocol MIB Module: CM and CMTS
UDP-MIB

[RFC 4131] DOCSIS Baseline Privacy Plus MIB Module: CM and CMTS
DOCS-IETF-BPI2-MIB

[RFC 4133] Entity MIB Module: CM and CMTS
ENTITY-MIB

[RFC 4188] Bridge MIB Module: CM and CMTS
BRIDGE-MIB

[RFC 4293] Internet Protocol MIB Module: CM and CMTS
IP-MIB

[RFC 4546] DOCSIS RF MIB Module: CM and CMTS
DOCS-IF-MIB

[RFC 4639] DOCSIS Device MIB Module: CM and CMTS
DOCS-CABLE-DEVICE-MIB

[RFC 5132] IP Multicast MIB Module: CMTS

IPMCAST-MIB
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Reference MIB Module Applicable Device(s)

[RFC 5519] Multicast Group Membership Discovery MIB: CMTS
MGMD-STD-MIB

7.1.3 Managed Objects Requirements

The following sections detail additional implementation requirements for the RFCs listed.

The CM MUST implement the compliance and syntax of the MIB objects as specified in Annex A.
The CMTS MUST implement the compliance and syntax of the MIB objects as specified in Annex A.

The CM MUST support a minimum of 10 available SNMP table rows, unless otherwise specified by RFC or
DOCSIS specification. The CMTS MUST support a minimum of 10 available SNMP table rows, unless otherwise
specified by RFC or DOCSIS specification. The CM minimum number of available SNMP table rows SHOULD
mean rows (per table) that are available to support device configuration. The CMTS minimum number of available
SNMP table rows SHOULD mean rows (per table) that are available to support device configuration. The CM used
(default) SNMP table row entries MUST NOT apply to the minimum number of available SNMP table rows. The
CMTS used (default) SNMP table row entries MUST NOT apply to the minimum number of available SNMP table
rows.

7.1.3.1 Requirements for DOCSIS Device MIB [RFC 4639]
The CM MUST implement [RFC 4639].

The CMTS MUST implement [RFC 4639].

Note: [RFC 4639] includes Compliance requirements for DIFFSERV-MIB [RFC 3289] to support IPv6 filtering as a
replacement for the deprecated docsDevFilterlpTable. For backwards compatibility, this specification has
requirements for docsDevFilterlpTable. IPv6 filtering requirements are specified in Annex F. This
specification does not define requirements for [RFC 3289].

Additional requirements affecting [RFC 4639] are also found in Section 9.4, Protocol Filtering.

7.1.3.2 Requirements for DOCSIS RF MIB [RFC 4546]
The CMTS MUST implement [RFC 4546].
The CM MUST implement [RFC 4546].

The CMTS MUST report the value of docsIfDownChannelPower [RFC 4546] within 2 db of the actual power
specified in dBmV as specified in [PHYv3.0].

If the CMTS provides an IF Output, the CMTS MUST report a value of zero for the docslfDownChannelPower MIB
object.

If downstream transmit power management is not implemented, the CMTS MUST support the MIB object
docslfDownChannelPower [RFC 4546] as read-only and report the value of 0 (zero).

The CM MUST implement the docsIfDownChannelPower MIB object with read-only access. The CM MUST report
a power value for docsIfDownChannelPower within 3 dB of the actual received channel power when operated at
nominal line-voltage, at normal room temperature (refer to [PHYv3.0]).

For any 1 dB change in input power, the CM MUST report a power change in the same direction that is not less than
0.6 dB and not more than 1.4 dB, as specified in [PHYV3.0].

The CMTS MUST implement read-write access for the docslfDownChannelFrequency object, if the CMTS is in
control of the downstream frequency. However, if a CMTS provides IF Output, the CMTS MUST implement read-
only access for the docslfDownChannelFrequency object and return 0.

The CMTS MUST implement the range for the docsIfQosProfMaxTransmitBurst object the same as the range
defined in the "Maximum Upstream Channel Transmit Burst Configuration Setting" section of [MULPIv3.0].
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The maximum number of modulation profiles that a CMTS can support in docsIfCmtsModulationTable is vendor -
specific.

The CMTS MAY provide pre-defined modulation profiles (entries in the DOCS-IF-MIB
docslfCmtsModulationTable) for the purpose of being used by operators directly, or as templates to define other
modulation profiles. The pre-defined modulation profiles provided by the CMTS MAY be read-only to prevent
users from making accidental modifications. Consequently, adding or creating entries with new
docslIfCmtsModIntervalUsageCode values and the same docsIfCmtsModIndex value as a pre-defined modulation
profile could result in an error.

The modulation profiles are PHY layer specific. Modulation profiles with the same value of docsIfCmtsModIndex
might not be optimal for all upstream channels with different PHY hardware. As a result, re-using modulation
profiles for upstream channels with different PHY hardware could decrease upstream performance. Therefore,
SNMP set operations might result in an error when modulation profiles with the same value of
docslfCmtsModIndex are assigned to upstream channels with different PHY hardware.

The CMTS supports the ability to configure upstream and downstream channel IDs via read-create access to the
docsIf3MdChCfgChld object in the DOCS-IF3-MIB. To support this ability, the CMTS implements the MIB objects
docslfDownChannelld and docslfUpChannelld with read-only access. When a downstream channel is not assigned
to a MAC Domain then the CMTS MUST report the corresponding docslifDownChannelld as zero. The CMTS
SHOULD NOT allow changes to the DS Channel Ids when modems are present on those channels, since any CMs
that are already online will re-initialize and/or attempt to use a channel other than the one intended. The CMTS
MUST ensure that an upstream or downstream channel ID is unique within a MAC Domain.

The CMTS MUST support the objects in the docsIfCmtsUpChannelCounterTable that are described in the DOCS-
IF-MIB as being optional. However, certain impairment events on the upstream channel (e.g., burst noise) could be
indistinguishable from collisions, and hence could be counted as such.

With the introduction of Multiple Transmit Channel (MTC) mode and upstream channel bonding, the
docslfCmtsServiceTable usage has been modified for a DOCSIS 3.0 CMTS. A CMTS that does not support
DOCSIS 1.0 CMs MAY implement MIB objects from docslfCmtsServiceTable. A CMTS that supports DOCSIS
1.0 CMs and can model 1.0 Class of Service registrations as Service Flows in the DOCS-QOS3-MIB implements
the docsIfCmtsServiceTable with only the docsIfCmtsServiceQosProfile in the table. All other MIB objects in this
table are deprecated and modeled as Service Flow Parameters in the DOCS-QOS3-MIB. A CMTS that supports
DOCSIS 1.0 CMs and does not model 1.0 Class of Service registrations as Service flows is required to implement
the full table with the exception of docsIfCmtsServicelnPackets. The CMTS MUST NOT count packets in the MIB
object docsIfCmtsServicelnPackets for DOCSIS 3.0 CMs in a 1.0 Class of Service mode and MTC mode is enabled.
The details of the requirements are defined in Table A-3, where objects from docsIfCmtsServiceTable are marked as
"M/QO" to signify varying requirements depending on CMTS support for DOCSIS 1.0 CMs.

In order to support these changes, the indexing for the docsIfCmtsServiceTable shall be defined as UsChaniflindex
(the logical upstream channel the modem registered on) and SID. When a CM registers with a 1.0 Class of Service
configuration file, the CMTS uses the Primary SID [MULPIv3.0] as the Service Identifier for the index. If the CM
registers with 1.0 Class of Service configuration file and MTC is enabled, the CMTS uses the SID associated with
the CM registration request.

The CMTS MAY report CMs registered in DOCSIS 1.1 QoS mode in docsIfCmtsServiceTable.

The CMTS MUST implement the extended version of the MIB object docsIfCmtsServiceEntry as defined in this
specification. The extended version of docsIfCmtsServiceEntry is as follows:

docsIfCmtsServiceEntry OBJECT-TYPE

SYNTAX DocsIfCmtsServiceEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Describes the attributes of a single upstream Class

of Service. For a CMTS that does not support modeling
1.0 Class of Service encodings as Service Flows,
entries in this table exist for each Class of Service
that is allocated beneath an ifEntry with an ifType of
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docsCableUpstreamChannel (205) .
For a CMTS that does support modeling 1.0 Class of
Service encodings as Service Flows, the CMTS only
captures the Qos Profile information in the
docsIfCmtsServiceQosProfile. In these cases, the
Serviceld value used in the index is the SID that
the CM used for registration. Entries in this table
are created with the creation of individual Service
IDs by the MAC layer and removed when a Service ID
is removed.
The CMTS may report CMs registered in DOCSIS 1.1
QoS mode in the docsIfCmtsServiceTable."

Reference
"DOCSIS 3.0 MAC and Upper Layer Protocols Interface
Specification CM-SP-MULPIv3.0-I07-080215"

INDEX { ifIndex, docsIfCmtsServiceld }

::= { docsIfCmtsServiceTable 1 }

The CMTS assigns a unique numeric identifier to each individual CM that is used for per-CM reporting and
management purposes. DOCSIS 3.0 defines this identifier as docsIf3CmtsCmRegStatusld. Prior to DOCSIS 3.0 this
identifier was docsIfCmtsCmStatusindex [RFC 4546]. DOCSIS 3.0 CMTS requirements include MIB modules
based on docsIfCmtsCmStatusindex; therefore, the CMTS MUST consider docsIfCmtsCmStatusindex to be the
same identifier as docsIf3CmtsCmRegStatusld for the purpose of CM identification in MIB modules defined
through SNMP conceptual row extension, and SNMP conceptual row augmentation. See section "Relation between

INDEX and AUGMENTS clauses" of [RFC 2578] for details on these concepts.

The CM MUST extend the MIB Textual-Convention DocsisVersion to include the enumeration 'docsis30'. The
CMTS MUST extend the MIB Textual-Convention DocsisVersion to include the enumeration 'docsis30'. The

extended DocsisVersion Textual-Convention is shown below.

DocsisVersion ::= TEXTUAL-CONVENTION
STATUS current
DESCRIPTION

"'docsisl0' indicates DOCSIS
'docsisll' indicates DOCSIS
'docsis20' indicates DOCSIS
'docsis30' indicates DOCSIS

REFERENCE

"DOCSIS 3.0 MAC and Upper Layer Protocols Interface
Specification CM-SP-MULPIv3.0-I03-070223, DOCSIS
Version section of the Common Radio Frequency
Interface Encodings Annex."

w N =
[eoNeN o]

SYNTAX INTEGER {
docsisl0 (1),
docsisll (2),
docsis20 (3),
docsis30 (4)

}

The MIB object docsIfDocsisBaseCapability, based on the DocsisVersion Textual-
Convention, includes an updated REFERENCE to align with the extended DocsisVersion

Textual-Convention.

docsIfDocsisBaseCapability OBJECT-TYPE

SYNTAX DocsisVersion
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"Indication of the DOCSIS capability of the device."

REFERENCE
"DOCSIS 3.0 MAC and Upper Layer Protocols Interface
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Specification CM-SP-MULPIv3.0-I03-070223, DOCSIS
Version section of the Common Radio Frequency
Interface Encodings Annex."

::= { docsIfBaseObjects 5 }

The CMTS MUST implement the docsIfDownChannelWidth value based on the value of
docslf3MdCfgDownChannelAnnex. The CMTS MUST derive instances of the docslfDownChannelAnnex from the
values of docsIf3MdCfgDownChannelAnnex in a given MAC Domain.

The docsIfCmtsSynclinterval object applies to Primary-Capable Downstream interfaces within the MAC Domain.

[RFC 4546] defined MIB object docsIfCmStatusCode has the SYNTAX updated to accommodate 7 characters in the
status code.

docsIfCmStatusCode OBJECT-TYPE

SYNTAX OCTET STRING (SIZE( O | 5 | 6 | 7))
MAX-ACCESS read-only

STATUS current

DESCRIPTION

"Status code for a Cable Modem as defined in the
OSSI Specification. The status code consists
of a single character indicating error groups, followed
by a two- or three-digit number indicating the status
condition, followed by a decimal.
An example of a returned value could be 'T101.0'.
The zero-length OCTET STRING indicates no status code yet
registered."

REFERENCE
"Data-Over-Cable Service Interface Specifications:
Operations Support System Interface Specification
SP-0SSIv2.0-C01-081104, Annex D."

::= { docsIfCmStatusEntry 2 }

7.1.3.3 Requirements for Interfaces Group MIB [RFC 2863]

The CMTS MUST implement the interface MIB [RFC 2863].

The CM MUST implement the interface MIB [RFC 2863].

The ifType object associated with a DOCSIS interface can have the following enumerated values:
e CATV MAC interface: docsCableMacLayer (127)

e CATV downstream channel: docsCableDownstream (128)

e CATV M-CMTS downstream channel: docsCableMCmtsDownstream (229) (See [M-OSSI])
e CATV upstream interface: docsCableUpStream (129)

e CATV logical upstream channel: docsCableUpstreamChannel (205)

7.1.3.3.1 Interface organization and numbering

Assigned interface numbers for CATV-MAC and Ethernet (Ethernet-like interface) are used in both the
NMAccessTable and IP/LLC filtering table to configure access and traffic policy at these interfaces. These
configurations are generally encoded in the configuration file using TLV encoding.

The following statements define the CM interface-numbering scheme requirements:

CM MUST implement an instance of ifEntry for each configured CATV-MAC interface, downstream channel,
upstream interface, and for all of its LAN interfaces. If a CATV-MAC interface consists of more than one
upstream and downstream channel, the CM MUST populate the ifTable with a separate instance of ifEntry for
each channel.
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The CM MAY fix LAN interfaces during the manufacturing process or determine these dynamically during the
operation of the CM based on whether or not an interface has a CPE device attached to it.

If the CM has multiple CPE interfaces, but only one CPE interface that can be enabled at any given time, the
CM MUST populate the ifTable to contain only the entry corresponding to the enabled or the default CPE
interface.

The CM MUST populate the ifTable as specified in Table A-4 through Table A-7 of Annex A.2. The CM
MUST maintain entries in the ifTable for the CATV downstream and CATV upstream interfaces for which the
CMTS have configured DS Receive Channels and US Transmit Channels respectively for this particular CM,
and not for the total number of the CM receivers and transmitters the CM supports. CMTS configured Receive
Channels and Transmit Channels for a CM are defined in [MULPIv3.0].

While the CM is registered, the CM SHOULD use a different ifIndex to allocate a new CMTS configured
Receive Channel or Transmit Channel, and avoid the reuse of previously assigned Ifindexes that are not
currently part of the CMTS configured Receive Channel Set (RCS) or Transmit Channel Set (TCS).

When a CATV DS or US interface is configured as part of a RCS or TCS with a new channel id, the CM MUST
update the ifCounterDiscontinuity Time and ifLastChange MIB variables.

The CM MUST populate ifStackTable with an entry for the CATV-MAC interface and include the CATV
downstream and CATV upstream interfaces are reported in the ifTable.

The CM MUST implement the MIB variable ifStackLastChange to report the value of sysUpTime where the
ifStackTable change as a consequence of an addition or removal of a channel id from a CM-SG as defined in
[MULPIVv3.0].

The following statements define the CMTS interface-numbering scheme requirements:

The CMTS MUST implement an instance of ifEntry for each CATV-MAC interface, downstream channel,
upstream interface, logical upstream channel, and any other interface type that exists in the CMTS.

The CMTS MUST populate the ifStackTable with the associations of CATV-MAC interfaces to upstream and
downstream channels as defined in the MdChCfg configuration object (see Annex O).

The following example illustrates a MAC interface with one downstream and two upstream interfaces, each with
two logical upstream channels for a CMTS.
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CATV MAC: Iflndex=2

Downstream
Ifindex=3

Upstream interface
Ifindex=4

Upstream interface
Ifindex=5

Upstream channel
Ifindex=6

Ifindex=7

Upstream channel Upstream channel

Ifindex=8

Upstream channel
Ifindex=9

Implementation of ifStackTable for this example:

ifStackHigherLayer ifStackLowerLayer
0 2
2 3
2 4
2 5
3 0
4 6
4 7
5 8
5 9
6 0
7 0
8 0
9 0

Figure 7-1 - ifindex example for CMTS

The following example illustrates a MAC interface with four downstream and four upstream interfaces for a CM.
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CATV MAC: Ifindex=2

Downstream Downstream Upstream Upstream
Ifindex=3 Ifindex=48 Ifindex=4 Ifindex=80
Downstream Downstream Upstream Upstream

Ifindex=49 Ifindex=50 Ifindex=81 Ifindex=82

Implementation of ifStackTable for this example:

ifStackHigherLayer ifStackLowerLayer
0 2
2 3
2 4
2 48
2 49
2 50
2 80
2 81
2 82
3 0
4 0
48 0
49 0
50 0
80 0
81 0
82 0

Figure 7-2 - iflndex example for CM

The CM MUST number its interfaces as described in Table 7-3.

Table 7-3 - CM interface numbering

Interface Type
1 Primary CPE interface
2 CATV-MAC
3 One of the CATV downstream interface
4 One of the CATV upstream interfaces
5-15 Additional CPE interfaces
16- 31 eDOCSIS eSAFE interfaces
32 -47 Additional CPE interfaces
48 -79 Additional CATV downstream interfaces
80-111 Additional CATV upstream interfaces

At any time, the CM MUST use ifIndex 3 for one of its downstream channels.

At any time, the CM MUST use ifIndex 4 for one of its upstream channels.
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For example, if the RCS is configured with channels on ifIndex 3 and 48 and the Dynamic Bonding Change DBC
message demands ifindex 3 be removed, the ifindex 48 becomes ifIndex 3.

If the CM has more than one CPE interface, the vendor is required to define which of the CPE interfaces is the
primary CPE interface. The CM is permitted to have its primary CPE interface fixed during the manufacturing
process, or determine it dynamically during operation based on which interface has a CPE device attached to it.
Regardless of the number of CPE interfaces the CM has, or how the primary CPE interface is determined, the CM
will set the primary interface to interface number 1.

The CM MAY have additional CPE interfaces fixed during the manufacturing process or determined dynamically
during operation based on which interface has a CPE device attached to it. Additional CPE interface ifIndexes are
described in Table 7-3.

7.1.3.3.2 ifOperStatus Relationships
7.1.3.3.2.1  CmStatusValue and ifOperStatus Relationship

The CM MUST ensure that its CATV-MAC, downstream and upstream interfaces conform to the following
relationships of ifOperStatus and CmStatusValue (see Annex N) when ifAdminStatus value of those interfaces is

up":
Table 7-4 - CmStatusValue and ifOperStatus Relationship

IfOperStatus CmStatusValue
‘down' ‘other’, 'notReady"'
‘dormant’ 'notSynchronized', '‘phySynchronized', 'usParametersAcquired’, 'rangingComplete’,

‘dhcpV4Complete’, 'dhcpVe6Complete', 'todEstablished’, 'configFileDownloadComplete’,
'startRegistration’, 'bpilnit’, 'accessDenied'

up ‘registrationComplete’, 'securityEstablished’, ‘operational’

7.1.3.3.2.2 USB state and ifOperStatus Relationships

If the CM support USB as CPE interfaces, the CM SHOULD report the value of the MIB object ifOperStatus as
follows:

Table 7-5 - USB State and ifOperStatus Relationship

IfOperStatus USB states and other conditions (see [USB])
‘down’ ‘Attached’, 'Powered', 'Default’, and STALL operation
‘dormant’ 'Suspended’, 'Address'
‘up' ‘Configured’

7.1.3.3.3 ifAdminStatus and Traffic

The CMTS MUST NOT accept or forward any traffic over an interface whose ifAdminStatus is ‘down’, (traffic
includes data and MAC management traffic where applicable).

The CM MUST NOT accept or forward any traffic over an interface whose ifAdminStatus is ‘down’, (traffic
includes data and MAC management traffic where applicable).

7.1.3.3.4 SNMP Notification Control Requirements

If a multi-layer interface model is present in the device, each sub-layer for which there is an entry in the ifTable can
generate linkUp/Down traps. Since interface state changes would tend to propagate through the interface stack (from
top to bottom, or bottom to top), it is likely that several traps would be generated for each linkUp/Down occurrence.
The ifLinkUpDownTrapEnable object allows managers to control SNMP notification generation, and configure only
the interface sub-layers of interest.

The CMTS MUST implement the MIB object ifLinkUpDownTrapEnable specified in [RFC 2863].
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The CM MUST implement the MIB object ifLinkUpDownTrapEnable specified in [RFC 2863].

For linkUp/Down events on CM DOCSIS interfaces, the CM SHOULD generate an SNMP natification for the CM
MAC interface and not for any sub-layers of the interface. Therefore, the CM MUST have its default setting of
ifLinkUpDownTrapEnable for the CM MAC interface set to 'enabled’. The CM MUST have its default setting of
ifLinkUpDownTrapEnable for the RF-Up interface(s) set to 'disable’. The CM MUST have its default setting of
ifLinkUpDownTrapEnable for the RF-Down interface(s) set to 'disabled'. The CM SHOULD have its default setting
of ifLinkUpDownTrapEnable for interfaces 1 and 5 through 47 listed in Table 7-3 set to 'disabled'".

If the ifLinkUpDownTrapEnable for the CM MAC interface set to 'enabled’, the CM MUST generate a linkUp
SNMP notification [RFC 2863].

For linkUp/Down events on CMTS DOCSIS interfaces, the CMTS SHOULD generate an SNMP notification for
each CMTS interface. Therefore, the CMTS MUST have its default setting of ifLinkUpDownTrapEnable for each
CMTS interface (MAC, RF-Downstream(s), RF-Upstream(s)) set to ‘enabled'.

7.1.3.3.5 ifTable and IfXTable Counters

DOCSIS 3.0 has introduced changes in the CM and CMTS requirements for the ifTable and ifXTable [RFC 2863]
interface counter objects to accommodate channel bonding.

Application of the [RFC 2863] ifTable and ifXTable MIB counter objects are done on a per-interface basis for
DOCSIS 3.0 and are detailed in Table A-6 and Table A-7 of Annex A.2. These tables define specific SNMP Access
and MIB requirements for each of the interface counters defined in [RFC 2863]. The CM MUST only count octets
on the downstream and upstream interfaces. The CM MAY implement the packet counters from [RFC 2863], but
when implemented on these interfaces, the counter object will return a value of zero. The CMTS MUST only count
octets on the downstream and upstream interfaces (logical and physical). The CMTS MAY implement the packet
counters from [RFC 2863], but when implemented on these interfaces, the counter object will return a value of zero.
The CM and CMTS ethernet and MAC interfaces count both packet and octet counters. Per the requirements in
[RFC 2863] Counter Size section, a given interface may support only 32-bit or 64-bit (High Capacity), or both sets
of counters based on interface speed.

The CM MUST implement the ifTable and ifXTable [RFC 2863] Counter32 and Counter64 MIB objects as defined
for each interface in Table A-6 and Table A-7 of Annex A.2.

The CMTS MUST implement the ifTable and ifXTable [RFC 2863] Counter32 and Counter64 MIB objects as
defined for each interface in Table A-6 and Table A-7 of Annex A.2.

7.1.3.3.6 ifSpeed and ifHighSpeed

The CM MUST report in ifSpeed and ifHighSpeed MIB objects the current configured speed of the interface as
stated in [RFC 2863]. See Annex A.2 for details on particular interfaces type.

The CMTS MUST report in ifSpeed and ifHighSpeed MIB objects the current configured speed of the interface as
stated in [RFC 2863]. See Annex A.2 for details on particular interfaces type.

7.1.3.3.7 ifDescr
7.1.3.3.7.1  IfDescr for USB interfaces

If the CM support USB as CPE interfaces, the CM MUST report the value of the MIB object ifDescr for these
interfaces as follows:

USB <dbcUSB> CDC Ethernet; <any text>

<dbcUSB> corresponds to the USB version in the format JJ.M.N (JJ — major version number, M — minor version
number, N — sub-minor version number). See Standard USB Descriptor Definitions from [USB] specification.

E.g., if the dbcUSB field in the USB descriptor is 0x0213, <dbcUSB> is presented in ifDescrMIb object as "2.1.3"
and a value of 0x2000 in the dbcUSB field of the USB Descriptor is represented as “2.0" in ifDescr MIB object. In
both cases without double quotes.

<Any text> indicates a vendor specific text.

A complete example of ifDescr for an USB device is as follows (Assume dbcUBC 0x2000):
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USB 2.0 CDC Ethernet; <any text>

7.1.3.4 Requirements for Ethernet Interface MIB [RFC 3635]
The CMTS MUST implement [RFC 3635] for each of its Ethernet interfaces.
The CMs MUST implement [RFC 3635] if Ethernet interfaces are present.

7.1.3.5 Requirements for Bridge MIB [RFC 4188]

The CM MUST implement the Bridge MIB [RFC 4188] to support the forwarding requirements defined in
[MULPIV3.0].

If a CMTS is a Bridging CMTS, the CMTS MUST implement the Bridge MIB [RFC 4188] to manage the bridging
process and represent state information about the CMTS Forwarders using link-layer (bridging) semantics.

The CM MUST implement a managed object (see docsDevSTPControl in [RFC 4639]) that controls the 802.1d
spanning tree protocol (STP) policy in accordance with [MULPIv3.0] requirements.

If STP is enabled for the CM or CMTS, then the CM or CMTS implements the dot1dStp scalar group [RFC 4188]
and optionally the dot1dStpPortTable [RFC 4188] as specified in Annex A.

7.1.3.6 Requirements for Internet Protocol MIB [RFC 4293]

The CMTS and CMs requirements for [RFC 4293] are defined in the following sections.

7.1.3.6.1 The IP Group

The CMTS MUST implement the ipv4GeneralGroup.

The CM MUST implement the ipv4GeneralGroup.

The CMTS MUST implement the ipv6GeneralGroup?2.

The CM MUST implement the ipv6GeneralGroup2.

The CMTS MUST implement the ipv4interfaceTable.

The CMTS MUST populate the ipv4InterfaceTable with each Ethernet interface with an assigned 1Pv4 address. The
CMTS MAY record other interfaces in the ipv4lnterfaceTable which have assigned IPv4 addresses.

The CMTS MUST populate the ipv6InterfaceTable with each Ethernet interface with an assigned IPv6 address. The
CMTS MAY record other interfaces in the ipv6InterfaceTable which have assigned IPv6 addresses.

The CM MUST implement the ipv4interfaceTable.

The CM MUST populate the ipv4InterfaceTable with each Ethernet interface with an assigned IPv4 address. The
CM MAY record other interfaces in the ipv4interfaceTable which have assigned IPv4 addresses.

The CM MUST populate the ipv6interfaceTable with each Ethernet interface with an assigned IPv6 address. The
CM MAY record other interfaces in the ipv6InterfaceTable which have assigned IPv6 addresses.

The CMTS MAY implement the ipSystemStatsTable.
The CM MAY implement the ipSystemStatsTable.

The Routing CMTS MUST implement the iplfStatsTable that includes both the CATV MAC interface and any NSI
interfaces. The Bridging CMTS MAY implement the iplfStatsTable.

The CM MAY implement the iplfStatsTable.

The Routing CMTS MUST implement the ipAddressPrefixTable. The Bridging CMTS MAY implement the
ipAddressPrefixTable.

The CM MAY implement the ipAddressPrefixTable.
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The Routing CMTS MUST implement the ipAddressTable as Read-Only. The Bridging CMTS MAY implement the
ipAddressTable.

The CM MAY implement the ipAddressTable.

The Routing CMTS MUST implement the ipNetToPhysicalTable. The Bridging CMTS MAY implement the
ipNetToPhysicalTable.

The CM MAY implement the ipNetToPhysicalTable.

The Routing CMTS MUST implement the ipDefaultRouterTable. The Bridging CMTS MAY implement the
ipDefaultRouterTable.

If the CMTS has been configured for a default route, the Routing CMTS MUST populate the default router in the
ipDefaultRouterTable.

The CMTS can populate the ipDefaultRouterTable with an 1Pv4 and/or IPv6 statically configured default router or a
default router learned through a dynamic update mechanism such as a routing protocol update or IPv6 router
advertisement message.

The CM MAY implement the ipDefaultRouterTable.

The Routing CMTS MUST implement the ipv6RouterAdvertTable. The Bridging CMTS MUST NOT implement
the ipv6RouterAdvertTable.

The CM MUST NOT implement the ipv6RouterAdvertTable.
7.1.3.6.2 The ICMP Group

The CMTS MUST implement the icmpStatsTable.

The CM MUST implement the icmpStatsTable.

The CMTS MUST implement the icmpMsgStatsTable.

The CM MUST implement the icmpMsgStatsTable.

7.1.3.7 Requirements for User Datagram Protocol MIB [RFC 4113]
The CMTS SHOULD implement the UDP-MIB [RFC 4113].
The CM MAY implement the UDP-MIB in [RFC 4113].

7.1.3.8 Requirements for Transmission Control Protocol (TCP) MIB [RFC 4022]
7.1.3.8.1 The TCP Group

The CMTS SHOULD implement the TCP group in [RFC 4022].

The CM MAY implement the TCP group in [RFC 4022].

7.1.3.9 Requirements for SNMPv2 MIB [RFC 3418]

7.1.3.9.1 The System Group

The CMTS MUST implement the System Group of [RFC 3418].

The CM MUST implement the System Group of [RFC 3418].

See Section 8.2.1 for sysDescr requirements details.

7.1.3.9.2 The SNMP Group

This group provides SNMP protocol statistics and protocol errors counters.
The CMTS MUST implement The SNMP Group from [RFC 3418].

The CM MUST implement The SNMP Group from [RFC 3418].
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7.1.3.10 Requirements for Internet Group Management Protocol MIB [RFC 2933]
The CM MUST implement [RFC 2933].
Refer to Annex E for DOCSIS 3.0 IGMP-STD-MIB CM implementation details.

The CM IGMP Passive and Active Modes (see Annex E) are maintained for backward compatibility with pre-3.0
DOCSIS systems, including the support of [RFC 2933]. For CMs operating with DSID Based Forwarding enabled,
the CM is not responsible for proxying or snooping Multicast traffic, thus no MGMD or [RFC 2933] MIB
requirements are needed on the CM. When CMs operate with DSID Based Multicast forwarding disabled, the CM is
required to support [RFC 2933] passive mode. The CM may support [RFC 2933] Active mode per the requirements
in Annex E.

7.1.3.11 Requirements for Multicast Group Membership Discovery MIB [RFC 5519]
The CMTS MUST implement [RFC 5519].
Refer to Annex E for DOCSIS 3.0 MGMD CMTS implementation details.

7.1.3.12 Requirements for DOCSIS Baseline Privacy Plus MIB [RFC 4131]
The CMTS MUST implement [RFC 4131].

The CMTS MUST implement the CMTS extensions to [RFC 4131] listed in Annex L.
The CM MUST implement [RFC 4131].

The CM MUST implement the CM extensions to [RFC 4131] listed in Annex L.

The CMTS MUST report values for the MIB object docsBpi2CmtsCACertTrust of either ‘trusted', 'untrusted’, or
'root’. The CMTS MAY persist entries with a docsBpi2CmtsCACertTrust value of 'chained' across reboots. The
CMTS MUST be capable of removing entries in the docsBpi2CmtsCACertTable via SNMP by setting the row status
to 'destroy’. The CMTS MUST NOT allow new entries to be created for certificates that already exist in the
docsBpi2CmtsCACertTable.

The CMTS MUST persist the entries in docsBpi2CmtsProvisionedCmCertTable across reboots. The CMTS MUST
be capable of removing entries in docsBpi2CmtsProvisionedCmCertTable via SNMP by setting the row status to
'destroy’. The CMTS MUST NOT allow new entries to be created for certificates that already exist in the
docsBpi2CmtsProvisionedCmCertTable.

The CMTS MUST extend the MIB object docsBpi2CmtsAuthBpkmCmCertValid enumerations as follows:

docsBpi2CmtsAuthBpkmCmCertvValid OBJECT-TYPE

SYNTAX INTEGER {
unknown (0),
validCmChained (1),
validCmTrusted (2),
invalidCmUntrusted (3),
invalidCAUntrusted (4),
invalidCmOther (5),
invalidCAOther (6),
invalidCmRevoked (7),
invalidCARevoked (8)
}

MAX-ACCESS read-only
STATUS current
DESCRIPTION

"Contains the reason why a CM's certificate is deemed

valid or invalid.
Return unknown (0) if the CM is running BPI mode.
ValidCmChained (1) means the certificate is valid

because it chains to a valid certificate.
ValidCmTrusted(2) means the certificate is wvalid

because it has been provisioned (in the

docsBpi2CmtsProvisionedCmCert table) to be trusted.
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InvalidCmUntrusted(3) means the certificate is invalid
because it has been provisioned (in the
docsBpi2CmtsProvisionedCmCert table) to be untrusted.

InvalidCAUntrusted(4) means the certificate is invalid
because it chains to an untrusted certificate.

InvalidCmOther (5) and InvalidCAOther (6) refer to
errors in parsing, validity periods, etc., which are
attributable to the CM certificate or its chain,
respectively; additional information may be found
in docsBpi2AuthRejectErrorString for these types
of errors.

invalidCmRevoked (7) means the certificate is

invalid as it was marked as revoked.
invalidCARevoked (8) means the CA certificate is
invalid as it was marked as revoked."
REFERENCE
"DOCSIS Security Specification CM-SP-SECv3.0-I08-080522,
Certificate Revocation section."
::= { docsBpi2CmtsAuthEntry 19 }

A DOCSIS 3.0 CMTS uses the value of Mdiflndex as the ifindex key in the following tables:
e docsBpi2CmtsBaseTable

e docsBpi2CmtsAuthTable

e docsBpi2CmtsTEKTable

e docsBpi2CmtslpMulticastMapTable

Entries in the docsBpi2CmtslpMulticastMapTable are only populated when an authorized joiner for a specific
multicast group, which has been configured in the CmtsGrpCfg object for encryption (i.e., a CmtsGrpEncrypt object
instance exists and is referenced by a CmtsGrpCfg instance), has successfully joined a session. Thus entries in this
table are only created when active sessions have been initiated to authorized clients.

7.1.3.13 Requirements for Diffie-Helman USM Key MIB [RFC 2786]

The CM MUST implement [RFC 2786].

The CMTS MAY implement [RFC 2786].

7.1.3.14 Requirements for DOCSIS Baseline Privacy MIB [RFC 3083]
The CM MUST implement [RFC 3083].

Due to the editorial error in [RFC 3083] documented in the corresponding Errata for [RFC 3083], the CM MUST
use the following definition for docsBpiCmAuthState and not the definition in [RFC 3083]:
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docsBpiCmAuthState OBJECT-TYPE
SYNTAX INTEGER {
start (1),
authWait (2),
authorized (3),
reauthWait (4),
authRejectWait (5)
}
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"The value of this object is the state of the CM authorization FSM.
The start state indicates that FSM is in its initial state."
REFERENCE
"DOCSIS Baseline Privacy Interface Specification, States Section."
::= { docsBpiCmBaseEntry 3 }

In addition, the CM MAY create new entries in the docsBpiCmTEKTable for any multicast SAID(S) it receives in
Auth-Reply messages. If the CM implements multicast SAID(S) in the docsBpiCmTEKTable, the CM MUST use
the multicast SAID as an index in the docsBpiCmTEKTable in the docsIfCmServiceld field. If the multicast SAID
is used in the docsBpiCmTEKTable, the CM MUST NOT allow a corresponding entry in the docsIfCmServiceTable
for the multicast SAID, due to the definition of the docsIfCmServiceld in the DOCS-IF-MIB.

A DOCSIS 3.0 CMTS uses the value of MdifIndex as the ifindex key in the following tables:
e docsBpiCmtsBaseTable

e docsBpiCmtsAuthTable

e docsBpiCmtsTEKTable

e docsBpilpMulticastMapTable

7.1.3.15 Requirements for SNMPv3 MIB Modules
The CM MUST implement the MIBs defined in [RFC 3411] through [RFC 3415] and [RFC 3584].
The CMTS MUST implement the MIBs defined in [RFC 3411] through [RFC 3415] and [RFC 3584].

The CM MUST support the default value of 'volatile' for any SNMPv3 object with a StorageType syntax. This

overrides the default value specified in [RFC 3411] through [RFC 3415] and [RFC 3584]. The CM MUST only
accept the value of 'volatile' for any SNMPv3 object with a StorageType syntax. An attempted set to a value of

‘other’, 'nonVolatile', 'permanent’, or 'readOnly" will result in an "inconsistentValue" error. VValues other than the
valid range (1-5) would result in a "wrongValue" error.

The CM SHOULD support a minimum of 30 available rows in the vacmViewTreeFamilyTable object.

The CMTS SHOULD support a minimum of 30 available rows in the vacmViewTreeFamilyTable object.

7.1.3.16 Requirements for Entity MIB [RFC 4133]

The CM MAY implement the ENTITY-MIB [RFC 4133].

The CMTS MAY implement the ENTITY-MIB [RFC 4133].

7.1.3.16.1 CMTS Guidelines for the implementation of the Entity MIB [RFC 4133]

The Entity MIB [RFC 4133] provides a physical component layer applicable to managed objects defined for
DOCSIS devices. In particular for the entPhysicalTable MIB objects, not all the physical components listed need to
instantiate all the object's attributes in entPhysicalTable (the Maximum Access is as defined in [RFC 4133].)
Therefore, Annex A Table A-3, columns "CMTS" or "CM" with value "O" (optional ) need to be interpreted on a
physical component basis as well as the column "Access".

Table 7-6 represents high level constraints for any instance of entPhysicalTable.
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Table 7-6 - entPhysicalTable Requirements

MIB object

Value

entPhysicallndex

n

entPhysicalDescr

Text Description

entPhysicalVendorType

Enterprise-specific OID or zeroDotZero

entPhysicalContainedIn

0..n

entPhysicalClass

Physical Class per [RFC 4133]

entPhysicalParentRelPos

-1..n per [RFC 4133]

entPhysicalName

Physical element name

In case of a component mapped to an interface Index ifName can be
reported, otherwise zero-length string

entPhysicalHardwareRev

Hardware revision or zero-length string

entPhysicalFirmwareRev

Firmware revision or zero-length string

entPhysicalSoftwareRev

Software revision or zero-length string

entPhysicalSerialNum

Serial Number or zero-length string

entPhysicalMfgName

Manufacturer Name or zero-length string

entPhysicalModelName

Model Name or zero-length string

entPhysicalAlias

Physical element operator defined alias

In case of a component mapped to an interface Index ifAlias can be
reported and implemented as read-only, otherwise zero-length string

entPhysical AssetID

User defined Asset ID or zero-length string

entPhysicallsFRU

'true’ or 'false’

entPhysicalMfgDate

Manufacturer data or all zeros '0000000000000000'H

entPhysicalUris

URI or zero-length string

The following sections detail requirements for the CMTS on specific topics where the DOCSIS 3.0 requirements
interact with the Entity MIB have been set.

7.1.3.16.1.1 CMTS requirements for entLogicalTable, entLPMappingTable and entConfigChange Notification

The CMTS is not required to support multiple naming scopes. Therefore, this specification has no CMTS
requirements for entLogicalTable and entLPMappingTable and is left for vendor-specific implementation.

In addition, this specification has no CMTS requirements for the entConfigChange Notification and is left for
vendor-specific implementation.

7.1.3.16.1.2 CMTS requirements for entPhysicalTable

The CMTS MAY provide as much information as possible about entPhysicalTable listed in Table A-6 for major
components such as CMTS chassis, backplanes and containers or modules in the form or cards and/or field
replaceable units (RFUS) when possible. Modules within a modules (or card) or other contained physical
components need not be detailed.

The CMTS MAY report an entry in the entPhysicalTable for the chassis component with Physical Class ‘chassis'.

The CMTS MAY report entries in the entPhysicalTable of Physical Class 'container' (such as slots) that contains
physical Field Removable Units (FRU) normally modeled as elements of Physical Class 'module’.
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The CMTS MAY report temperature sensors in the form of instances in the entPhysicalTable for elements of
Physical Class 'sensor' with the corresponding entPhySensorType ‘celsius' value in the corresponding
entPhySensorTable instance of the ENTITY-SENSOR-MIB [RFC 3433].

The [DRFI] specification defines a multi-channel RF port capability. The set of downstream channels within the
same RF port is also known as a "Channel Block" (See [DRFI]).

The [MULPIv3.0] specification does not have a concrete definition of multiple upstream interfaces being part of the
same RF spigot as [DRFI] does for downstream channels, but in several diagrams (e.g., [MULPIv3.0] Figure 5-5)
those options are discussed. For the upstream interfaces, only the physical upstream interfaces are modeled in the
Entity MIB. The logical upstream interfaces are defined as specified in Section 7.1.3.3.1.

A Channel Block is defined as the set of downstream interfaces (Physical Class 'port’) that share the same immediate
physical component of Physical Class 'module’ in the containment tree (entPhysicalContainsTable).

The Entity MIB entries below the 'chassis' container will at a minimum consist of the downstream and upstream
interfaces and optionally the logical Mac Domain groupings. The goal in this reporting structure is to catalog and
report those interfaces that may be combined to logically for MAC Domains.

The CMTS MAY report RF port as Physical Class 'module’ elements in the entPhysicalTable. The CMTS MAY
include the text "RF port™ within the description of the SNMP object entPhysicalDescr for RF ports modeled in the
entPhysicalTable.

The CMTS MAY report MAC Domain interfaces (ifType = 127) as Physical Class 'module’ in the
entPhysicalTable.

The CMTS MAY report downstream interfaces (ifType = 128), as Physical Class 'port' in the entPhysicalTable.

The CMTS MAY report upstream interfaces (ifType = 129) as Physical Class ‘port' in the entPhysicalTable.
Upstream logical channels are not represented in the entPhysicalTable as those are subinterfaces illustrated in the
ifStackTable [RFC 2863].

The CMTS MAY represent interfaces other than the defined above as part of the entPhysicalTable.
7.1.3.16.1.3 CMTS requirements for entPhysicalContainsTable

The purpose of the entPhysicalContainsTable in the CMTS is to represent the association of multiple downstream
and upstream interfaces within the physical construction of the CMTS. These associations are already modeled in
the entPhysicalTable (entPhysicalContainedIn and entPhysicalParentRelPos). The entPhysicalContainsTable
provide a more direct relationship of those parent-child associations. Additionally it may provide mechanisms to
indicate other associations like restrictions and configurability of downstream and upstream interfaces within a
particular MAC Domain as defined below.

For the purpose of identifying downstream and upstream interfaces within an RF port as well as Channel Blocks, the
CMTS MAY report in the entPhysicalContainsTable the physical component of Physical Class 'module’ as the
entPhysicallndex value for each of the downstream or upstream interface Physical Indexes as the values for
entPhysicalChildIndex.

For the purpose of modeling which upstream and downstream interfaces can physically and logically be configured
within a MAC Domain, the CMTS MAY define logical components of Physical Class 'backplane’ (in
entPhysicalTable) to include (in entPhysicalContainsTable) all the MAC Domain interface resources and
downstream/upstream interfaces that could potentially be added in a particular MAC Domain.

If supported, the CMTS MAY apply the following rules to indicate containment models for MAC Domain and
downstream/upstream associations:

e The 'backplane' physical component entries in entPhysicalTable have a valid Physical Index for
entPhysicalContainedIn (e.g., the CMTS 'chassis’ or another 'backplane’ Physical Class component).

e The 'backplane' physical components are not referenced by other physical components in entPhysicalTable as
their entPhysicalContainedin value.

e Physical components 'backplane’ are the parent index in entPhysicalContainsTable for children indexes
representing MAC Domain interfaces, downstream/upstream interfaces, and/or physical components 'modules’
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that represent RF ports or Channel Blocks. When this set of parent-child entries contains 'modules’ (e.g.,
Channel Blocks) instead of individual US/DS interfaces, it indicates that the complete 'module’ is configurable
within a single MAC Domain, while the existence of individual 'backplane' — downstream/upstream interfaces
parent-children entries in entPhysicalContainsTable indicates that individual channels (even within a Channel
Block) can be associated with specific MAC Domains).

The CMTS does not need to report in the entPhysicalContainsTable the MAC Domain downstream/upstream
channel hierarchy normally represented in the ifStackTable.

7.1.3.16.1.4 CMTS requirements for entAliasMappingTable

The entAliasMappingTable is used in this specification to associate the physical elements modeled in the Entity
MIB with the logical components of the CMTS management model. Normally the entAliasLogicallndexOrZero
value is '0' as there are no CMTS requirements to support multiple logical entities within the CMTS. However,
vendors may opt to define multiple logical entities, in which case this object value will be non-zero.

The CMTS MAY represent the mapping of MAC Domain, downstream and upstream interfaces in the
entAliasMappingTable.

The CMTS MAY represent the mapping of other logical components with physical components in the
entAliasMappingTable.

7.1.3.16.2 CM Guidelines for the implementation of the Entity MIB [RFC 4133]

If the CM implements the ENTITY-SENSOR-MIB [RFC 3433], the CM is required to implement the
entPhysicalTable with entries corresponding to any sensors managed in the ENTITY-SENSOR-MIB (e.g.,
temperature sensors). For sensor entries in the entPhysicalTable, the CM reports a value of 'sensor’ for
entPhysicalClass.

7.1.3.17 Requirements for Entity Sensor MIB [RFC 3433]

The CM MAY implement the Entity Sensor MIB [RFC 3433].

The CMTS MAY implement the Entity Sensor MIB [RFC 3433].

7.1.3.17.1 CMTS Guidelines for the implementation of the Entity Sensor MIB [RFC 3433]

For ENTITY-MIB [RFC 4133] entPhysicalTable instances with entPhysicalClass of 'sensor’, the CMTS MAY
implement the entPhySensorTable with the same entPhysicallndex used in the entPhysicalTable and the
entPhySensorType of ‘celsius'.

7.1.3.17.2 CM Guidelines for the implementation of the Entity Sensor MIB [RFC 3433]

The CM MAY implement the entPhySensorTable for instances which exist in the entPhysicalTable of the ENTITY -
MIB [RFC 4133] with an entPhysicalClass of 'sensor". It is recommended that for temperature sensors, the CM
report a value for entPhySensorType of ‘celsius'.

7.1.3.18 Requirements for Host Resources MIB [RFC 2790]

The CM MAY implement the HOST-RESOURCES-MIB [RFC 2790].

The CMTS MAY implement the HOST-RESOURCES-MIB [RFC 2790].

7.1.3.19 Requirements for DOCSIS Interface Extension 2 MIB (Annex H)
The CM MUST implement DOCS-IFEXT2-MIB, as specified in Annex H.
The CMTS MUST implement DOCS-IFEXT2-MIB, as specified in Annex H.

7.1.3.20 Requirements for CableLabs Topology MIB (Annex Q)
The CMTS MUST implement CLAB-TOPO-MIB, as specified in Annex Q.
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7.1.3.21 Requirements for DOCSIS Diagnostic Log MIB (Annex Q)
The CMTS MUST implement DOCS-DIAG-MIB, as specified in Annex Q.

7.1.3.22 Requirements for DOCSIS Interface 3 MIB (Annex Q)
The CMTS MUST implement the DOCS-IF3-MIB, as specified in Annex Q.
The CM MUST implement the DOCS-1F3-MIB, as specified in Annex Q.

7.1.3.23 Requirements for DOCSIS Multicast MIB (Annex Q)
The CMTS MUST implement the DOCS-MCAST-MIB, as specified in Annex Q.

7.1.3.24 Requirements for DOCSIS Multicast Authorization MIB (Annex Q)
The CMTS MUST implement the DOCS-MCAST-AUTH-MIB, as specified in Annex Q.

7.1.3.25 Requirements for DOCSIS Quality of Service 3 MIB (Annex Q)
The CMTS MUST implement the DOCS-QOS3-MIB, as specified in Annex Q.
The CM MUST implement the DOCS-QOS3-MIB, as specified in Annex Q.

A DOCSIS 3.0 CMTS populates entries in the docsQosUpstreamStatsTable with information for Pre-3.0 DOCSIS
devices. Devices operating in Multiple Transmit Channel mode will not be recorded in the
docsQosUpstreamStatsTable and will instead be recorded in the docsQosServiceFlowCcfStatsTable.

7.1.3.26 Requirements for DOCSIS Security MIB (Annex Q)

The CMTS MUST implement the DOCS-SEC-MIB, as specified in Annex Q.

7.1.3.27 Requirements for DOCSIS Subscriber Management 3 MIB (Annex Q)
The CMTS MUST implement the DOCS-SUBMGT3-MIB, as specified in Annex Q.

7.1.3.28 Requirements for DOCSIS Load Balancing 3 MIB (Annex Q)
The CMTS MUST implement the DOCS-LOADBAL3-MIB, as specified in Annex Q.

7.1.3.29 Requirements for DOCSIS DRF MIB [DRFI]

The CMTS MUST implement the managed objects from DOCS-DRF-MIB [DRFI] specified in Annex A for all the
Downstream Channel interfaces that are integrated (ifType = ‘docsCableDownstream’).

7.1.3.30 Requirements for IP Multicast MIB [RFC 5132]
The CMTS MUST implement [RFC 5132].

If the CMTS has any one of the following multicast protocols enabled, PIM [RFC 4601], MLD [RFC 2710]

[RFC 3810], or IGMP [RFC 1112] [RFC 2236] [RFC 3376], the CMTS MUST report a value of 'true' for
ipMcastEnabled. When all three multicast protocols, PIM, MLD and IGMP are disabled in the CMTS, the value of
‘false' is reported for ipMcastEnabled.

7.2 IPDR Service Definition Schemas

This section defines the IPDR Service Definitions required for DOCSIS 3.0. Table 7-7 lists the DOCSIS 3.0 IPDR
Service Definitions, corresponding schemas, applicable device and object model specification reference. Refer to
Section 6.2 for an overview of the IPDR/SP protocol and Section 8.5 for an overview of the SAMIS IPDR Service
Definition. The Service Definition schemas are defined in Annex R.
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Table 7-7 - DOCSIS 3.0 IPDR Service Definitions and Schemas

Object Model
Reference

Schema

Applicable
Device(s)

Annex B

Subscriber Account Management Interface Specification (SAMIS)

Service Definition: SAMIS-TYPE-1

Schema Definition: DOCSIS-SAMIS-TYPE-1_<version>

Subscriber Account Management Interface Specification (SAMIS Optimized)
Service Definition: SAMIS-TYPE-2

Schema Definition: DOCSIS-SAMIS-TYPE-2_<version>

CMTS only

Annex G

Diagnostic Log

Service Definition: DIAG-LOG-TYPE

Schema Definition: DOCSIS-DIAG-LOG-TYPE_<version>

Service Definition: DIAG-LOG-EVENT-TYPE

Schema Definition: DOCSIS-DIAG-LOG-EVENT-TYPE_<version>
Service Definition: DIAG-LOG-DETAIL-TYPE

Schema Definition: DOCSIS-DIAG-LOG-DETAIL-TYPE_<version>

CMTS only

Annex J

Spectrum Measurement
Service Definition: SPECTRUM-MEASUREMENT-TYPE

Schema Definition: DOCSIS-SPECTRUM-MEASUREMENT-
TYPE_<version>

CMTS only

Annex N

CMTS CM Registration Status Information

Service Definition: CMTS-CM-REG-STATUS-TYPE

Schema Definition: DOCSIS-CMTS-CM-REG-STATUS-TYPE_<version>
CMTS CM Upstream Status Information

Service Definition: CMTS-CM-US-STATS-TYPE

Schema Definition: DOCSIS-CMTS-CM-US-STATS-TYPE_<version>

CMTS only

Annex O

CMTS Topology
Service Definition: CMTS-TOPOLOGY-TYPE
Schema Definition: DOCSIS-CMTS-TOPOLOGY-TYPE_<version>

CMTS only

Annex P

CPE
Service Definition: CPE-TYPE
Schema Definition: DOCSIS-CPE-TYPE_<version>

CMTS only

Annex R

CMTS Upstream Utilization Statistics

Service Definition: CMTS-US-UTIL-STATS-TYPE

Schema Definition: DOCSIS-CMTS-US-UTIL-STATS-TYPE_<version>
CMTS Downstream Utilization Statistics

Service Definition: CMTS-DS-UTIL-STATS-TYPE

Schema Definition: DOCSIS-CMTS-DS-UTIL-STATS-TYPE_<version>
CMTS Service Flow Information

Service Definition: CMTS-CM-SERVICE-FLOW-TYPE

Schema Definition: DOCSIS-CMTS-CM-SERVICE-FLOW-TYPE_<version>
CMTS IP Multicast Statistics

Service Definition: IP-MULTICAST-STATS-TYPE

Schema Definition: DOCSIS-IP-MULTICAST-STATS-TYPE_<version>

CMTS only
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Figure 7-3 represents the high level organization of the DOCSIS IPDR Service Definitions listed in Table 7-7. The
DOCSIS IPDR Service Definitions are XML schemas derived from the IPDR Master Schema document
(IPDRDoc). See Section 6.2.3.3 for details of the IPDR Master Schema. This specification names DOCSIS IPDR
Service Definitions in the form of DOCSIS-<SERVICE-NAME>-TYPE (e.g., DOCSIS-SAMIS-TYPE-1, DOCSIS-
DIAG-LOG-TYPE).

In addition to the conventional IPDR Service Definition models, this specification defines Object Model Schemas
(Auxiliary Schemas) to represent network components being referenced by the Service Definitions themselves. For
example, the DOCSIS-CMTS-INFO Auxiliary Schema offers Topology information at the Physical and MAC layer
of the CMTS-CM arrangements. For the same example, a DOCSIS Service Definition (service aware) can include
the object schema DOCSIS-CMTS-INFO to complete the CM-CMTS identification and to offer context for the
statistics and parameters reported in the document records. This modular abstraction allows the definition of
different schema documents for the same Service Definition at different elements of the collection infrastructure.
Refer to Annex C for a list of Auxiliary Schemas defined for DOCSIS 3.0.

One example is the SAMIS model that supports two different models (see detailed SAMIS requirements in Annex
B):
e The Service Definition Schema DOCSIS-SAMIS-TYPE-1

Each document record contains the information modeled by the Service Definition DOCSIS-CMTS-INFO.
CMTS-CM related information is duplicated for each SAMIS record.

e The Service Definition Schema DOCSIS-SAMIS-TYPE-2

Each document record contains a reference to the last updated DOCSIS-CMTS-INFO, reducing the amount of
data sent over the network. DOCSIS-CMTS-INFO information is sent periodically (e.g., any time an update to
the CMTS-CM Status is performed). The collector system is in charge of correlating the information received
from records of DOCSIS-SAMIS-TYPE-2 and DOCSIS-CMTS-INFO to re-create the equivalent record
obtained when using the DOCSIS-SAMIS-TYPE-1 Service Definition schema.
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SAMIS-TYPE-1
CmtsHostName : String

CMTS-TOPOLOGY-TYPE CmtsSysUpTime : unsignedint
Grsine s ST | Crepes e
CmtsSysUpTime :

CmtsHostName : String
CmisSysUpTime : unsignedint
CmtsMdifName : String
CmisMdIfindex : ifindex
CmMacAddr : MacAddress
RecType : Enum
RecCreationTime : dateTimeMsec
ServiceFlowChSet : hexBinary
ServiceAppld : unsignedint
ServiceDsMulticast : boclean
Serviceldentifier : unsignedint

CmtsMd|fName : String
CmtsMdlfindex : ifindex
CmMacAddr : MacAddrass
Cmipv4Addr | InetAddressIPv4
Cmipv6Addr : InetAddressIPvE
Cmipv6LinkLocalAddr : InetAddress |PvE
CmQosVersion : Enum
CmRegStatusValue : Enum
CmLastRegTime : dateTime
RecType : Enum
RacCreationTime : dateTimeMsec

IPDRCreatienTime : dateTimeMsec | s{count : Integer

Cmtslpv4Addr : Inetddd 1Pvd
i rone ress 'segNum : Intager ‘endTime : dateTimeMsec

CmtslpvBAddr : InetAddressIPvé
CmtsMdifName : String
CmtsMd|findex : ifindex
CmtsNodeName : String
CmisMdCmSgld : unsignedint
CmtsMdDsSgld : unsignedByte
CmisMdUsSgld : unsignedByte
CmtsMdDsSgChList | hexBinary
CmisMdUsSgGhList : hexBinary

-

RecType : Enum CPE-TYPE \PDRTyoa ServiceGaleld : unsignedint ServiceFlowChSet : hexBinary

read() CmitsHostName : String w ServiceClassName : String ServiceAppld : unsignedint
CmisSysUpTime : unsignedint IPDRCreationTime : dateTimehsec ServiceDirection : Enum ServiceDsMulticast : boolean
CmitsMdIfName : String q Integer ServiceOctetsPassed : unsignedLong Serviceldentifier : unsignedint
CmisMdlindex : iflndex ServicePkisPassed : unsignedLong ServiceGateld : unsignadint
CmMacAddr : MacAddrass ServiceSlaDropPkls ServiceC Siring
CpeMacAddr : MacAddress ServiceSlaDelayPkts : unsignedint ServiceDirection : Enum

Cpelpv4AddrList : hexBinary ServiceTimeCrealed : un: ServiceO : unsignedLong
4|CmMacMnr CpelpvAddrList : hexBinary ServiceTimeActive : Ser unsignadLong
1 |CpeFqdn : String roadl) ServiceSlaDropPkis : unsignedint

ServiceSlaDelayPkts : unsignedint
ServiceTimeCreated : unsignedint
ServiceTimeActive : unsignaedint

read()

[
‘ U
CMTS-CM-US-STATS-TYPE DIAG-LOG-EVENT-TYPE

CmtsHestName : String CmMacAddr : MacAddress
CmtsSysUpTima : unsignadint CmitsSysUpTima : unsignedint
CmtsMdIfName : String TriggerFlagValue : Enum
CmtsMd|findex : findex TypaValue : Enum
CmMacAddr : MacAddrass LastErrorText : String
CmRegStatusld : unsignadint RecTyps : Enum
CmtsCmUsChIfName : String
CmtsCmUs|findex : ifindex
CmtsCmUsChid : unsignedByte
CmisCmUsModulationType : Enum
CmtsCmUsRxPower : integer
CmisCmUsSignalNoise : integer
CmtsCmUsMicroreflections : unsignedByte
CmisCmUsEqData : String
CmtsCmUsUnerroreds : unsignedint
CmtsCmUsCorrecteds : unsignedint

Gsfld
1

CMTS-DS-UTIL-STATS-TYPE read()
CmisHestName : String
CmisSysUpTima : unsignadint
CmisMdIfindex : ifindex

Dslfindex : ifindex

DsChid : unsignedByte

DsUtillntarval : unsignedint
DsUtillndexPercentage : unsignedByte
DsUtiTotalBytes : unsignedLong
DsUtiUsedBytes : unsignedLong
RecType : Enum

CMTS-CM-SERVICE-FLOW-TYPE

L_|{CmisHostName : String
CmtsSysUpTime : unsignedint
CmisMdifName : String
CmtsMdifindex : findex
RecType : Enum
RecCraationTme : dataTimeMsac
ServiceFlowChSet : hexBinary
SarviceAppld : unsignedint
ServiceDsMulticast : boclean
Serviceldentifier | unsignadint
ServiceGateld : unsignedint
ServiceClassName : String
ServiceDirection : Enum
ServiceTrafficPriority : unsignedint

read(]

DIAG-LOG-DETAIL-TYPE

CmMacAddr : MacAddress
TypeValue : Enum

Count : unsignadint
LastUpdate : dateTime
LastErrorTaxt : String

read(}

CmtsCmUsUncorrectables : unsignedint RecType | Enum ServiceMax Sustained : unsignedint
a ServiceMaxBurst : unsignedint
read(} read() ServiceMinReservedRate : unsignedint
ServiceMinReservedPkiSize : unsignedint
CMTS-US-UTIL-STATS-TYPE DIAG-LOG-TYPE ServicelpTos : hexBinary

CMTS-CM-REG-STATUS-TYPE

ServicePaakRate : unsignedint

CmtsHestName : Siring
CmtsSysUpTima : unsignadint
CmtsMdlfName : String
CmtsMdlfindex : findex
CmtsMdCmSgld : unsignedint
CmtsRepld : hexBinary
CmtsRecStatusld : unsignedint
CmtsRcs|d : unsignedint
CmtsTesld : unsignedint
CmMacAddr : MacAddress
Cmipv4Addr : InetAddressIPv4
CmlpvBAddr : InetAddressIPvE
Cmipv6LinkLocalAddr : InetAddress|Pvé
CmQosVersion : Enum
CmRegStatusValue : unsignedint
CmLastRegTime : dateTime
CmEnergyMgtEnabled | hexBinary
CmEnergyMgtOperStatus - hexBinary

RecType : Enum
RecCreationTime : dateTimeMsec

CmEnergyMgt1x1ModeTotalDuration : unsignedint

read()

CmtsHestName : Siring
CmtsSysUpTima : unsignadint
CmtsMdifindex : findex

Uslfindex : findex

UsChid : unsignedByte

UsUtillntarval : unsignedint
UsUtillndexPercentage : unsignedByte
UsUtiTotalMslots : unsignedLong
UsUtiUcastGrantedMslots : unsignedLong
UsUtiTotalCninMslots : unsignedLong
UsUtiUsedCntnMslots : unsignedLong
UsUtiColiCninMslots : unsignedLong
UsUtiTotalCntnRegMslots : unsignedLong
UsUtiUsedCntnRegMslots : unsignedLong
UsUtiColiCntnRegMslots : unsignedLong
UsUtiTotalGninReqDataMslots © unsignedLong

UsUtiUsedCntnRegDataMslots : unsignedLong

UsUtiCeliCninRegDataMslots : unsignedLong
UsUtiTotalCntninitMaintMslots : unsignedLong
UsUtiUsedCntninitMaintMslets : unsignedLeng
UsUtiColICntninitMaintMslots : unsignedLong
RecType : Enum

CmMacAddr : MacAddress
LastUpdateTime : dateTime
CreateTime : dateTime
LastRegTime : dateTime
RegCount : unsignedint
RangingRetryCount : unsignedint
RecType : Enum

read()

SPECTRUM-MEASUREMENT-TYPE

CmtsHostMName : String

CmtsSysUpTime : unsignedint
SpestrumAnalysisMeas findex - fiindes
SpectrumAnalysisMeasChCenterFreq : integer

Spactr by raqSpan
Spectn s OfBins :
Spactn y v
Spectn

ot ) o -
SpectrumAnalysisheasAmpiitude : hexBinary

read(]

read()

ServiceSchedule : Enum
ServiceNomPellinterval : unsignedint
ServiceTolPollJitter : unsignedint
ServiceGrantsPerInterval : unsignedint
ServicePacketClassifiers : hexBinary
ServiceTimeCreated : unsignedint

read()

0.*

Serviceldentifier

IP-MULTICAST-STATS-TYPE

CmtsHostName : String
CmisMdlfindex : iflndax

CmMacAddr : MacAddress

RecType : Enum

RecCreationTime : dateTimeMsec
IpMcastSrclpv4Addr | InetAddress|Pvd
IpMcastSrclpvBAddr : InetAddress|Pve
IpMcastGrplpv4Addr | InetAddrassIPvd
IpMcastGrplpvBAddr © InetiddressIPuG
IpMcastGsfld : unsignedint
IpMcastDsid : unsignedint
IpMcastSessionProtocolType : Enum
IpMcasiCpeMacAddrList : hexBinary
IpMcastJoinTime : dateTimeMsec
IpMcastleaveTime : dateTimeMsec

Serviceldentifier |—O

Cmbd read(}

Figure 7-3 - DOCSIS IPDR Service Definition

This section defines the minimum set of objects required to support the DOCSIS 3.0 IPDR Service Definitions. The
CMTS MAY define IPDR Service Definitions which extend the DOCSIS requirements to include vendor-specific
features.

7.2.1 Requirements for DOCSIS SAMIS Service Definitions

The CMTS MUST implement SAMIS-TYPE-1 as specified in Annex B.

The CMTS MUST implement SAMIS-TYPE-2 as specified in Annex B.

7.2.1.1 Records Collection

Subscriber Usage Billing Records report the absolute traffic counter values for each Service Flow that has become
active during the billing collection interval as seen at the end of the interval. Normal Service Flows used by a Cable
Modem or Class or Service (Subscriber) are reported. Group Service Flows are reported by Service Flow without
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CM association. It is understood that CMs registering in DOCSIS 1.0 mode are associated to SIDs and CMs that
register in DOCSIS 1.1 mode are associated to SFIDs. In this section the term SFID/SID is used to refer to both
cases. The collection interval is defined as the time between:

e The creation of the previous billing document denoted as Tprev.
e The creation of the current billing document denoted as Thow.

In reference to Figure 7-4 below, there are two kinds of records reported for a SFID/SID in the current billing
document: 1) SFIDs/SIDs that are still running at the time the billing document is created (called 'Interim' records)
and 2) terminated SFIDs/SIDs that have been deleted and logged during the collection interval (called 'Stop'
records). The CMTS MUST report 'Interim’ records at the end of the collection interval. The CMTS MUST NOT
record a provisioned or admitted state SF that was deleted before it became active in the billing document, even
though it was logged by the CMTS.

The CMTS MUST report any currently running SFIDs/SIDs using Tnow as the timestamp for its counters and
identify them in the IPDR RecType element as 'Interim'. The CMTS MUST report a terminated SFIDs/SIDs only
once in the current billing document. Terminated SFIDs/SIDs have a deletion time (Tdel) later than Tprev. A CMTS
MUST report a terminated SFID/SID using its Tdel from the log as the timestamp for its counters and identify it in
the IPDR RecType element as 'Stop'. Note that the timestamps are based on the formatter's reporting times. Since
the collection cycle may vary over time, the reporting times in the billing document can be used to construct an
accurate time base over sequences of billing documents.

In the example shown in Figure 7-4 below there are four Service Flows recorded for a Subscriber in the current
billing document being created at Tnow. SFa is a long running SF that was running during the previous collection
interval (it has the same SFID in both the current and the previous billing documents). SFa was recorded as type
Interim at Tprev in the previous billing document and is recorded again as type Interim at Tnow in the current
document. SFb is a running SF that was created during the current collection interval. SFb is recorded as type
Interim for the first time at Tnow in the current document. SFc is a terminated SF that was running during the
previous collection interval but was deleted and logged during the current collection interval. SFc was recorded
respectively as type Interim at Tprev in the previous billing document and is reported as type Stop at the logged
Tdel(c) in the current document. SFd is a terminated SF that was both created and deleted during the current
collection interval. SFd is reported only once as type Stop at the logged Tdel(d) in the current billing document only.

Current Collection Interval

— 9 SFd

R

Tprev(a,c) Tdel(c) Tdel(d) Tnow(a,b)

Figure 7-4 - Billing Collection Interval Example

The CMTS MUST support streaming of SAMIS-TYPE-1 and SAMIS-TYPE-2 record collections as a time interval
session and an ad-hoc session. The CMTS MUST support a minimum collection interval of 15 minutes and a
maximum collection interval of 1440 minutes with a default of 15 minutes for time interval session streaming of
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SAMIS-TYPE-1 and SAMIS-TYPE-2 records. The CMTS SHOULD support a minimum collection interval of 5
minutes for time interval session streaming of SAMIS-TYPE-1 and SAMIS-TYPE-2.

7.2.1.2 Template Negotiation

The CMTS SHOULD support Template Negotiation (see Section 6.2.5.1.2.1) for the DOCSIS SAMIS Service
Definitions. Refer to Appendix IV for details on the IPDR Template messages.

7.2.2 Requirements for DOCSIS Spectrum Measurement Service Definition

The CMTS MUST implement SPECTRUM-MEASUREMENT-TYPE as specified in Annex R.

7.2.2.1 Record Collection
This Service Definition defines the IPDR Streaming using a two-step process:

e SNMP or other configuration management interface such as CLI is used to configure the diagnostic (i.e., create
the interface and attributes; destroy the interface).

o IPDR/SP is used to stream the measurement statistics (large data set).

Spectrum Measurement records report the spectrum measurement statistics for all the pre-configured interfaces and
their attributes as specified in Annex J.

The CMTS MUST support streaming of SPECTRUM-MEASUREMENT-TYPE record collections as a time
interval session and an ad-hoc session. The rate at which records are streamed when only one interface is configured
will not exceed the estimated time interval defined in Annex J. If more than one interface is configured, that rate can
be lower than the estimated time interval defined in Annex J.

7.2.2.2 Template Negotiation

The CMTS SHOULD support Template Negotiation (see Section 6.2.5.1.2.1) for the DOCSIS Spectrum
Measurement Service Definition. Refer to Appendix IV for details on the IPDR Template messages.

7.2.3 Requirements for DOCSIS Diagnostic Log Service Definitions

The CMTS MUST implement DIAG-LOG-TYPE as specified in Annex R.

The CMTS MUST implement DIAG-LOG-EVENT-TYPE as specified in Annex R.

The CMTS MUST implement DIAG-LOG-DETAIL-TYPE as specified in Annex R.

7.2.3.1 Record Collection

This Service Definition defines the IPDR Streaming using a two-step process:

¢  SNMP or other configuration management interface such as CLI is used to configure the Diagnostic Log.
o |IPDR/SP is used to stream the Diagnostic Log instances.

The CMTS MUST support streaming of DIAG-LOG-TYPE record collections as an ad-hoc session.

The CMTS MUST support streaming of DIAG-LOG-EVENT-TYPE record collections as an event session.

The CMTS MUST support streaming of DIAG-LOG-DETAIL-TYPE record collections as a time interval session,
an ad-hoc session and an event session.

For event-based Diagnostic Log records, the CMTS streams the record when the event is logged in the Diagnostic
Log. For time interval based Diagnostic Log records, the CMTS streams a snapshot of the Diagnostic Log. The
CMTS MUST support a minimum collection interval of 5 minutes and a maximum collection interval of 1440
minutes with a default of 15 minutes for time interval session streaming of the Diagnostic Log records.
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7.2.3.2 Template Negotiation

The CMTS SHOULD support Template Negotiation (see Section 6.2.5.1.2.1) for the DOCSIS Diagnostic Log
Service Definition. Refer to Appendix IV for details on the IPDR Template messages.

7.2.4 Requirements for DOCSIS CMTS CM Registration Status Service Definition

The CMTS MUST implement CMTS-CM-REG-STATUS-TYPE as specified in Annex R.

7.2.4.1 Record Collection
This Service Definition defines the IPDR Streaming using a two-step process:

e  SNMP or other configuration management interface such as CL1I is used to configure CMTS CM Registration
Status service definition.

o |IPDR/SP is used to stream CMTS CM Registration Status instances.

The CMTS MUST support streaming of CMTS-CM-REG-STATUS-TYPE record collections as a time interval
session, an ad-hoc session and an event session. The CMTS MUST support a minimum collection interval of 5
minutes and a maximum collection interval of 1440 minutes with a default of 15 minutes for time interval session
streaming of the CMTS-CM-REG-STATUS-TYPE records.

7.2.4.2 Template Negotiation

The CMTS SHOULD support Template Negotiation (see Section 6.2.5.1.2.1) for the DOCSIS CMTS CM
Registration Status Service Definition. Refer to Appendix 1V for details on the IPDR Template messages.

7.2.5 Requirements for DOCSIS CMTS CM Upstream Status Service Definition

The CMTS MUST implement CMTS-CM-US-STATS-TYPE as specified in Annex R.

7.2.5.1 Record Collection
This Service Definition defines the IPDR Streaming using a two-step process:

e  SNMP or other configuration management interface such as CLI is used to configure CMTS CM Upstream
Status service definition.

o IPDR/SP is used to stream CMTS CM Upstream Status instances.

The CMTS MUST support streaming of CMTS-CM-US-STATS-TYPE record collections as a time interval session
and an ad-hoc session. The CMTS MUST support a minimum collection interval of 5 minutes and a maximum
collection interval of 1440 minutes with a default of 15 minutes for time interval session streaming of the CMTS-
CM-US-STATS-TYPE records.

7.2.5.2 Template Negotiation

The CMTS SHOULD support Template Negotiation (see Section 6.2.5.1.2.1) for the DOCSIS CMTS CM Upstream
Status Service Definition. Refer to Appendix IV for details on the IPDR Template messages.

7.2.6 Requirements for DOCSIS CMTS Topology Service Definition

The CMTS MUST implement CMTS-TOPOLOGY-TYPE as specified in Annex R.

7.2.6.1 Record Collection
This Service Definition defines the IPDR Streaming using a two-step process:
e SNMP or other configuration management interface such as CLI is used to configure the topology.

e IPDR/SP is used to stream the topology information.
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The CMTS MUST support streaming of CMTS-TOPOLOGY-TYPE record collections as an ad-hoc session and
event session.

7.2.6.2 Template Negotiation

The CMTS SHOULD support Template Negotiation (see Section 6.2.5.1.2.1) for the DOCSIS CMTS Topology
Service Definition. Refer to Appendix IV for details on the IPDR Template messages.

7.2.7 Requirements for DOCSIS CPE Service Definition

The CMTS MUST implement CPE-TYPE as specified in Annex R.

7.2.7.1 Record Collection
This Service Definition defines the IPDR Streaming using a two-step process:

e  SNMP or other configuration management interface such as CLI is used to configure DOCSIS CPE service
definition.

e |IPDR/SP is used to stream DOCSIS CPE instances.

The CMTS MUST support streaming of CPE-TYPE record collections as an ad-hoc session and event session.

7.2.7.2 Template Negotiation

The CMTS SHOULD support Template Negotiation (see Section 6.2.5.1.2.1) for the DOCSIS CPE Service
Definition. Refer to Appendix IV for details on the IPDR Template messages.

7.2.8 Requirements for DOCSIS CMTS Upstream Utilization Statistics Service Definition
The CMTS MUST implement CMTS-US-UTIL-STATS-TYPE as specified in Annex R.

7.2.8.1 Record Collection
This Service Definition defines the IPDR Streaming using a two-step process:

e  SNMP or other configuration management interface such as CLI is used to configure CMTS Upstream
Utilization Statistics service definition.

o IPDR/SP is used to stream CMTS Upstream Utilization Statistics instances.

The CMTS MUST create CMTS-US-UTIL-STATS-TYPE records using the configured utilization interval. The
CMTS MUST support streaming of CMTS-US-UTIL-STATS-TYPE record collections as an event based session.

7.2.8.2 Template Negotiation

The CMTS SHOULD support Template Negotiation (see Section 6.2.5.1.2.1) for the DOCSIS CMTS Upstream
Utilization Statistics Service Definition. Refer to Appendix IV for details on the IPDR Template messages.

7.2.9 Requirements for DOCSIS CMTS Downstream Utilization Statistics Service Definition
The CMTS MUST implement CMTS-DS-UTIL-STATS-TYPE as specified in Annex R.

7.2.9.1 Record Collection
This Service Definition defines the IPDR Streaming using a two-step process:

e  SNMP or other configuration management interface such as CLI is used to configure CMTS Downstream
Utilization Statistics service definition.

e |IPDR/SP is used to stream CMTS Downstream Utilization Statistics instances.
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The CMTS MUST create CMTS-DS-UTIL-STATS-TYPE records using the configured utilization interval. The
CMTS MUST support streaming of CMTS-DS-UTIL-STATS-TYPE record collections as an event based session.
7.2.9.2 Template Negotiation

The CMTS SHOULD support Template Negotiation (see Section 6.2.5.1.2.1) for the DOCSIS CMTS Downstream
Utilization Statistics Service Definition. Refer to Appendix IV for details on the IPDR Template messages.

7.2.10 Requirements for DOCSIS CMTS CM Service Flow Service Definition

The CMTS MUST implement CMTS-CM-SERVICE-FLOW-TYPE as specified in Annex R.

7.2.10.1 Record Collection
This Service Definition defines the IPDR Streaming using a two-step process:

e  SNMP or other configuration management interface such as CLI is used to configure the CMTS CM SERVICE
FLOW Service Definition.

o IPDR/SP is used to stream the CMTS CM SERVICE FLOW instances.

The CMTS MUST support streaming of CMTS-CM-SERVICE-FLOW-TYPE record collections as an ad-hoc
session and event session. The CMTS MUST report all Active service flows on an ad-hoc session. The CMTS
MUST report all new service flows that become active on an event session.

7.2.10.2 Template Negotiation

The CMTS SHOULD support Template Negotiation (see Section 6.2.5.1.2.1) for the CMTS CM SERVICE FLOW
Service Definition. Refer to Appendix IV for details on the IPDR Template messages.

7.2.11 Requirements for DOCSIS IP Multicast Statistics Service Definition

The CMTS MUST implement IP-MULTICAST-STATS-TYPE as specified in Annex R.

7.2.11.1 Record Collection
This Service Definition defines the IPDR Streaming using a two-step process:

e SNMP or other configuration management interface such as CLI is used to configure the IP Multicast Statistics
Service Definition.

e |PDR/SP is used to stream the IP-MULTICAST-STATS-TYPE record instances.

The CMTS MUST support streaming of IP-MULTICAST-STATS-TYPE record collections as a time interval
session. The CMTS MUST support a minimum collection interval of 5 minutes and a maximum collection interval
of 1440 minutes with a default of 15 minutes for time interval session streaming of the IP-MULTICAST-STATS-
TYPE records.

7.2.11.2 Template Negotiation

The CMTS SHOULD support Template Negotiation (see Section 6.2.5.1.2.1) for the I--MULTICAST-STATS-
TYPE Service Definition. Refer to Appendix IV for details on the IPDR Template messages.

7.2.12 Requirements for Auxiliary Schemas

The CMTS MUST implement the auxiliary schemas as specified in Annex C.

AMERICAN NATIONAL STANDARD
© SCTE-ISBE 93



ANSI/SCTE 135-4 2019

8 OSSI FOR PHY, MAC AND NETWORK LAYERS

8.1 Fault Management

This section defines requirements for remote monitoring/detection, diagnosis, reporting, and correction of problems.
Refer also to Section 7, OSSI MANAGEMENT OBJECTS, for requirements for managed objects supporting CMTS
and CM fault management.

8.1.1 SNMP Usage

In the DOCSIS environment, SNMP is used to achieve the goals of fault management: remote detection, diagnosis,
reporting, and correction of CM and CMTS network faults. Therefore, the CM MUST support SNMP management
traffic across the CATV MAC interfaces as long as the CM has ranged and registered. In addition, the CM MUST
support SNMP management traffic across the CPE interfaces regardless of the CM's connectivity state.

The CM SNMP access might be restricted by configuration parameters to support the operator's policy goals. Cable
operators' CM installation personnel can use SNMP queries from a station on the CMCI side to perform on-site CM
and diagnostics and fault classification (note that this may require temporary provisioning of the CM from a local
DHCP server). Further, CMCI side subscriber applications, using SNMP queries, can diagnose simple post-
installation problems, avoiding visits from service personnel and minimizing help desk telephone queries.

The cable device (CMTS/CM) sends SNMP notifications to one or more NMSs (subject to operator imposed
policy). CM and CMTS requirements for SNMP notifications are detailed in Section 8.1.2. The cable device
(CMTS/CM) sends events to a syslog server. CM and CMTS requirements for syslog events are detailed in
Section 8.1.2.

8.1.2 Event Notification

A cable device (CMTS/CM) is required to generate asynchronous events that indicate malfunction situations and
notify about important events. The methods for reporting events are defined below:

1. Stored in Local Log (docsDevEventTable [RFC 4639]).
2. Reported to SNMP entities as an SNMP notification.
3. Sent as a message to a syslog server.

This specification defines the support of DOCSIS specific events (see Annex D) and IETF events. The former are
normally in the form of SNMP notifications. The delivery of IETF Notifications to local log and syslog server is
optional.

Event Notifications are enabled and disabled by configuration. IETF SNMP notifications normally define specific
controls to enable and disable notifications. For example, see Section 7.1.3.3.4 for requirements on
ifLinkUpDownTrapEnable. DOCSIS specific events can be reported to local log and as syslog message and/or
SNMNP notification as defined in docsDevEvControlTable [RFC 4639], Section 8.1.2.2, and Annex N,
CmEventCtrl and CmtsEventCtrl, A CM supports event natification functions including local event logging, syslog
(limiting/throttling) and SNMP natification (limiting/throttling), as specified in [RFC 4639] and this specification. A
CM operating in SNMP v1/v2c NmAccess mode is required to support SNMP trap control as specified in

[RFC 4639] and this specification. A CM operating in SNMP Coexistence mode is required to supports SNMP
notification functions, as specified in [RFC 3416] and [RFC 3413] and this specification.

A CMTS supports event notification functions including local event logging, SYSLOG (limiting/throttling) and
SNMP notification (limiting/throttling), as specified in [RFC 4639] and this specification. If a CMTS supports
SNMP v1/v2c NmAccess mode, it is required to support SNMP trap control as specified in [RFC 4639] and this
specification. A CMTS operating in SNMP Coexistence mode supports event notification functions, including
SNMP notification, as specified in [RFC 3416] and [RFC 3413] and this specification.

8.1.2.1 Format of Events
Annex D lists all DOCSIS events.
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The following sections explain in detail how to report these events by any of the three mechanisms (local event
logging, SNMP notification and syslog).

8.1.2.1.1 Local Event Logging

A CM MUST maintain Local Log events, defined in Annex D, in both local-volatile storage and local non volatile
storage. A CMTS MUST maintain Local Log events, defined in Annex D, in local-volatile storage or local non
volatile storage or both. A CMTS MAY retain in local non-volatile storage events designated for local volatile
storage. A CM MAY retain in local non-volatile storage events designated for local volatile storage. A CMTS MAY
retain in local volatile storage events designated for local non-volatile storage. A CM MAY retain in local volatile
storage events designated for local non-volatile storage.

A CM MUST implement its Local Log as a cyclic buffer with a minimum of ten entries. A CMTS MUST
implement its Local Log as a cyclic buffer. The number of entries supported by the CMTS for the Local Log is
vendor specific with a minimum of ten entries. The CM Local Log non-volatile storage events MUST persist across
reboots. The CMTS Local Log MAY persist across reboots. The CM MUST provide access to the Local Log events
through the docsDevEventTable [RFC 4639]. The CMTS MUST provide access to the Local Log events through the
docsDevEventTable [RFC 4639].

Aside from the procedures defined in this document, event recording conforms to the requirements of [RFC 4639].
Event descriptions are defined in English. A CM MUST implement event descriptors such that no event descriptor is
longer than 255 characters, which is the maximum defined for SnmpAdminString [RFC 3411]. A CMTS MUST
implement event descriptors such that no event descriptor is longer than 255 characters, which is the maximum
defined for SnmpAdminString [RFC 3411].

Events are identical if their Eventlds are identical. For identical events occurring consecutively, the CM MAY
choose to store only a single event. If a CM stores as a single event multiple identical events that occur
consecutively, the CM MUST reflect in the event description the most recent event.

The Eventld digit is a 32-bit unsigned integer. Eventlds ranging [RFC 4639] from 0 to (2%! - 1) are reserved by
DOCSIS. The CM MUST report in the docsDevEvTable [RFC 4639] the Eventld as a 32-bit unsigned integer and
convert the Eventld from the error codes defined in Annex D to be consistent with this number format. The CMTS
MUST report in the docsDevEvTable [RFC 4639] the Eventld as a 32-bit unsigned integer and convert the Eventld
from the error codes defined in Annex D to be consistent with this number format.

The CM MUST implement Eventlds ranging from 23! to (2%2 — 1) as vendor-specific Eventlds using the following
format:

e Bit 31 is set to indicate vendor-specific event
e  Bits 30-16 contain the lower 15 bits of the vendor's SNMP enterprise number
e Bits 15-0 are used by the vendor to number events

The CMTS MUST implement Eventlds ranging from 23! to (232 — 1) as vendor-specific Eventlds using the following
format:

e Bit 31 is set to indicate vendor-specific event

e Bits 30-16 contain the lower 15 bits of the vendor's SNMP enterprise number
e Bits 15-0 are used by the vendor to number events

Section 8.1.2.1.3 describes rules to generate unique Eventlds from the error code.

The [RFC 4639] docsDevEvIndex object provides relative ordering of events in the log. The creation of local-
volatile and local non volatile logs necessitates a method for synchronizing docsDevEvIndex values between the two
Local Logs after reboot. The CM MUST adhere to the rules listed below for creating local volatile and local non-
volatile logs following a re-boot. A CMTS which supports local non volatile storage MUST adhere to the rules listed
below for creating local volatile and local non-volatile logs following a re-boot:

e Renumber the values of docsDevEvIndex maintained in the local non-volatile log beginning with 1.

o Initialize the local volatile log with the contents of the local non-volatile log.
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e  Use the value of the last restored non-volatile docsDevEvindex plus one as the docsDevEvIndex for the first
event recorded in the new active session's local volatile log.

The CM MUST clear both the local volatile and local non-volatile event logs when an event log reset is initiated
through an SNMP SET of the docsDevEvControl object [RFC 4639]. The CMTS MUST clear both the local volatile
and local non-volatile event logs when an event log reset is initiated through an SNMP SET of the
docsDevEvControl object [RFC 4639].

8.1.2.1.2 SNMP Notifications

A CM MUST implement the generic SNMP notifications according to Annex Q. A CMTS MUST implement the
generic SNMP notifications according to Annex Q.

When any event causes a generic SNMP notification occurrence in the CM, the CM MUST send notifications if
throttling/limiting mechanisms defined in [RFC 4639] and other limitations [RFC 3413] do not restrict notification
sending.

When any event causes a generic SNMP notification occurrence in a CMTS, the CMTS MUST send notifications if
throttling/limiting mechanism [RFC 4639] and other limitations [RFC 3413] do not restrict notification sending.

A CM MUST implement SNMP notifications defined in DOCS-IF3-MIB from Annex Q. A CMTS MUST
implement SNMP natifications defined in DOCS-DIAG-MIB and DOCS-1F3-MIB from Annex Q.

A CM operating in SNMP v1/v2c NmAccess mode MUST support SNMPv1 and SNMPv2c Traps as defined in
[RFC 34186].

A CMTS operating in SNMP v1/v2c NmAccess mode MUST support SNMPv1 and SNMPv2c Traps as defined in
[RFC 3416].

A CM operating in SNMP Coexistence mode MUST support SNMP notification type 'trap' and 'inform' as defined in
[RFC 3416] and [RFC 3413].

A CMTS operating in SNMP Coexistence mode MUST support SNMP notification type ‘trap’ and ‘inform' as
defined in [RFC 3416] and [RFC 3413].

The CM MUST send notifications for any event, if docsDevEvControl object [RFC 4639], throttling/limiting
mechanism [RFC 4639] and [RFC 3413] limitations applied later do not restrict notification sending.

The CMTS MUST send notifications for any event, if docsDevEvControl object [RFC 4639], throttling/limiting
mechanism [RFC 4639] and [RFC 3413] limitations applied later do not restrict notification sending.

The CM MUST NOT report via SNMP notifications vendor-specific events that are not described in instructions
submitted with certification testing application documentation. The CMTS MUST NOT report via SNMP
notifications vendor-specific events that are not described in instructions submitted with certification testing
application documentation.

8.1.2.1.3 Syslog message format
When the CM sends a syslog message for a DOCSIS-defined event, the CM MUST send it in the following format:
<level>CABLEMODEM[vendor]: <eventId> text vendor-specific-text

When the CMTS sends a syslog message for a DOCSIS-defined event, the CMTS MUST send it in the following
format:

<level>TIMESTAMP HOSTNAME CMTS[vendor]: <eventId> text vendor-specific-text
Where:

o level is an ASCII representation of the event priority, enclosed in angle brackets, which is constructed as an OR
of the default Facility (128) and event priority (0-7). The resulting level ranges between 128 and 135.

e TIMESTAMP and HOSTNAME follow the format of [RFC 3164]. The single space after TIMESTAMP is part of
the TIMESTAMP field. The single space after HOSTNAME is part of the HOSTNAME field.
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e vendor is the vendor name for the vendor-specific syslog messages or DOCSIS for the standard DOCSIS
messages.

e eventld is an ASCII representation of the INTEGER number in decimal format, enclosed in angle brackets,
which uniquely identifies the type of event. The CM MUST equate the eventld with the value stored in the
docsDevEvId object in docsDevEventTable. The CMTS MUST equate the eventld with the value stored in the
docsDevEvId object in docsDevEventTable. For the standard DOCSIS events this number is converted from the
error code using the following rules:

e  The number is an eight-digit decimal number.
e  The first two digits (left-most) are the ASCII code for the letter in the Error code.

e The next four digits are filled by 2 or 3 digits between the letter and the dot in the Error code with zero
filling in the gap in the left side.

e The last two digits are filled by the number after the dot in the Error code with zero filling in the gap in the
left side.

For example, event D04.2 is converted into 68000402, and Event 1114.1 is converted into 73011401. This
convention only uses a small portion of available number space reserved for DOCSIS (0 to 2%-1). The first
letter of an error code is always in upper-case. See Annex D for event definitions.

e text contains the textual description for the standard DOCSIS event message, as defined in Annex D.

o vendor-specific-text contains vendor specific information. This field is optional.

For example, the syslog event for the event D04.2, "ToD Response received - Invalid data format"”, is as follows:
<132>CABLEMODEM[DOCSIS]: <68000402> ToD Response received - Invalid data format

The number 68000402 in the example is the number assigned by DOCSIS to this particular event.

The CM MAY report non-DOCSIS events in the standard syslog message format [RFC 3164] rather than the
DOCSIS syslog message format defined above.

The CMTS MAY report non-DOCSIS events in the standard syslog message format [RFC 3164] rather than the
DOCSIS syslog message format defined above.

When the CM sends a syslog message for an event not defined in this specification, the CM MAY send it according
to the format and semantics of the elements defined above.

When the CMTS sends a syslog message for an event not defined in this specification, the CMTS MAY send it
according to the format and semantics of the elements defined above.
8.1.2.2 BIT Values for docsDevEvReporting [RFC 4639]
Permissible BIT values for [RFC 4639] docsDevEvVReporting objects include:
1: local(0)
2: traps(1)
3: syslog(2)
4: localVolatile(8)
5: stdinterface(9)

Bit-0 means non-volatile Local Log storage and bit-8 is used for volatile Local Log storage (see Section 8.1.2.1).
Bit-1 means SNMP Notifications which correspond to both SNMP Trap and SNMP Inform.

For backward compatibility with Pre-3.0 DOCSIS devices, the CM MUST support bit-3 in
docsDevEvReporting BITS encoding for volatile Local Log storage.

For backward compatibility with Pre-3.0 DOCSIS devices, the CMTS MUST support bit-3 in
docsDevEvReporting BITS encoding for volatile Local Log storage.
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DOCSIS 3.0 devices need to support bit override mechanisms during SNMP SET operations with either one-byte or
two-byte BITS encoding for docsDevEvReporting for backward compatibility with Pre-3.0 DOCSIS behavior.

The CM MUST use the bit-3 value to set both bit-3 and bit-8 for SNMP SET operations on
docsDevEVReporting using a one-byte BITS encoded value. Therefore, the CM reports bit-3 and bit-8 with
identical values for SNMP GET operations.

The CMTS MUST use the bit-3 value to set both bit-3 and bit-8 for SNMP SET operations on
docsDevEVReporting using a one-byte BITS encoded value, therefore, the CMTS reports bit-3 and bit-8 with
identical values for SNMP GET operations.

The CM MUST use the bit-8 value to set both bit-3 and bit-8 for SNMP SET operations, irrespective of the bit-
3 value, on docsDevEVReporting using a two or more byte BITS encoded value.

The CMTS MUST use the bit-8 value to set bit-3 and bit-8 for SNMP SET operations, irrespective of the bit-3
value, on docsDevEvVReporting using a two or more byte BITS encoded value.

The CM MAY support bit-9 in docsDevEvReporting BITS encoding in accordance with [RFC 4639] definition.
The CMTS MAY support bit-9 in docsDevEvVReporting BITS encoding in accordance with [RFC 4639] definition.

A CM that reports an event by SNMP Notification or syslog MUST also report the event by a Local Log (volatile or
non-volatile).

A CMTS that reports an event by SNMP Notification or syslog MUST also report the event by a Local Log (volatile
or non-volatile).

Combinations of docsDevEvReporting with traps(1) and/or syslog(2) bits with no Local Log bits (bit-0, bit-3 or bit-
8) set are known as unacceptable combinations.

The CM MUST reject and report a "Wrong Value' error for SNMPv2c¢/v3 PDUs or a 'Bad Value' error for SNMPv1
PDUs for any attempt to set docsDevEvReporting with unacceptable combinations.

The CM MUST accept any SNMP SET operation to docsDevEvReporting different than the unacceptable
combinations.

The CM MUST ignore any undefined bits in docsDevEvReporting on SNMP SET operations and report a zero value
for those bits.

The CMTS MUST reject and report a 'Wrong Value' error for SNMPv2c/v3 PDUs or a '‘Bad Value' error for
SNMPv1 PDUs for any attempt to set docsDevEvReporting with unacceptable combinations.

The CMTS MUST accept any SNMP SET operation to docsDevEvReporting different than the unacceptable
combinations.

The CMTS MUST ignore any undefined bits in docsDevEvReporting on SNMP SET operations and report a zero
value for those bits.

Refer to Section 8.1.2.1.1 for details on Local Log requirements for the CMTS and CM.

The CM MUST maintain the non-volatile storage when both non-volatile Local Log and volatile Local Log bits are
set for a specific docsDevEvReporting event priority. The CM MAY maintain the volatile storage when both non-
volatile Local Log and volatile Local Log bits are set for a specific docsDevEvReporting event priority. When both
non-volatile Local Log and volatile Local Log bits are set for a specific docsDevEvReporting event priority, the CM
MUST NOT report duplicate events in the docsDevEventTable.

If CMTS supports both volatile and non-volatile storage, the CMTS MUST maintain the non-volatile storage when
both non-volatile Local Log and volatile Local Log bits are set for a specific docsDevEvReporting event priority. If
CMTS supports both volatile and non-volatile storage, the CMTS MAY maintain the volatile storage when both
non-volatile Local Log and volatile Local Log bits are set for a specific docsDevEvReporting event priority. When
both non-volatile Local Log and volatile Local Log bits are set for a specific docsDevEvReporting event priority,
the CMTS MUST NOT report duplicate events in the docsDevEventTable.
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8.1.2.3 Standard DOCSIS events for CMs

The DOCS-CABLE-DEVICE-MIB [RFC 4639] defines 8 priority levels and a corresponding reporting mechanism
for each level.

Emergency event (priority 1)
Reserved for vendor-specific 'fatal' hardware or software errors that prevents normal system operation and causes
the reporting system to reboot.

Every vendor may define their own set of emergency events. Examples of such events might be 'no memory buffers
available', 'memory test failure', etc.

Alert event (priority 2)
A serious failure, which causes the reporting system to reboot, but it is not caused by hardware or software
malfunctioning.

Critical event (priority 3)

A serious failure that requires attention and prevents the device from transmitting data, but could be recovered
without rebooting the system. Examples of such events might be configuration file problems detected by the modem
or the inability to get an IP address from the DHCP server.

Error event (priority 4)
A failure occurred that could interrupt the normal data flow, but will not cause the modem to re-register. Error
events could be reported in real time by using the trap or syslog mechanism.

Warning event (priority 5)

A failure occurred that could interrupt the normal data flow, but will not cause the modem to re-register. "Warning'
level is assigned to events that both CM and CMTS have information about. To prevent sending the same event,
both from the CM and the CMTS, the trap and syslog reporting mechanism is disabled by default for the CM for this
level.

Notice event (priority 6)
The event is important, but is not a failure and could be reported in real time by using the trap or syslog mechanism.
For a CM, an example of a Notice event is any event from 'SW UPGRADE SUCCESS' group.

Informational event (priority 7)
The event is of marginal importance, and is not failure, but could be helpful for tracing the normal modem
operation.

Debug event (priority 8)
Reserved for vendor-specific non-critical events.

During CM initialization or reinitialization, the CM MUST support, as a minimum, the default event reporting
mechanism shown in Table 8-1.

The CM MAY implement default reporting mechanisms above the minimum requirements listed in Table 8-1.

The reporting mechanism for each priority could be changed from the default reporting mechanism by using
docsDevEvVReporting object of DOCS-CABLE-DEVICE-MIB [RFC 4639].

The CM MUST populate the code of an event (as defined in Annex D) with Critical or Alert event priority through
the docsIf3CmStatusCode SNMP object of DOCS-IF3-MIB Annex Q before it recovers from the event. The CM
MUST persist the docsIf3CmStatusCode across system reinitializations.

Table 8-1 - CM Default Event Reporting Mechanism versus Priority

Event Priority Local Log SNMP Syslog Local Log
Non-volatile Notification Volatile
Emergency Yes No No No
Alert Yes No No No
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Event Priority Local Log SNMP Syslog Local Log
Non-volatile Notification Volatile
Critical Yes No No No
Error No Yes Yes Yes
Warning No No No Yes
Notice No Yes Yes Yes
Informational No No No No
Debug No No No No

The CM MUST format notifications that it generates for standard DOCSIS events as specified in 0.

8.1.2.4 Standard DOCSIS events for CMTS

CMTSs use the same levels of the event priorities as a CM (see Section 8.1.2.3); however, the priority definition of
the events is different. Events with the priority level of 'Warning' and less, specify problems that could affect the
individual user (for example, individual CM registration problem).

Every CMTS vendor may define their own set of 'Alert' events.

Priority level of 'Error' indicates problems with a group of CMs (for example CMs that share same upstream
channel).

Priority level of 'Critical' indicates a problem that affects the whole cable system operation, but is not a faulty
condition of the CMTS device.

Priority level of 'Emergency’ is vendor-specific and indicates problems with the CMTS hardware or software, which
prevents CMTS operation.

During CMTS initialization or reinitialization, the CMTS MUST support, as a minimum, the default event reporting
mechanism shown in Table 8-2 or Table 8-3 or Table 8-4.

The CMTS MAY implement default reporting mechanisms above the minimum requirements listed in Table 8-2 or
Table 8-3 or Table 8-4 with the exception of the 'Debug’ priority level.

The reporting mechanism for each priority could be changed from the default reporting mechanism by using
docsDevEvReporting object of DOCS-CABLE-DEVICE-MIB [RFC 4639].

Table 8-2 - CMTS Default Event Reporting Mechanism versus Priority (non-volatile Local Log support only)

Event Priority Local Log SNMP Syslog Local Log

Non-volatile Notification Volatile
Emergency Yes No No Not Used
Alert Yes No No Not Used
Critical Yes Yes Yes Not Used
Error Yes Yes Yes Not Used
Warning Yes Yes Yes Not Used
Notice Yes Yes Yes Not Used
Informational No No No Not Used
Debug No No No Not Used
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Table 8-3 - CMTS Default Event Reporting Mechanism versus Priority (volatile Local Log support only)

Event Priority Local Log SNMP Syslog Local Log
Non-volatile Notification Volatile
Emergency Not Used No No Yes
Alert Not Used No No Yes
Critical Not Used Yes Yes Yes
Error Not Used Yes Yes Yes
Warning Not Used Yes Yes Yes
Notice Not Used Yes Yes Yes
Informational Not Used No No No
Debug Not Used No No No
Table 8-4 - CMTS Default Event Reporting Mechanism versus Priority
Event Priority Local Log SNMP Syslog Local Log
Non-volatile Notification Volatile
Emergency Yes No No No
Alert Yes No No No
Critical Yes Yes Yes No
Error No Yes Yes Yes
Warning No Yes Yes Yes
Notice No Yes Yes Yes
Informational No No No No
Debug No No No No

The CMTS MUST format notifications for standard DOCSIS events as specified in Annex D.

8.1.2.5 Event Priorities for DOCSIS and Vendor Specific Events

A CM MUST assign DOCSIS and vendor specific events as indicated in Table 8-5.

A CMTS MUST assign DOCSIS and vendor specific events as indicated in Table 8-5.
Table 8-5 - Event Priorities Assignment for CMs and CMTS

Event Priority

CM Event Assignment

CMTS Event Assignment

Emergency Vendor Specific Vendor Specific
Alert DOCSIS and Vendor Specific (optional*) Vendor Specific
Critical DOCSIS and Vendor Specific (optional*) DOCSIS and Vendor Specific (optional*)
Error DOCSIS and Vendor Specific (optional*) DOCSIS and Vendor Specific (optional*)
Warning DOCSIS and Vendor Specific (optional*) DOCSIS and Vendor Specific (optional*)
Notice DOCSIS and Vendor Specific (optional*) DOCSIS and Vendor Specific (optional*)

Informational

DOCSIS and Vendor Specific (optional*)

DOCSIS and Vendor Specific (optional*)

Debug

Vendor Specific

Vendor Specific
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Event Priority CM Event Assignment CMTS Event Assignment

*Table Note:
Vendor-specific optional event definitions are recommended only where the CM/CMTS allows for sufficient storage of such events.

8.1.3 Throttling, Limiting and Priority for Event, Trap and Syslog

8.1.3.1 Trap and Syslog Throttling, Trap and Syslog Limiting

A CM MUST support SNMP TRAP/INFORM and syslog throttling and limiting as described in DOCS-CABLE-
DEVICE-MIB [RFC 4639], regardless of SNMP mode. A CMTS MUST support SNMP TRAP/INFORM and
syslog throttling and limiting as described in DOCS-CABLE-DEVICE-MIB [RFC 4639], regardless of SNMP
mode.

8.1.4 SNMPv3 Notification Receiver Config file TLV

This section specifies processing requirements for the SNMPv3 Notification Receiver TLV [MULPIv3.0] when
present in the configuration file. The SNMPv3 Notification Receiver TLV is used to configure SNMPv3 tables for
notification transmission. The CM MUST process the SNMPv3 Notification Receiver TLV only if the CM is in
SNMPv3 Coexistence Mode.

Based on the SNMPv3 Notification Receiver TLV, the CM MUST create entries in the following tables in order to
cause the desired trap transmission:

e snmpNotifyTable

e snmpTargetAddrTable

e snmpTargetAddrExtTable

e snmpTargetParamsTable

o snmpNotifyFilterProfileTable
o snmpNotifyFilterTable

e snmpCommunityTable

e usmUserTable

e vacmContextTable

e vacmSecurityToGroupTable
e vacmAccessTable

e vacmViewTreeFamilyTable

The CM MUST not set to ‘active' an entry created using the SNMPv3 Notification Receiver TLV (see the Common
Radio Frequency Interface Encodings Annex of [MULPIv3.0]) which does not satisfy the corresponding

[RFC 3413] requirements to do so. This type of misconfiguration doesn't stop the CM from registering, however the
SNMP notification process may not work as expected.

The mapping from the TLV to these tables is described in the following section.

8.1.4.1 Mapping of TLV fields into Created SNMPv3 Table Rows

The following sections illustrate how the fields from the config file SNMPv3 Notification Receiver TLV elements
are placed into the SNMPv3 tables. The TLV fields are shown below as:
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Table 8-6 - SNMPv3 Notification Receiver TLV Mapping

Sub-TLVs Variable Name Associated MIB Object
SNMPv3 Notification Receiver IPv4 Address TAddress snmpTargetAddrTAddress [RFC 3413]
SNMPv3 Notification Receiver IPv6 Address TAddress snmpTargetAddrTAddress [RFC 3413]
SNMPv3 Notification Receiver UDP Port Number | Port snmpTargetAddrTAddress [RFC 3413]
SNMPv3 Notification Receiver Trap Type TrapType see following sections
SNMPv3 Notification Receiver Timeout Timeout snmpTargetAddrTimeout [RFC 3413]
SNMPv3 Notification Receiver Retries Retries snmpTargetAddrRetryCount [RFC 3413]
SNMPv3 Notification Receiver Filtering Parameters | FilterOID see following sections
SNMPv3 Notification Receiver Security Name SecurityName see following sections

The variable names from Table 8-6 are defined as follows:

<TAddress> A 32-bit IPv4 or IPv6 address of a notification receiver

<Port> A 16-bit UDP Port number on the notification receiver to receive the notifications
<TrapType> Defines the notification type as explained above

<Timeout> 16-bit timeout, in milliseconds to wait before sending a retry of an Inform Notification
<Retries> 16-bit number of times to retry an Inform after the first Inform transmission

<FilterOID>  The OID of the snmpTrapOID value that is the root of the MIB subtree that defines all of the
notifications to be sent to the Notification Receiver.

<SecurityName> The security name specified on the TLV element, or "@config" if not specified.

Table 8-7 through Table 8-18 are shown in the order that the agent will search down through them when a
notification is generated in order to determine to whom to send the notification, and how to fill out the contents of
the notification packet.

In configuring entries in these SNMPV3 tables, note the following:

The Community Name for traps in SNMPv1 and SNMPv2 packets is configured as "public*. The Security Name in
traps and informs in SNMPv3 packets where no security name has been specified is configured as "@config"”, in
which case the security level is "noAuthNoPriv".

Several columnar objects are configured with a value beginning with the string "@config". If these tables are
configured through other mechanisms, network operators should not use values beginning with "@config" to avoid
conflicts with the mapping process specified here.

8.1.4.1.1 snmpNotifyTable
The snmpNotifyTable is defined in the "Notification MIB Module" section of [RFC 3413].

The CM MUST create two rows with fixed values if one or more SNMPv3 Notification Receiver TLV elements are
present in the config file.

Table 8-7 - snmpNotifyTable

Column Name (* = Part of Index) 1st Row Column Value 2nd Row Column Value
* snmpNotifyName "@config_inform" "@config_trap"
snmpNotifyTag "@config_inform" "@config_trap"
snmpNotifyType inform (2) trap (1)
snmpNotifyStorageType volatile (2) volatile (2)
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Column Name (* = Part of Index)

1st Row Column Value 2nd Row Column Value

snmpNotifyRowStatus

active (1) active (1)

8.1.4.1.2 snmpTargetAddrTable

The snmpTargetAddrTable is defined in the "Definitions™ section of [RFC 3413].
The CM MUST create one row in snmpTargetAddrTable for each entry defined in Table 8-8 -

snmpTargetAddrTable.

Thus, two entries are created in this table if both SNMPv3 Notification Receiver IPv4 Address and SNMPv3
Notification Receiver IPv6 Address sub-TLVs are included in the same TLV. All other parameters are the same.

Table 8-8 - snmpTargetAddrTable

Column Name (* = Part of Index)

Column Value

* snmpTargetAddrName

"@config_n_IPv[4 | 6]" where n is 0..m-1 and m is the number of
SNMPv3 Notification Receiver config file TLVS
@config_n_IPv4 is for an entry created if SNMPv3 Noatification
Receiver config file TLV contains <TrapType> of TDomain
SnmpUDPAddress

@config_n_IPv6 is for an entry created if SNMPv3 Noatification
Receiver config file TLV contains <TrapType> of TDomain
TransportAddressIPv6

snmpTargetAddrTDomain

IPv4: snmpUDPDomain [RFC 3417]
IPv6: transportDomainUdplpv6 [RFC 3419]

snmpTargetAddrTAddress (IP Address
and UDP Port of the Notification
Receiver)

IPv4: SnmpUDPAddress [RFC 3417]

OCTET STRING (6) Octets 1-4: <TAddress> Octets 5-6: <Port>
IPv6: TransportAddressIPv6 [RFC 3419]

OCTET STRING (18) Octets 1-16: <TAddress> Octets 17-18: <Port>

snmpTargetAddrTimeout

<Timeout>

snmpTargetAddrRetryCount

<Retries>

snmpTargetAddrTagList "@config_trap" if <TrapType>is 1,2, or 4
"@config_inform" if <TrapType>is 3 or 5

snmpTargetAddrParams "@config_n"

snmpTargetAddrStorageType volatile (2)

snmpTargetAddrRowStatus active (1)

8.14.1.3

snmpTargetAddrExtTable

The snmpTargetAddrExtTable is defined in the "SNMP Community MIB Module" section of [RFC 3584].
The CM MUST create one row in snmpTargetAddrExtTable for each entry defined in Table 8-8,

snmpTargetAddrTable.

Table 8-9 - snmpTargetAddrExtTable

Column Name (* = Part of Index)

Column Value

* snmpTargetAddrName

"@config_n_IPv[4 | 6]" where n is 0..m-1 and m is the number of
SNMPv3 Notification Receiver config file TLVs (see Table 8-8 for
details).
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Column Name (* = Part of Index) Column Value
snmpTargetAddrTMask <Zero-length OCTET STRING>
snmpTargetAddrMMS SM Maximum Message Size

8.1.4.1.4 snmpTargetParamsTable
The snmpTargetParamsTable is defined in the "Definitions" section of [RFC 3413].

The CM MUST create one row in snmpTargetParamsTable for each SNMPv3 Notification Receiver TLV in the
config file.

Table 8-10 - snmpTargetParamsTable

Column Name (* = Part of Index) Column Value

* snmpTargetParamsName "@config_n" where n is 0..m-1 and m is the number of SNMPv3
Notification Receiver config file TLVs

snmpTargetParamsMPModel SNMPv1 (0) if <TrapType>is 1

SYNTAX: SNMPv2c (1) if <TrapType>is2or3

SnmpMessageProcessingModel SNMPv3 (3) if <TrapType>is 4 or 5

snmpTargetParamsSecurityModel SNMPv1 (1) if <TrapType>is 1

SYNTAX: SnmpSecurityModel SNMPv2c (2) if <TrapType>is 2 or 3

USM (3) if <TrapType>is4or5
Note: The mapping of SNMP protocol types to value here are different
from snmpTargetParamsMPModel

snmpTargetParamsSecurityName If <TrapType>is 1, 2, or 3, or if the <Security Name> field is zero-
length:

"@config"

If <TrapType> is 4 or 5, and the <Security Name> field is non-zero
length:

<SecurityName>

snmpTargetParamsSecurityLevel If <TrapType>is 1, 2, or 3, or if the <Security Name> field is zero-
length:

noAuthNoPriv (1)

If <TrapType> is 4 or 5, and the <Security Name> field is non-zero
length:

The security level of <SecurityName>

snmpTargetParamsStorageType volatile (2)

snmpTargetParamsRowStatus active (1)

8.1.4.1.5 snmpNotifyFilterProfileTable
The snmpNotifyFilterProfileTable is defined in the "Notification MIB Module™ section of [RFC 3413].

The CM MUST create one row in snmpNotifyFilterProfileTable for each SNMPv3 Notification Receiver TLV that
has a non-zero <FilterOID>.

Table 8-11 - snmpNotifyFilterProfileTable

Column Name (* = Part of Index) Column Value

* snmpTargetParamsName "@config_n" where n is 0..m-1 and m is the number of SNMPv3
Notification Receiver config file TLVs
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Column Name (* = Part of Index)

Column Value

snmpNotifyFilterProfileName

"@config_n" where n is 0..m-1 and m is the number of SNMPv3
Notification Receiver config file TLVs

snmpNotifyFilterProfileStorType

volatile (2)

snmpNotifyFilterProfileRowStatus

active (1)

8.1.4.1.6 snmpNotifyFilterTable

The snmpNotifyFilterTable is defined in the "Notification MIB Module" section of [RFC 3413].

The CM MUST create one row in snmpNotifyFilterTable for each SNMPv3 Notification Receiver TLV that has a

non-zero <FilterOID>.

Table 8-12 - snmpNotifyFilterTable

Column Name (* = Part of Index)

Column Value

* snmpNotifyFilterProfileName

"@config_n" where n is 0..m-1 and m is the number of SNMPv3
Notification Receiver config file TLVs

* snmpNotifyFilterSubtree <FilterOID>
snmpNotifyFilterMask <Zero-length OCTET STRING>
snmpNotifyFilterType included (1)
snmpNotifyFilterStorageType volatile (2)
snmpNotifyFilterRowStatus active (1)

8.1.4.1.7 snmpCommunityTable

The snmpCommunityTable is defined in the "SNMP Community MIB Module" section of [RFC 3584].

The CM MUST create one row in snmpCommunityTable with fixed values if one or more SNMPv3 Notification
Receiver TLVs are present in the config file. This causes SNMPv1 and v2c notifications to contain the community
string in snmpCommunityName.

Table 8-13 - snmpCommunityTable

Column Name (* = Part of Index)

Column Value

* snmpCommunityIndex "@config"
snmpCommunityName "public”
snmpCommunitySecurityName "@config"

snmpCommunityContextEnginelD

<the enginelD of the cable modem>

snmpCommunityContextName

<Zero-length OCTET STRING>

snmpCommunityTransportTag

<Zero-length OCTET STRING>

snmpCommunityStorageType

volatile (2)

snmpCommunityStatus

active (1)

8.1.4.1.8 usmUserTable

The usmUserTable is defined in the "Definitions" section of [RFC 3414].
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The CM MUST create one row in usmUserTable with fixed values if one or more SNMPv3 Notification Receiver
TLVs are present in the config file. Other rows are created, one each time the engine ID of a trap receiver is
discovered. This specifies the user name on the remote notification receivers to which notifications are to be sent.

One row in the usmUserTable is created. When the engine ID of each notification receiver is discovered, the agent
copies this row into a new row and replaces the 0x00 in the usmUserEnginelD column with the newly-discovered

value.

Table 8-14 - usmUserTable

Column Name (* = Part of Index)

Column Value

* usmUserEnginelD

0x00

* usmUserName

"@config"
When other rows are created, this is replaced with the <SecurityName>
field from the SNMPv3 Notification Receiver config file TLV.

usmUserSecurityName

"@config"
When other rows are created, this is replaced with the <SecurityName>
field from the SNMPv3 Notification Receiver config file TLV.

usmUserCloneFrom

<don't care> This row cannot be cloned.

usmUserAuthProtocol None
When other rows are created, this is replaced with None or MD5,
depending on the security level of the V3 User.
usmUserAuthKeyChange <don't care>
Write-only
usmUserOwnAuthKeyChange <don't care>
Write-only
usmUserPrivProtocol None

When other rows are created, this is replaced with None or DES,
depending on the security level of the V3 User.

usmUserPrivKeyChange

<don't care>

Write-only
usmUserOwnPrivKeyChange <don't care>

Write-only
usmUserPublic <Zero-length OCTET STRING>
usmUserStorageType volatile (2)
usmUserStatus active (1)

8.1.4.1.9 vacmContextTable

The vacmContextTable is defined in the "Definitions™ section of [RFC 3415].

The CM MUST create one row in vacmContextTable with the zero length octet string for vacmContextName

object.

Table 8-15 - vacmContextTable

Column Name (* = Part of Index)

Column Value

* vacmContextName

<Zero-length OCTET STRING>
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8.1.4.1.10 vacmSecurityToGroupTable
The vacmSecurityToGroupTable is defined in the "Definitions" section of [RFC 3415].

The CM MUST create three rows in vacmSecurityToGroupTable with fixed values if one or more SNMPv3
Notification Receiver TLVSs are present in the config file.

Table 8-16 depicts the three rows with fixed values which are used for the SNMPv3 Notification Receiver TLV
entries with <TrapType> setto 1, 2, or 3, or with a zero-length <SecurityName>. The SNMPv3 Notification
Receiver TLV entries with <TrapType> set to 4 or 5 and a non-zero length <SecurityName> will use the rows
created in the vacmSecurityToGroupTable by the DH Kickstart process.

Table 8-16 - vacmSecurityToGroupTable

Column Name First Row Second Row Third Row
(* = Part of Index) Column Value Column Value Column Value
* vacmSecurityModel SNMPV1 (1) SNMPV2c (2) USM (3)
* vacmSecurityName "@config" "@config" "@config"
vacmGroupName "@configv1" "@configv2" "@configUSM"
vacmSecurityToGroupStorageType volatile (2) volatile (2) volatile (2)
vacmSecurity ToGroupStatus active (1) active (1) active (1)

8.1.4.1.11 vacmAccessTable
The vacmAccessTable is defined in the "Definitions" section of [RFC 3415].

The CM MUST create three rows in vacmAccessTable with fixed values if one or more SNMPv3 Notification
Receiver TLVs are present in the config file.

Table 8-17 depicts the three rows with fixed values which are used for the SNMPv3 Notification Receiver TLV
entries with <TrapType> set to 1, 2, or 3, or with a zero-length <SecurityName>. The SNMPv3 Notification
Receiver TLV entries with <TrapType> set to 4 or 5 and a non-zero length <SecurityName=> will use the rows
created in the vacmAccessTable by the DH Kickstart process.

Table 8-17 - vacmAccessTable

Column Name First Row Column Second Row Column Third Row Column

(* = Part of Index) Value Value Value
* vacmGroupName "@configV1" "@configv2" "@configUSM"
* vacmAccessContextPrefix <zero-length string> <zero-length string> <zero-length string>
* vacmAccessSecurityModel | SNMPV1 (1) SNMPV2c (2) USM (3)
* vacmAccessSecurityLevel noAuthNoPriv (1) noAuthNoPriv (1) noAuthNoPriv (1)
vacmAccessContextMatch exact (1) exact (1) exact (1)

vacmAccessReadViewName

<Zero-length OCTET
STRING>

<Zero-length OCTET
STRING>

<Zero-length OCTET
STRING>

vacmAccessWriteViewName

<Zero-length OCTET
STRING>

<Zero-length OCTET
STRING>

<Zero-length OCTET
STRING>

vacmAccessNotifyViewName |["@config" "@config" "@config"
vacmAccessStorageType volatile (2) volatile (2) volatile (2)
vacmAccessStatus active (1) active (1) active (1)
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8.1.4.1.12 vacmViewTreeFamilyTable

The vacmViewTreeFamilyTable is defined in the "Definitions" section of [RFC 3415].

The CM MUST create one row in vacmViewTreeFamilyTable with fixed values if one or more SNMPv3

Notification Receiver TLVSs are present in the config file.

This row is used for the SNMPv3 Notification Receiver TLV entries with <TrapType> set to 1, 2, or 3 or with a
zero-length <SecurityName>. The SNMPv3 Notification Receiver TLV entries with <TrapType> setto 4 or 5 and a
non-zero length <SecurityName> will use the rows created in the vacmViewTreeFamilyTable by the DH Kickstart

process.

Table 8-18 - vacmViewTreeFamilyTable

Column Name (* = Part of Index)

Column Value

* vacmViewTreeFamilyViewName "@config"

* vacmViewTreeFamilySubtree 13
vacmViewTreeFamilyMask <default from MIB>
vacmViewTreeFamilyType included (1)
vacmViewTreeFamilyStorageType volatile (2)
vacmViewTreeFamilyStatus active (1)

8.1.5 Non-SNMP Fault Management Protocols

The OSS can use a variety of tools and techniques to examine faults at multiple layers. For the IP layer, useful non-
SNMP based tools include ping (ICMP Echo and Echo Reply), and trace route (UDP and various ICMP Destination
Unreachable flavors). The CM MUST respond to ICMP Echo Request (ping) messages received through its CMCI
[CMCIv3.0] interface(s) to enable local connectivity testing from a subscriber's PC to the modem. The CM MUST
support IP end-station generation of ICMP error messages and processing of all ICMP messages. The CMTS MUST
support IP end-station generation of ICMP error messages and processing of all ICMP messages.

Syslog requirements are defined in Section 8.1.2.

8.2 Configuration Management

Modifying the configuration information of a CM and/or CMTS can be categorized as non-operational or
operational.

Non-operational changes occur when a NMS issues a modify command to a CM/CMTS, and the change doesn't
affect the operating environment. For example, a NMS can change contact information, such as the name and
address of the person responsible for a CMTS.

Operational changes occur when a NMS issues a modify command to a CM/CMTS, and the change affects the
underlying resource or environment. For example, a NMS can change the CMTS stored value for the CMTS MIC
which in turn will cause a change in the CM authorization policy during registration.

The CM and CMTS are required to support the SNMP protocol interface as specified in Section 6. Section 7 defines
the SNMP MIB objects that are required to be supported by a CM and CMTS.

In addition to the SNMP interface to modify the attribute values stored in the CM and CMTS, vendor specific
methods such as Command Line Interface (CLI) or an HTTP interface could be present. Irrespective of the method
used, it is necessary to assure the data integrity as a result of changes performed using different interfaces. For
example when the attribute value is modified using one management interface, this changed value is reported when
that attribute is accessed from any of the other interfaces. When a change in the value of the attribute does not
succeed, requesting the same change from another interface also results in failure (assuming the same level of access
control for all those interfaces for the specific operation). If an event is generated as a result of making the change in
one management interface, this is reported independent of how the change was initiated.
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8.2.1 Version Control
The CM MUST support software revision and operational parameter configuration interrogation.

The CM includes the hardware version, boot ROM image version, vendor name, current software version, and
model number in the sysDescr object (from [RFC 3418]).

The CM MUST support docsDevSwCurrentVers MIB object (from [RFC 4639]) and report the current software
version of the CM.

The CM MUST report for the sysDescr object the Type and Value fields identified in Table 8-19:

Table 8-19 - sysDescr Format

Type Value
HW_REV <Hardware Version>
VENDOR <Vendor Name>

BOOTR <Boot ROM Version>
SW_REV <Software Version>
MODEL <Model Number>

The CM MUST report each Type and Value for the sysDescr object identified in Table 8-20; with each Type field
and corresponding Value field separated with a colon followed by a single blank space and each Type-Value pair is
separated by a semicolon followed by a single blank space. The correct format is illustrated below.

HW_REV: <value>; VENDOR: <value>; BOOTR: <value>; SW_REV: <value>; MODEL.: <value>

For instance, a sysDescr of a CM of vendor X, hardware version 5.2, boot ROM image version 1.4, software version
2.2, and model number Z is formatted as follows:

any text<<HW_REV: 5.2; VENDOR: X; BOOTR: 1.4; SW_REV: 2.2; MODEL: Z>>any text

The CM MUST report all of the information necessary in determining what software the CM is capable of being
upgraded to. If any fields in Table 8-19 are not applicable, the CM MUST report "NONE" as the value.

For instance, a sysDescr of a CM of vendor X, hardware version 5.2, no boot ROM image information, software
version 2.2, and model number Z is formatted as follows:

any text<<HW_REV: 5.2; VENDOR: X; BOOTR: NONE; SW_REV: 2.2; MODEL: Z>>any text

The intent of specifying the format of sysDescr is to define how to report information in a consistent manner so that
sysDescr field information can be programmatically parsed. This format specification does not intend to restrict the
vendor's hardware version numbering policy.

The CMTS MUST implement the sysDescr object (from [RFC 3418]). For the CMTS, the format and content of the
information in sysDescr is vendor-dependent.
8.2.2 System Configuration

The CM MUST support system configuration by configuration file, configuration-file-based SNMP encoded object,
and SNMP Set operation. The CM MUST support any valid configuration file created in accordance with
configuration file size limitations defined in the CM Configuration Interface Specification Annex in [MULPIv3.0].

The CMTS MUST support system configuration through SNMP Set operation.
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8.2.3 Secure Software Download

The CM Secure Software Download (SSD) process is documented in detail in the Secure Software Download
section of [SECv3.0].

The CM MUST use the Secure Software Download mechanism to perform software upgrade regardless of the
version (pre-3.0 DOCSIS or 3.0 DOCSIS) of the CMTS to which it is connected.

There are two available Secure Software Download schemes: the manufacturer control scheme and the operator
control scheme.

Config File Server NMS

CM Config File
- 1.0 Style — 1.0 CMTS

- Mfg CVC
Note 1

3.0CM

Yvy

SW Download
Server

CM Code File
- Image for 3.0 CM

- Mfg Sign & CVC

Config File Server

CM Config File
-1.1,2.0 or 3.0 Style 11,2.00r3.0
- Mfg CVC CMTS

3.0CM

Yvy

SW Download Note 1
Server /

CM Code File

- Image for 3.0 CM NMS

- Mfg Sign & CVC

Figure 8-1 - Manufacturer Control Scheme
In reference to Figure 8-1 above:

Note 1: Use docsDevSoftware group ([RFC 2669], [RFC 4639]) in case that the software downloading is triggered
by the MIB.
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Config File Server NMS

CM Config File

- 1.0 Style | 1.0 CMTS
-MSO CvVC

- Mfg CVC (optional) Note 1

3.0CM

AA

SW Download
Server

CM Code File

- Image for 3.0 CM

- MSO Sign & CVC

- Mfg Sign & CVC

Config File Server
CM Config File
-1.1,2.0 or 3.0 Style 1.1,2.00r 3.0

-MSO cvC CMTS
- Mfg CVC (optional)
Note 1

SW Download
Server

CM Code File
- Image for 3.0 CM NMS
- MSO Sign & CVC
- Mfg Sign & CVC

3.0CM

\AA

Figure 8-2 - Operator control scheme
In reference to Figure 8-2 above:

Note 1. Use docsDevSoftware group ([RFC 2669], [RFC 4639]) in case that the software downloading is triggered
by the MIB.

Prior to Secure Software Download initialization, CVC information needs to be initialized at the CM for software
upgrade. Depending on the scheme (described above) that the operator chooses to implement, the CM requires
appropriate CVC information in the configuration file. It is recommended that CVC information always be present
in the configuration file so that a device will always have the CVC information initialized and read if the operator
decides to use a SNMP-initiated upgrade as a method to trigger a Secure Software Download operation. If the
operator decides to use a configuration-file-initiated upgrade as a method to trigger Secure Software Download,
CVC information needs to be present in the configuration file at the time the CM is rebooted to get the configuration
file that will trigger the upgrade only.

There are two methods to trigger Secure Software Download: SNMP-initiated and configuration-file-initiated. The
CM MUST support both SNMP-initiated and configuration-file-initiated methods to trigger Secure Software
Download. The CMTS MAY support either one or both methods to trigger Secure Software Download.

The following describes the SNMP-initiated mechanism. Prior to a SNMP-initiated upgrade, a CM MUST have
valid X.509-compliant code verification certificate information. From a network management station:

1. Set docsDevSwServerAddressType to 'ipv4' or 'ipv6'.

2. Set docsDevSwServerAddress to the IPv4 or IPv6 address of the Software Download server for software
upgrades.

3. Set docsDevSwFilename to the file path name of the software upgrade image.
4. Set docsDevSwAdminStatus to 'upgradeFromMgt'.

If docsDevSwAdminStatus is set to 'ignoreProvisioningUpgrade’, the CM MUST ignore any software download
configuration file setting and not attempt a configuration file initiated upgrade.

The CM MUST preserve the value of docsDevSwAdminStatus across reset/reboots until over-written from an
SNMP manager or by a TLV-11 [MULPIv3.0] setting in the CM configuration file. That is, the value of
docsDevSwAdminStatus is required to persist across CM reboots.
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The CM MUST report ‘allowProvisioningUpgrade' as the default value of docsDevSwAdminStatus until it is over-
written by ‘ignoreProvisioningUpgrade', following a successful SNMP-initiated software upgrade or otherwise
altered by the management station.

The CM MUST preserve the value of docsDevSwOperStatus across reset/reboots. That is, the value of the CM's
docsDevSwOperStatus object is required to persist across resets to report the outcome of the last software upgrade
attempt.

After the CM has completed a configuration-file-initiated secure software upgrade, the CM MUST reboot and
become operational with the correct software image as specified in [MULPIv3.0]. After the CM is registered
following a reboot after a configuration file initiated secure software upgrade, the CM MUST adhere to the
following requirements:

e The CM MUST report allowProvisioningUpgrade' as the value for docsDevSwAdminStatus.

e The CM MAY report the filename of the software currently operating on the CM as the value for
docsDevSwFilename.

e The CM MAY report the IP address of the Software Download server containing the software that is currently
operating on the CM as the value for docsDevSwServerAddress.

e The CM MUST report ‘completeFromProvisioning' as the value for docsDevSwOperStatus.

e The CM MUST report the current version of the software that is operating on the CM as the value for
docsDevSwCurrentVers.

After the CM has completed an SNMP-initiated secure software upgrade, the CM MUST reboot and become
operational with the correct software image as specified in [MULPIv3.0]. After the CM is registered following a
reboot after an SNMP-initiated secure software upgrade, the CM MUST adhere to the following requirements:

e The CM MUST report ‘ignoreProvisioningUpgrade' as the value for docsDevSwAdminStatus.

e The CM MAY report the IP address of the Software Download server containing the software that is currently
operating on the CM as the value for docsDevSwServerAddress.

e The CM MUST report ‘completeFromMgt" as the value for docsDevOperStatus.

e The CM MUST report the current version of the software that is operating on the CM as the value for
docsDevSwCurrentVers.

If the value of docsDevSwAdminStatus is 'ignoreProvisioningUpgrade’, the CM MUST ignore any software upgrade
value that is optionally included in the CM configuration file and become operational with the current software
image after the CM is registered. After the CM is registered following a reboot with a software upgrade value in the
CM configuration file, the CM MUST adhere to the following requirements:

e The CM MUST report 'ignoreProvisioningUpgrade' as the value for docsDevSwAdminStatus.

e The CM MAY report the filename of the software currently operating on the CM as the value for
docsDevSwFilename.

e The CM MAY report the IP address of the Software Download server containing the software that is currently
operating on the CM as the value for docsDevSwServerAddress.

e The CM MUST report ‘completeFromMgt' as the value for docsDevSwOperStatus.

e The CM MUST report the current version of the software that is operating on the CM as the value for
docsDevSwCurrentVers.

Retries due to a power loss or reset are only required for an SNMP-initiated upgrade. If a power loss or reset occurs
during a configuration-file-initiated upgrade, the CM will follow the upgrade TLV directives in the configuration
file upon reboot. It will not retry the previous upgrade. The config file upgrade TLVs essentially provides a retry
mechanism that is not available for an SNMP-initiated upgrade.

AMERICAN NATIONAL STANDARD
© SCTE-ISBE 113



ANSI/SCTE 135-4 2019

If a CM suffers a loss of power or resets during an SNMP-initiated upgrade, the CM MUST resume the upgrade
without requiring manual intervention. When the CM resumes the upgrade process after a reset that occurred during
an SNMP-initiated software upgrade, the CM MUST adhere to the following requirements:

e The CM MUST report 'upgradeFromMgt' as the value for docsDevSwAdminStatus.
e The CM MUST report the filename of the software image to be upgraded as the value for docsDevSwFilename.

e The CM MUST report the IP address of the Software Download server containing the software upgrade image
to be upgraded as the value for docsDevSwServerAddress.

e The CM MUST report 'inProgress' as the value for docsDevSwOperStatus.

e The CM MUST report the current version of software that is operating on the CM as the value for
docsDevSwCurrentVers.

In the case where the CM reaches the maximum number of TFTP Download Retries, as specified in the Parameters
and Constraints Annex of [MULPIv3.0], resulting from multiple losses of power or resets during an SNMP-initiated
upgrade, the CM MUST behave as specified in [MULPIv3.0]. In this case, after the CM is registered, the CM
MUST adhere to the following requirements:

e The CM MUST report ‘allowProvisioningUpgrade' as the value for docsDevSwAdminStatus.

e The CM MUST report the filename of the software that failed the upgrade process as the value for
docsDevSwFilename.

e The CM MUST report the IP address of the Software Download server containing the software that failed the
upgrade process as the value for docsDevSwServerAddress.

e The CM MUST report 'other as the value for docsDevSwOperStatus.

e The CM MUST report the current version of software that is operating on the CM as the value for
docsDevSwCurrentVers.

When the CM reboots following a reset that occurred during a configuration file-initiated software download, the
CM MUST ignore the fact that a previous upgrade was in progress and either not perform an upgrade if no upgrade
TLVs are present in the config file, or if upgrade TLVs are present, take the action described in the requirements in
the section "Downloading Cable Modem Operating Software" of [MULPIv3.0], at the time of the reboot.

In the case where the CM had a configuration-file-initiated upgrade in progress during a reset and if there are no
upgrade TLVs in the config file upon reboot, the CM MUST adhere to the following requirements:

e The CM MUST report ‘allowProvisioningUpgrade' as the value for docsDevSwAdminStatus.
e The CM MAY report the filename of the current software image as the value for docsDevSwFilename.

e The CM MAY report the IP address of the Software Download server containing the software that is currently
operating in the CM as the value for docsDevSwServerAddress.

e The CM MUST report 'other as the value for docsDevSwOperStatus.

e The CM MUST report the current version of software that is operating on the CM as the value for
docsDevSwCurrentVers.

In the case where the CM had a configuration-file-initiated upgrade in progress during a reset, if there are upgrade
TLVs in the config file upon reboot, the CM MUST adhere to the following requirements:

e The CM MUST report ‘allowProvisioningUpgrade' as the value for docsDevSwAdminStatus.

e The CM MUST report the filename contained in TLV-9 [MULPIv3.0] of the config file as the value for
docsDevSwFilename.

e The CM MUST report the IP address of the Software Download server containing the software to be loaded into
the CM as the value for docsDevSwServerAddress, per the requirements stated in the section "Downloading
Cable Modem Operating Software" of [MULPIv3.0].
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e The CM MUST report 'inProgress' as the value for docsDevSwOperStatus.

e The CM MUST report the current version of software that is operating on the CM as the value for
docsDevSwCurrentVers.

If a CM exhausts the required number of TFTP Request Retries, as specified in the Parameters and Constraints
Annex of [MULPIv3.0], the CM MUST behave as specified in [MULPIv3.0]. If a CM exhausts the maximum
number of configured TFTP Request Retries without successfully downloading the specified file, the CM MUST
fall back to last known working image and proceed to an operational state. After a CM falls back to the last known
working software image after exhausting the maximum number of configured TFTP Request Retries without
successfully downloading the specified file, the CM MUST adhere to the following requirements:

e The CM MUST report ‘allowProvisioningUpgrade' as the value for docsDevSwAdminStatus.

e The CM MUST report the filename of the software that failed the upgrade process as the value for
docDevSwFilename.

e The CM MUST report the IP address of the Software Download server containing the software that failed the
upgrade process as the value for docsDevSwServerAddress.

e The CM MUST report 'failed' as the value for docsDevSwOperStatus.

e The CM MUST report the current version of software that is operating on the CM as the value for
docsDevSwCurrentVers.

In the case where a CM successfully downloads (or detects during download) an image that is not intended for the
CM device, the CM hehaves as specified in the section "Downloading Cable Modem Operating Software™ of
[MULPIv3.0]. If a CM successfully downloads an image that is not intended for it, or detects during the download
of a software image that the image is not for itself, the CM MUST adhere to the following requirements:

e The CM MUST report ‘allowProvisioningUpgrade' as the value for docsDevSwAdminStatus.

e The CM MUST report the filename of the software that failed the upgrade as the value for
docsDevSwFilename.

e The CM MUST report the IP address of the Software Download server containing the software that failed the
upgrade process as the value for docsDevSwServerAddress.

e The CM MUST report 'other as the value for docsDevSwOperStatus.

e The CM MUST report the current version of software that is operating on the CM as the value for
docsDevSwCurrentVers.

In the case where the CM determines that the download image is damaged or corrupted, the CM MUST reject the
newly downloaded image. The CM MAY re-attempt to download if the maximum number of TFTP Download
Retries has not been reached, as specified in the Parameters and Constants Annex of [MULPIv3.0]. If the CM
chooses not to retry, the CM MUST fall back to the last known working image and proceed to an operational state
and generate appropriate event notification as specified in Annex D. If the CM does not retry to download a
corrupted software image and falls back to the last known working software image, the CM MUST adhere to the
following requirements:

e The CM MUST report ‘allowProvisioningUpgrade' as the value for docsDevSwAdminStatus.

e The CM MUST report the filename of the software that failed the upgrade as the value for
docsDevSwFilename.

e The CM MUST report the IP address of the Software Download server containing the software that failed the
upgrade process as the value for docsDevSwServerAddress.

e The CM MUST report 'other' as the value for docsDevSwOperStatus.

e The CM MUST report the current version of software that is operating on the CM as the value for
docsDevSwCurrentVers.
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In the case where the CM determines that the image is damaged or corrupted, the CM MAY re-attempt to download
the new image if the maximum number of TFTP Download Retries has not been reached, as specified in Parameters
and Constraints Annex of [MULPIv3.0]. On the final consecutive failed retry of the CM software download attempt,
the CM MUST fall back to the last known working image and proceed to an operational state and generate
appropriate event notification as specified in Annex D. If a CM falls back to the last known working software image
after failing the defined consecutive retry attempts, the CM MUST send two notifications, one to notify that the max
retry limit has been reached, and another to notify that the image is damaged. Immediately after the CM reaches the
operational state after failing the defined consecutive retry attempts to download a software image and falling back
to the last known working software image, the CM MUST adhere to the following requirements:

e The CM MUST report ‘allowProvisioningUpgrade' as the value for docsDevSwAdminStatus.

e The CM MUST report the filename of the software that failed the upgrade as the value for
docsDevSwFilename.

e The CM MUST report the IP address of the Software Download server containing the software that failed the
upgrade process as the value for docsDevSwServerAddress.

e The CM MUST report 'other' as the value for docsDevSwOperStatus.

e The CM MUST report the current version of software that is operating on the CM as the value for
docsDevSwCurrentVers.

8.2.4 CM Configuration Files, TLV-11 and MIB OIDs/Values

The following sections define the use of CM configuration file TLV-11 elements and the CM rules for translating
TLV-11 elements into SNMP PDU (SNMP MIB OlID/instance and MIB OID/instance value combinations; also
referred to as SNMP varbinds).

This section also defines the CM behaviors, or state transitions, after either pass or fail of the CM configuration
process.

For TLV-11 definitions refer to the Common Radio Frequency Interface Encodings Annex of [MULPIv3.0].

8.2.4.1 CM configuration file TLV-11 element translation (to SNMP PDU)

TLV-11 translation defines the process used by the CM to convert CM configuration file information (TLV-11
elements) into SNMP PDU (varbinds). The CM is required to translate CM configuration file TLV-11 elements into
a single SNMP PDU containing (n) MIB OID/instance and value components (SNMP varbinds). Once a single
SNMP PDU is constructed, the CM processes the SNMP PDU and determines the CM configuration pass/fail based
on the rules for CM configuration file processing, described below. However, if a CM is not physically capable of
processing a potentially large single CM configuration file-generated SNMP PDU, the CM is still required to behave
as if all MIB OlID/instance and value components (SNMP varbinds) from CM configuration file TLV-11 elements
are processed as a single SNMP PDU.

In accordance with [RFC 3416], the single CM configuration file generated SNMP PDU will be treated "as if
simultaneous™ and the CM MUST behave consistently, regardless of the order in which TLV-11 elements appear in
the CM configuration file, or SNMP PDU.

The CM configuration file MUST NOT contain duplicate TLV-11 elements (duplicate means SNMP MIB object has
identical OID). If the configuration file received by the CM contains duplicate TLV-11 elements, the CM MUST
reject the configuration file.

8.2.4.1.1 Rules for CreateAndGo and CreateAndWait
The CM MUST support ‘createAndGo' [RFC 2579] for row creation.

The CM MAY support ‘createAndWait' [RFC 2579]. If the CM supports 'createAndWait', there is the constraint that
CM configuration file TLV-11 elements MUST NOT be duplicated (all SNMP MIB OID/instance must be unique).
If a CM constructs an SNMP PDU from a CM configuration file TLV-11 element that contains an SNMP
‘createAndWait' value for a given SNMP MIB OID/instance, the CM MUST NOT also include in that SNMP PDU
an SNMP Active value for the same SNMP MIB OlD/instance (and vice versa). A CM MAY accept a configuration
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file that contains a TLV-11 'createAndWait' element if the intended result is to create an SNMP table row which will
remain in the SNMP 'notReady' or SNMP 'notInService' state until a non-configuration file SNMP PDU is issued,
from an SNMP manager, to update the SNMP table row status.

Both SNMP 'notReady' and SNMP 'notInService' states are valid table row states after an SNMP ‘createAndWait'
instruction.
8.2.4.2 CM configuration TLV-11 elements not supported by the CM

If any CM configuration file TLV-11 elements translate to SNMP MIB OIDs that are not MIB OID elements
supported by the CM, then the CM MUST ignore those SNMP varbinds, and treat them as if they had not been
present, for the purpose of CM configuration. This means that the CM will ignore SNMP MIB OIDs for other
vendors' private MIBs as well as standard MIB elements that the CM does not support.

CMs that do not support SNMP CreateAndWait for a given SNMP MIB table MUST ignore, and treat as if not
present, the set of columns associated with the SNMP table row.

If any CM configuration file TLV-11 element(s) are ignored, then the CM MUST report them via the CM
configured notification mechanism(s), after the CM is registered. The CM MUST report ignored configuration file
TLV-11 elements following the notification method in accordance with Section 8.1.2.3.

8.2.4.3 CM state after CM configuration file processing success

After successful CM configuration via CM configuration file, the CM MUST proceed to register with the CMTS
and proceed to its operational state.

8.2.4.4 CM state after CM configuration file processing failure

If any CM configuration file generated SNMP PDU varbind performs an illegal set operation (illegal, bad, or
inconsistent value) to any MIB OlD/instance supported by the CM, the CM MUST reject the configuration file. The
CM MUST NOT proceed with CM registration if it fails to download and process the configuration file.

8.2.5 IPDR Exporter Configuration

The CMTS SHOULD provide a management interface for IPDR Streaming set of mandatory requirements not
limited to:

e Authorized Collectors access list.

e Redundant Collector Policies for Streaming Sessions.

e Configuration of Time intervals for exporting.

o |IPDR/SP KeepAlive ackSequencelnterval and ackTimelnterval parameters.

e Configurable document boundaries using session start/stop messages (both for time interval and event sessions
with topology services).

e Configuration of single service in multiple sessions that use different export methodologies (ad-hoc/event or ad-
hoc/time).

8.3 Accounting Management

This specification defines an accounting management interface for subscriber usage-based applications denominated
Subscriber Account Management Interface Specification (SAMIS). SAMIS is defined to enable prospective vendors
of cable modems and cable modem termination systems to address the operational requirements of subscriber
account management in a uniform and consistent manner. It is the intention that this would enable operators and
other interested parties to define, design and develop Operations and Business Support Systems necessary for the
commercial deployment of different class of services over cable networks, with accompanying usage-based billing
of services for each individual subscriber.

Subscriber Account Management described here refers to the following business processes and terms:
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Class of Service Provisioning Processes, which are involved in the automatic and dynamic provisioning and
enforcement of subscribed class of policy-based service level agreements (SLAS).

Usage-Based Billing Processes, which are involved in the processing of bills based on services rendered to and
consumed by paying subscribers. This Specification focuses primarily on bandwidth-centric usage-based billing
scenarios. It complements the IPCablecom Event Messages Specifications [PC EMv1.0].

The business processes defined above are aligned with the scenarios for Subscriber Account Management described
in Appendix | of this specification. In order to develop the DOCSIS-OSS Subscriber Account Management
Specification, it is necessary to consider high-level business processes common to cable operators and the associated
operational scenarios. These issues are discussed in Annex B.

8.3.1 Subscriber Usage Billing and Class of Services

The [MULPIv3.0] specification uses the concept of class of service, as the term to indicate the type of data services
a CM requests and receives from the CMTS, (see [MULPIv3.0]). From a high level perspective class of services are
observed as subscriber types (e.g., residential or business) and the DOCSIS RFI MAC layer parameters fulfill the
subscriber service needs.

The [MULPIv3.0] specification supports two service class definition types: DOCSIS 1.1 QoS which offers queuing
and scheduling services and the optional, backward-compatible DOCSIS 1.0 Class of Service (CoS) which offers
only Queuing services.

8.3.1.1 DOCSIS 1.1 Quality of Service (QoS)

The [MULPIv3.0] specification provides a mechanism for a Cable Modem (CM) to register with its Cable Modem
Termination System (CMTS) and to configure itself based on external QoS parameters when it is powered up or
reset.

To quote (in part) from the Theory of Operation section of [MULPIv3.0]:

The principal mechanism for providing enhanced QoS is to classify packets traversing the RF MAC interface into a
Service Flow. A Service Flow is a unidirectional flow of packets that provide a particular Quality of Service. The
CM and the CMTS provide this QoS by shaping, policing, and prioritizing traffic according to the QoS Parameter
Set defined for the Service Flow.

The requirements for Quality of Service include:

e A configuration and registration function for pre-configuring CM-based QoS Service Flows and traffic
parameters.

e Utilization of QoS traffic parameters for downstream Service Flows.
o Classification of packets arriving from the upper layer service interface to a specific active Service Flow

e  Grouping of Service Flow properties into named Service Classes, so upper layer entities and external
applications (at both the CM and the CMTS) can request Service Flows with desired QoS parameters in a
globally consistent way.

A Service Class Name (SCN) is defined in the CMTS by provisioning (see Annex O). An SCN provides an
association to a QoS Parameter Set. Service Flows that are created using an SCN are considered to be "named"
Service Flows. The SCN identifies the service characteristics of a Service Flow to external systems such as a billing
system or customer service system. For consistency in billing, operators should ensure that SCNs are unique within
an area serviced by the same BSS that utilizes this interface. A descriptive SCN might be something like PrimaryUp,
GoldUp, VoiceDn, or BronzeDn to indicate the nature and direction of the Service Flow to the external system.

A Service Package implements a Service Level Agreement (SLA) between the MSO and its Subscribers on the RFI
interface. A Service Package might be known by a name such as Gold, Silver, or Bronze. A Service Package is itself
implemented by the set of named Service Flows (using SCNs) that are placed into a CM Configuration File! that is

! The CM Configuration File contains several kinds of information needed to properly configure the CM and its
relationship with the CMTS, but for the sake of this discussion only the Service Flow and Quality of Service
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stored on a Config File server. The set of Service Flows defined in the CM Config File are used to create active
Service Flows when the CM registers with the CMTS. Note that many Subscribers are assigned to the same Service
Package and, therefore, many CMs use the same CM Config File to establish their active Service Flows.

A Service Package has to define at least two Service Flows known as Primary Service Flows that are used by default
when a packet matches none of the classifiers for the other Service Flows. A CM Config File that implements a
Service Package, therefore, must define the two primary Service Flows using SCNs (e.g., PrimaryUp and
PrimaryDn) that are known to the CMTS if these Service Flows are to be visible to external systems by this billing
interface. Note that it is often the practice in a usage sensitive billing environment to segregate the operator's own
maintenance traffic, to and from the CM, into the primary service flows so that this traffic is not reflected in the
traffic counters associated the subscriber's SLA service flows.

The [MULPIv3.0] specification also provides for dynamically created Service Flows. An example could be a set of
dynamic Service Flows created by an embedded IPCablecom Multimedia Terminal Adapter (MTA) to manage VolP
signaling and media flows. All dynamic Service Flows must be created using an SCN known to the CMTS if they
are to be visible to the billing system. These dynamic SCNs do not need to appear in the CM Config File but the
MTA may refer to them directly during its own initialization and operation.

During initialization, a CM communicates with a DHCP Server that provides the CM with its assigned IP address
and, in addition, receives a pointer to the Config File server that stores the assigned CM Config File for that CM.
The CM reads the CM Config File and forwards the set of Service Flow definitions (using SCNs) up to the CMTS.
The CMTS then performs a macro-expansion on the SCNs (using its provisioned SCN templates) into QoS
Parameter Sets sent in the Registration Response for the CM. Internally, each active Service Flow is identified by a
32-bit SFID assigned by the CMTS to a specific CM (relative to the RFI interface). For billing purposes, however,
the SFID is not sufficient as the only identifier of a Service Flow because the billing system cannot distinguish the
class of service being delivered by one SFID from another. Therefore, the SCN is necessary, in addition to the SFID,
to identify the Service Flow's class of service characteristics to the billing system.

The billing system can then rate the charges differently for each of the Service Flow traffic counts based on its
Service Class (e.g., Gold octet counts are likely to be charged more than Bronze octet counts). Thus, the billing
system obtains, from the CMTS, the traffic counts for each named Service Flow (identified by SFID and SCN) that a
subscriber's CM uses during the billing data collection interval. This is true even if multiple active Service Flows
(i.e., SFIDs) are created using the same SCN for a given CM over time. This will result in multiple billing records
for the CM for Service Flows that have the same SCN (but different SFIDs). Note that the SFID is the primary key
to the Service Flow. When an active Service Flow exists across multiple sequential billing files, the SFID allows the
sequence of recorded counter values to be correlated to the same Service Flow instance.

8.3.1.2 DOCSIS 1.0 Class of Service (CoS)

The [MULPIv3.0] specification also provides the backward compatible mechanism to support DOCSIS 1.0 Class of
Service for any CM version being provisioned with a DOCSIS 1.0-style config file.

DOCSIS 1.0 CosS offers, for the CM, upstream queuing services consisting of minimum guarantee upstream
bandwidth, traffic priority, and maximum packet size per transmit opportunity. CoS also offers a policy mechanism
for upstream and downstream Maximum bandwidth allocation per CM.

Even though the Subscriber Account Management Interface Specification defined herein was intended for billing
services which use the DOCSIS 1.1 QoS feature set. However, the existing DOCSIS 1.0 CM installed-based merits
the addition of DOCSIS 1.0 Class of Service profiles into the usage billing record with the following considerations:

e The Subscriber Usage Billing record is not capable of differentiating a Service Package (as described in Section
8.3.1.1). In other words, for CoS there is no equivalent to SCN of DOCSIS 1.1 QoS that could be used to
differentiate CMs with different CoS provisioning parameters or in the occurrence of CMs provisioned with
more than one CoS configuration set.

e DOCSIS 1.0 Class of Service Management interface [RFC 4546] does not provide a standard set of downstream
data traffic counters associated to the CM queuing services. This Subscriber Usage Billing interface requires the
implementation of downstream counters in a proprietary manner.

components are of interest
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8.3.1.3 High-Level Requirements for Subscriber Usage Billing Records

This section provides the high-level, functional requirements of this interface.

The CMTS provides formatted Subscriber Usage Billing Records for all subscribers attached to the CMTS, on
demand, to mediation or billing systems.

The transfer of these Usage Billing Records from the CMTS to the mediation/billing system uses the streaming
model defined in [IPDR/SP]. This is a mechanism for transmission of Usage Billing Records in near "real-time"
from the CMTS to the mediation system.

The CMTS needs to support a minimum billing record transfer interval of 15 minutes.

The CMTS MUST support the processing and transmitting of Subscriber Usage Billing Records as follows:

A Subscriber Usage Billing Record identifies the CMTS by host name and IP address and the date and time
record is sent. The sysUpTime value for the CMTS is recorded, as well as the MAC domain, downstream and
upstream information, the CM is registered on to facilitate the characterization of cable interfaces usage.

A Subscriber Usage Billing Record is identified by CM MAC address (but not necessarily sorted). The
Subscriber's current CM IP address is also present in the billing record for the Subscriber. If the CMTS is
tracking CPE addresses behind the Subscriber's CM, then these CPE MAC and IP addresses are also be present
in the billing record as well. CPE FQDNs (Fully Qualified Domain Name) are be present in the billing record
only if gleaned from DHCP relay agent transactions (reverse DNS queries are not required).

A Subscriber Usage Billing Record has entries for each active Service Flow (identified by SFID and Service
Class Name) used by all CMs operating in DOCSIS 1.1 (or higher) registration mode during the collection
interval. This includes all currently running Service Flows, as well as all terminated Service Flows that were
deleted and logged during the collection interval. A provisioned or admitted state SF that was deleted before it
became active, is not recorded in the billing document, even though it was logged by the CMTS. For CMs
registered in DOCSIS 1.0 mode Service Class Name is not used and left empty.

A Subscriber Usage Billing Record of a CM provisioned with DOCSIS 1.0 CoS is identified by Service
Identifier (SID). The CMTS records information for primary SIDs and not for temporary SIDs. In other words,
only information pertaining after the CM registration period is recorded.

A Subscriber Usage Billing Record identifies a running Service Flows or a terminated Service Flows, as well as
DOCSIS 1.0 running CM SIDs or a de-registered CMs. A terminated Service Flow or DOCSIS 1.0 SID is
reported into a Subscriber Usage Billing Record once. Similarly, records for CMs running DOCSIS 1.0 Class of
Service are based on Upstream Queue Services of the [RFC 4546] and proprietary information for downstream
information.

A Subscriber Usage Billing Record identifies the Service Flow or DOCSIS 1.0 CoS direction as upstream or
downstream. It collects the number of packets and octets passed for each upstream and downstream Service
Flow. The number of packets dropped and the number of packets delayed due to enforcement of QoS maximum
throughput parameters (SLA) are also be collected for each Service Flow. In the case of an upstream Service
Flow, the reported SLA drop and delay counters represent only the QoS policing performed by the CMTS. Note
that since it is possible for a Subscriber to switch back and forth from one service package to another, or to have
dynamic service flows occur multiple times, it is possible that there will be multiple Subscriber Usage Records
for a given SCN during the collection period. This could also occur if a CM re-registers for any reason (such as
CM power failure).

All traffic counters within a Subscriber Usage Billing Record are absolute 32-bit or 64-bit counters. These
traffic counters need to be reset to zero by the CMTS if it re-initializes its management interface. The CMTS
sysUpTime value is used to determine if the management interface has been reset between adjacent collection
intervals. It is expected that the 64-bit counters will not roll over within the service lifetime of the class of
service CMTS.
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8.3.1.4 Subscriber Usage Billing Records Mapping to Existing DOCSIS Data model

In Section 8.3.1.3 the High-level requirements for Subscriber Usage Billing includes counters for consumption
based billing. Part of that section deals with the collection of counters associated to DOCSIS 1.0 Class of service
and DOCSIS 1.1 Quality of Service. The mapping described below is required to consistently define the Subscriber
Usage Billing service specification based on mandatory and well-defined counter requirements as much as possible.

There are trade-offs when defining Subscriber Usage Billing service specifications to cover two different
specification requirements. In particular, DOCSIS 1.1 Mode of operation defines QoS as the scheduling and queue
prioritization mechanism in Section 8.3.1.1, while DOCSIS 1.0 mode of CM operation is based on the queue
prioritization mechanism named CoS as described in Section 8.3.1.2, respectively. The [MULPIv3.0] specification
does not define MAC layer primitives for usage counters associated to SFIDs and SIDs to be mapped to
Management models like SNMP or this Subscriber Usage Billing service specification.

DOCSIS mandatory QoS and CoS counter requirements are contained in this specification. They are defined as
SNMP SMI data models in Annex O and CoS [RFC 4546] respectively; see Section 7.1 for details.

This section illustrates the mapping of Subscriber Usage Billing Records for CMs registered in DOCSIS 1.0 mode in
the CMTS based on the QoS model. The main design advantages of this approach include:

e Smooth transition to all QoS based DOCSIS networks,

e DOCSIS MAC schedulers are known to map CoS queues into QoS queues rather than define two separate
schedulers and counter managers.

e Uniform DOCSIS QoS based networks will simplify the management model (will happen after DOCSIS 1.0
CMs are updated to 1.1 QoS provisioning).

o Simplify the Subscriber Usage Billing service specification based on one XML schema rather than two separate
definitions for DOCSIS 1.1 QoS and DOCSIS 1.0 CoS.

e Unifies both Capacity Management and Subscriber Usage Billing management by normalizing upstream and
downstream Services, regardless of the Queue discipline. This abstraction layer is relevant especially for
capacity management and for further extensions to areas not covered by Annex O, such as multicast SAIDs to
SFIDs for proper capacity accounting.

The disadvantage of this design is the possible efficiency cost of meaningless QoS based billing elements in CoS
related records where DOCSIS 1.0 is a significant proportion of the provisioned CMs, but limited to few bytes per
record with the XDR encoding [IPDR/XDR].

Table 8-20 describes the Subscriber Usage Billing model mapping to this specification standard management object
base and other requirements not defined in this specification. See Table Notes immediately following Table 8-20.

Table 8-20 - Subscriber Usage Billing Model Mapping to DOCSIS Management Object

Subscriber Usage Billing Service DOCS-QOS3-MIB DOCS-IF-MIB
Definition Elements DOCSIS QoS model DOCSIS CoS model
Unicast and Multicast SFs Unicast CM Service Classes
Elements Type OBJECT-TYPE OBJECT-TYPE
Record Interim, Stop Record Interim, Stop?

serviceldentifier Unsignedint docsQosServiceFlowld™ docslfCmtsServiceld®
serviceGateld Unsignedint N/AS

serviceClassName String docsQosParamSetServiceClassName?, N/A3

docsQosServiceFlowLogServiceClassName

serviceDirection Unsignedint docsQosServiceFlowDirection, Proprietary encoded*
docsQosServiceFlowLogDirection

serviceOctetPassed UnsignedLong docsQosServiceFlowOctets, docslfCmtsServicelnOctets®
docsQosServiceFlowLogOctets

servicePktsPassed UnsignedLong docsQosServiceFlowPkts, Implementation Dependent®
docsQosServiceFlowLogPkts
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serviceSlaDropPkts Unsignedint docsQosServiceFlowPolicedDropPkts, Implementation Dependent*
docsQosServiceFlowLogPolicedDropPkts

serviceSlaDelayPkts Unsignedint docsQosServiceFlowPolicedDelayPkts, Implementation Dependent*
docsQosServiceFlowLogPolicedDelayPkts

serviceTimeCreated Unsignedint docsQosServiceFlowTimeCreated, Implementation Dependent*
docsQosServiceFlowLogTimeCreated

serviceTimeActive Unsignedint docsQosServiceFlowTimeActive, Implementation Dependent*
docsQosServiceFlowLogTimeActive

Table Notes:

1 serviceldentifier: for interim records applicable only to 'active' Service Flows

2 Stop Records are held in memory in a proprietary manner until being sent to the Collector.
3 Object not applicable and reported as zero-length string
4

All the [RFC 4546] Queuing Services in docslfCmtsServiceTable are upstream. For downstream services, the [RFC 4546] does
not provide counters and objects primitives. It is common industry to include vendor specific extensions for
docsIfCmtsServiceTable for accounting CM downstream packets. This common practice might assume only one Class of Service
being provisioned in the CM.

5 serviceGateld is not part of the DOCSIS QoS model but is available from [PKT-PCMM]

6 For a CMTS that supports modeling of CoS parameters as Service Flows, the docsQosServiceFlowOctets,
docsQosServiceFlowLogOctets, docsQosServiceFlowPkts, and docsQosServiceFlowLogPkts measure the counts that previously
were counted in docslfCmtsServicelnOctets and docslfCmtsServicelnPackets. For a CMTS that does not model CoS parameters
as Service Flows, the use of docslfCmtsServicelnPackets is only required for CMs that are not operating in MTC mode.

The Subscriber Usage Billing relationships for DOCSIS 1.0 Class of Service are:

e serviceDirection is encoded as 'upstream’ for Upstream CM SIDs. For CM downstream traffic, this element is
encoded as 'downstream'.

o serviceOctetsPassed corresponds to docsIfCmtsServicelnOctets for upstream SIDs. CM downstream traffic
octet counters are proprietary.

e servicePktsPassed are implementation dependent; if not supported the CMTS reports a zero value.

o serviceSlaDropPkts are implementation dependent, if not supported the CMTS reports a zero value.
o serviceSlaDelayPkts are implementation dependent, if not supported the CMTS reports a zero value.
e serviceTimeCreated is implementation dependent and is required.

e serviceTimeActive is implementation dependent and is required.

These elements are defined in Annex C.

For the case of DOCSIS 1.0 Class of Service, records for Downstream CM traffic are assigned to the first CM SID
of its upstream queues. This model for practical reasons is expected to have only one Queue Service (SID) when
provisioned in DOCSIS 1.0 CoS but is not limited to this.

The model above is intended to de-couple the internal management primitives of the required MIB objects as an
indication that both processes might be updated independently, or as direct relationships of existing management
objects. Therefore, in the case of an active Subscriber Usage Billing IPDR/SP Session, the CMTS SHOULD NOT
allow the deletion of Service Flow log records until they have been exported by [IPDR/SP].

If the CMTS supports DOCSIS 1.0 CMs, the CMTS MUST retain a terminated SID of a DOCSIS 1.0 Class of
Service (CM de-registers) in memory until being successfully exported by [IPDR/SP].
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8.3.1.5 SAMIS Records Optimization

The CMTS MAY provide mechanisms to prevent exporting Subscriber Usage Billing Records (record suppression)
that contain redundant information from a Collector perspective. If traffic counters (octets or packets) of a SFID or
DOCSIS 1.0 SID reported in a previous collection interval do not change, the CMTS MUST NOT generate a record
of this SFID or DOCSIS 1.0 SID for this collection interval. The serviceTimeActive counter is not considered a
traffic counter and therefore does not influence record suppression.

8.3.1.6 Billing Collection Interval Subscriber Usage Billing Records Export

In the case of streaming data at the end of a collection interval, the CMTS (Exporter) MUST create a new IPDR
document by starting, and stopping an IPDR/SP Session every collection period. Note that between scheduled
collection cycles, the CMTS and the Collector(s) maintain an open TCP stream Connection and the Collector is also
in a flow ready state. The CMTS MUST initiate a new Session when it is ready to transmit a complete set of IPDR
records to the Collector for the current collection interval. Once the complete set of IPDR records has been
transmitted, the CMTS MUST stop the session immediately or stop the session at the end of the collection interval
thereby closing the IPDR document for the current collection interval. When the session is stopped immediately, all
subsequent terminated SF's MUST be buffered by the Exporter until they can be transmitted in the next scheduled
collection interval. The CMTS MAY also leave the session open until the next collection interval. In addition to the
scheduled collection cycles, the CMTS MAY also initiate an unscheduled Session with a Collector whenever it
needs to transmit IPDR records for terminated SFs because it is in danger of losing data (e.g., its SF log buffer is
about to overflow). This unscheduled Session will only contain RecType = Stop IPDR records for the terminated
SFs in the log buffer, thereby clearing the buffer. It is imperative that logged SFs are only reported once into an
IPDR document. If no connection is available (e.g., for an unscheduled Session or existing open Session) with a
Collector, then the CMTS MUST delete the oldest SF log entries first.

Other Management strategies may provide Collector control over the streaming data by executing FlowStop and
FlowStart at its convenience (for example to perform load balancing or force the termination of streaming from an
Exporter).

8.3.2 DOCSIS Subscriber Usage Billing Requirements

The CMTS MUST support Subscriber Usage Billing by implementing this Subscriber Accounting Management
Interface Specification (SAMIS) based on [IPDR/BSR].

8.4 Performance Management

At the CATV MAC and PHY layers, performance management focuses on the monitoring of the effectiveness of
cable plant segmentation and rates of upstream traffic and collisions. Instrumentation is provided in the form of the
standard interface statistics [RFC 2863] and service queue statistics (from [RFC 4546] and Annex O). It is not
anticipated that the CMTS upstream bandwidth allocation function will require active network management
intervention and tuning.

At the LLC layer, the performance management focus is on bridge traffic management. The CM implements the
Bridge MIB [RFC 4188] as specified in Section 7.1.3.5 and Annex A. If the CMTS implements transparent
bridging, it implements the Bridge MIB [RFC 4188] as specified in Section 7.1.3.5.

The CMTS diagnostic log capabilities, as described in Annex G, provides early detection of CM and cable plant
problems.

The DOCS-IF-MIB [RFC 4546] includes variables to track PHY state such as codeword collisions and corruption,
signal-to-noise ratios, transmit and receive power levels, propagation delays, micro-reflections, in channel response,
and sync loss. The DOCS-IF-MIB [RFC 4546] also includes counters to track MAC state, such as collisions and
excessive retries for requests, immediate data transmits, and initial ranging requests. Annex J provides enhanced
signal quality monitoring and diagnostic capabilities for detecting cable plant.

A final performance concern is the ability to diagnose unidirectional loss. Both the CM and CMTS implement the
MIB-II [RFC 1213] Interfaces Group [RFC 2863] as specified in Section 7.1.3.3 and Annex A.
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8.4.1 Treatment and Interpretation of MIB Counters

Octet and packet counters implemented as counter32 and counter64 MIB objects are monotonically increasing
positive integers with no specific initial value and a maximum value based on the counter size that will roll-over to
zero when it is exceeded. In particular, counters are defined such that the only meaningful value is the difference
between counter values as seen over a sequence of counter polls. However, there are two situations that can cause
this consistent monotonically increasing behavior to change: 1) resetting the counter due to a system or interface
reinitialization or 2) a rollover of the counter when it reaches its maximum value of 232-1 or 2%4-1. In these
situations, it must be clear what the expected behavior of the counters should be.

Case 1: The state of an interface changes resulting in an "interface counter discontinuity™ as defined in [RFC 2863].

In the case where the state of an interface within the CM changes resulting in an "interface counter discontinuity™
[RFC 2863], the CM value of the ifXTable.ifXEntry.ifCounterDiscontinuity Time for the affected interface MUST
be set to the current value of sysUpTime and ALL counters for the affected interface set to ZERO. When setting the
ifAdminStatus of the affected interface to down(2), the CM MUST NOT consider this as an interface reset.

In the case where the state of an interface within the CMTS changes resulting in an "interface counter discontinuity"
[RFC 2863], the CMTS value of the ifXTable.ifXEntry.ifCounterDiscontinuity Time for the affected interface
MUST be set to the current value of sysUpTime and ALL counters for the affected interface set to ZERO. When
setting the ifAdminStatus of the affected interface to down(2), the CMTS MUST NOT consider this as an interface
reset.

Case 2: SNMP Agent Reset.

An SNMP Agent Reset is defined as the reinitialization of the SNMP Agent software caused by a device reboot or
device reset initiated through SNMP.

In the case of an SNMP Agent Reset within the CM, the CM MUST:

o set the value of sysUpTime to zero (0)

o setall interface ifCounterDiscontinuity Time values to zero (0)

o setall interface counters to zero (0)

e setall other counters maintained by the CM SNMP Agent to zero (0).
In the case of an SNMP Agent Reset within the CMTS, the CMTS MUST:
o set the value of sysUpTime to zero (0)

o setall interface ifCounterDiscontinuity Time values to zero (0)

o setall interface counters to zero (0)

o setall other counters maintained by the CMTS SNMP Agent to zero (0).
Case 3: Counter Rollover.

When a counter32 object within the CM reaches its maximum value of 4,294,967,295, the next value MUST be
ZERO. When a counter64 object within the CM reaches its maximum value of 18,446,744,073,709,551,615, the
next value MUST be ZERO.

When a counter32 object within the CMTS reaches its maximum value of 4,294,967,295, the next value MUST be
ZERO. When a counter64 object within the CMTS reaches its maximum value of 18,446,744,073,709,551,615, the
next value MUST be ZERO.

Note: Unless a CM or CMTS vendor provides a means outside of SNMP to preset a counter64 or counter32 object
to an arbitrary value, it will not be possible to test any rollover scenarios for counter64 objects (and many
counter32 objects as well). This is because it is not possible for these counters to rollover during the service
life of the device (see discussion in section 3.1.6 of [RFC 2863]).
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8.5 Security Management

The cable device (CMTS/CM) is required to provide SNMP responses in accordance with the SNMP framework
defined in [RFC 3411] through [RFC 3416] and the guidelines defined in this section.

8.5.1 CMTS SNMP Modes of Operation

CMTS SNMP Coexistence Mode is subject to the following requirements and limitations:

e The CMTS MUST process SNMP v1/v2c Packets as described in [RFC 3411] through [RFC 3415] and
[RFC 3584].

e |Ifthe CMTS supports the SNMPv3 protocol, it MUST process SNMP v3 Packets as described in [RFC 3411]
through [RFC 3415] and [RFC 3584].

e SNMP Access control is determined by the SNMP-COMMUNITY-MIB [RFC 3584], and SNMP-TARGET-
MIB [RFC 3413], SNMP-VIEW-BASED-ACM-MIB [RFC 3415], and SNMP-User-Based-SM-MIB
[RFC 3414].

e The CMTS MUST support the SNMP-COMMUNITY-MIB [RFC 3584], which controls SNMPv1/v2c packet
community string associations to a security hame to select entries for access control in the SNMP-VIEW-
BASED-ACM-MIB [RFC 3415].

e The CMTS SHOULD support the SNMP-USER-BASED-SM-MIB [RFC 3414] and SNMP-VIEW-BASED-
ACM-MIB [RFC 3415] to control SNMPv3 packets.

e The CMTS MUST support SNMP Notification destinations as specified in the SNMP-TARGET-MIB and
SNMP-NOTIFICATION-MIB [RFC 3413].

The CMTS MAY support SNMPv3 with AES encryption as defined in [RFC 3826].

8.5.2 CMTS SNMP Access Control Configuration

The CMTS SNMP access control initial configuration is outside of the scope of this specification. If the CMTS
supports SNMPv3, the CMTS MUST support the SNMPv3 key change mechanism defined in [RFC 3414].
8.5.3 CM SNMP Modes of Operation

The CM MUST support SNMPv1, SNMPv2c, and SNMPv3 as well as SNMP-coexistence [RFC 3584] subject to
the requirements in the following sections.

The CM access control configuration supports SNMPv1v2c in NmAccess mode and SNMPv1v2c Coexistence mode
as described in [RFC 4639] and Section 8.5.4.7 respectively.
8.5.4 CM SNMP Access Control Configuration

The CM SNMP access control is configured via the CM config file and later updated for an authorized entity. The
confidentiality and authenticity of the information in the config file is defined in [MULPIv3.0] and [SECv3.0]. The
CM access control configuration supports SNMPv3 configuration through the Diffie-Hellman SNMP Kickstart
process defined in Section 8.5.4.5.

8.5.4.1 SNMP operation before CM registration

IP connectivity between the CM and the SNMP management station MUST be implemented as described in
Section 9.1.

The CM MUST provide read-only access to the following MIB objects prior to CM registration:
e docslIfDownChannelFrequency
o docslfDownChannelPower

e docsIf3CmStatusValue
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e docsDevEventTable

The CM MAY provide read-only access to the following MIB objects prior to CM registration:

e sysDescr
e sysUptime
o ifTable

e ifXTable

¢ docslfUpChannelFrequency

o docsIfSignalQualityTable

e docsIfCmCmtsAddress

e docsIfCmStatusUsTxPower

e docsDevSwCurrentVers

The CM MUST NOT provide access to the following information prior to CM registration:

e CoS and QoS service flow information

e Configuration file contents

e  Secure Software Download information

e Key authentication and encryption material

e  SNMP management and control

e DOCSIS functional modules statistics and configuration

e  Network provisioning hosts and servers IPs addresses

Additionally, prior to registration, the CM MUST adhere to the following requirements:

e The CM MAY provide access to additional information not listed in the statements above.
e The CM MUST NOT provide SNMP access from the RF interface prior to registration.

e The CM MUST accept any SNMPv1/v2c packets regardless of SNMP community string.
e The CM MUST drop all SNMPv3 packets.

The CM MUST NOT complete registration prior to successful processing of all MIB elements in the configuration
file.

The CM MUST complete registration prior to beginning calculation of the public values in the
USMDHKickstartTable.

If the CM configuration file contains SNMPv3 parameters, the CM MUST drop all SNMPv3 packets prior to
calculating the public values in the USMDHKickstartTable.

8.5.4.2 SNMP operation after CM registration

After registration, the CM can be in one of the following SNMP operation modes:

e  SNMPv1/v2c NmAccess mode

e  SNMP Coexistence mode

Note:  OpenAccess mode available in pre-3.0 DOCSIS OSSI specifications is not supported in DOCSIS 3.0.

The CM MUST NOT provide SNMP access if the configuration file does not contain SNMP access control TLVs
such as docsDevNmAccessTable or SNMP coexistence TLV-11 or TLV-34, TLV-53 or TLV-54.
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The SNMP mode of the CM is determined by the contents of the CM config file as follows:

e The CMisin SNMPv1/v2c NmAccess mode if the CM configuration file contains docsDevNmAccessTable
settings for SNMP access control, does not contain SNMP coexistence TLV-11, TLV-34, TLV-38, TLV-53 or
TLV-54 [MULPIV3.0].

e The CM is in SNMP coexistence mode if the CM configuration file contains snmpCommunityTable settings
and/or TLV-34.1/34.2 and/or TLV-38. In this case, any entries made to the docsDevNmAccessTable are
ignored.

SNMPv1/v2c NmAccess Mode (using docsDevNmAccess Table)

e The CM MUST implement docsDevNmAccessTable which controls access and trap destinations as described in
[RFC 4639] for backward compatibility with pre-3.0 DOCSIS.

e The CM MUST process SNMPv1/v2c packets only in NmAccess mode and drop all SNMPv3 packets.

e The CM MUST NOT allow access to SNMPv3 MIBs as defined in [RFC 3411] through [RFC 3415] and
[RFC 3584] while in NmAccess mode.

8.5.4.3 SNMP Coexistence Mode

The CM MUST process SNMPv1/v2c/v3 messages for SNMP Access Control and SNMP notifications as described
by [RFC 3411] through [RFC 3415] and [RFC 3584] as follows:

e The SNMP-COMMUNITY-MIB controls the translation of SNMPv1/v2c packet community string into security
name which select entries in the SNMP-USER-BASED-SM-MIB. Access control is provided by the SNMP-
VIEW-BASED-ACM-MIB.

e SNMP-USER-BASED-SM-MIB and SNMP-VIEW-BASED-ACM-MIB controls SNMPv3 packets.

o Notification destinations are specified in the SNMP-TARGET-MIB, SNMP-NOTIFICATION-MIB and SNMP-
VIEW-BASED-ACM-MIB.

e The CM MUST NOT provide access to docsDevNmAccessTable.

When SNMPv3 is configured the CM conforms to the rules described in the following subsections.
8.5.4.3.1 During calculation of USMDHKickstartTable public value

e The CM MUST NOT allow SNMP access from the RF port.

e The CM MAY continue to allow access from the CPE port with the limited access as configured by the SNMP-
COMMUNITY-MIB, SNMP-TARGET-MIB, SNMP-VIEW-BASED-ACM-MIB and SNMP-USER-BASED-
SM-MIB.

8.5.4.4 SNMPv3 Initialization and Key Changes

Note that the SNMPV3 Initialization and Key Change process defined below is based on [RFC 2786] which always
configures the SNMP agent with SNMPv3 HMAC-MD5-96 as the authentication protocol and CBC-DES as the
privacy protocol, both specified in [RFC 3414]. Therefore, this specification does not provide a mechanism to
initialize SNMPv3 using CFB128-AES-128 for privacy key, as defined in [RFC 3826] or any other configuration
defined in [RFC 3414] and are left out of scope of this specification.

The DOCSIS 3.0 CM is designated as having a "very-secure" security posture in the context of [RFC 3414] and
[RFC 3415] which means, that default usmUserTable and VACM tables entries defined in Appendix A of

[RFC 3414] and Appendix A of [RFC 3415] MUST NOT be present. The major implication for the CM is that only
the config file can be used to provide the initial SNMPv3 security configuration.

[RFC 2786] provides a mechanism to kick start an SNMPv3 agent User-based Security Model [RFC 3414] and
extensions to the same model for key change. [RFC 2786] does not define the mechanism to configure the initial key
material for the kick start process. This specification defines the configuration requirements to initialize the
SNMPv3 KicksStart initialization defined in [RFC 2786] to configure SNMPv3 for the CM.
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The CM MUST support the config file TLV-34 as defined in [MULPIv3.0] to configure the initial key material
(KickStart Security Name and KickStart Public Number) used for the SNMPv3 agent initialization.

The TLV-34.1 KickStart Security Name corresponds to the SNMPv3 userName [RFC 3414] to be initialized in the
CM.

The TLV-34.2 KickStart Public Number is a Diffie-Helman public number generated as described in the description
of usmDHKickstartMgrPublic MIB object of [RFC 2786].

The CM MUST support a minimum of 5 entries of TLV-34 in the config file.

The CM MUST provide, by default, pre-defined entries in the USM table and VACM tables to correctly create the
userName 'dhKickstart' with security level 'noAuthNoPriv' that has read-only access to system group and
usmDHKkickstartTable of [RFC 2786].

The CM MUST provide access to TLV-34 [MULPIv3.0] and dhKickstart defined userNames in usmUserTable as
follows:

e Access as specified in the config file or the default access if corresponding to usernames defined above
e  StorageType is 'permanent’

e  Prohibit entry deletion

e Entries do not persist across MAC initialization

8.5.4.4.1 SNMPv3 Initialization

For each of up to five different TLV-34 (KickStart Security Name, KickStart Public Number) [MULPIv3.0] pairs
from the configuration file, the CM MUST populate in the usmDHKickstartTable the MIB objects
usmDHKickstartSecurityName and usmDHKickstartMgrPublic (each pair as an entry).

When a usmDHKickstartMgrPublic instance is set with a valid value during the initialization, the CM MUST create
a corresponding row in the usmUserTable as defined in the clause description of usmDHKickstartMgrPublic MIB
object of [RFC 2786].

After the CM has registered with the CMTS:

e The CM MUST populate the usmDHKickstartMyPublic MIB object of the usmDHKickstartTable as defined in
[RFC 2786] for each entry that a non-zero length usmDHKickstartSecurityName and
usmDHK ickstartMgrPublic.

e [RFC 2786] Textual Convention DHKeyChange defines the mechanism to determine the Diffie-Helman shared
secret for the CM and the SNMP manager. With the Diffie-Helman shared secret, the CM and other entities can
derive the SNMPv3 privacy and authentication keys for the corresponding USM userName.

e The CM MUST derive the USM userName security and authentication keys as described in the description
clause of the usmDHKickstartMgrPublic MIB object of [RFC 2786].

At this point the CM has completed its SNMPv3 initialization process.

After SNMPv3 initialization process has been finished, the CM MUST allow appropriate access level to a valid
securityName with the correct authentication key and/or privacy key.

The CM MUST properly populate keys to appropriate tables as specified by the SNMPv3-related RFCs and
[RFC 2786].

The following describes the process that the manager uses to derive the CM's unique authentication key and privacy
key:
e The SNMP manager accesses the contents of the usmDHKickstartTable using the security name of
'dhKickstart' with no authentication.

e  The SNMP manager gets the value of the CM's usmDHKickstartMyPublic number associated with the
securityName for which the manager wants to derive authentication and privacy keys.
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e  Using the private random number, the manager can calculate the DH shared secret. From that shared secret,
the manager can derive operational authentication and confidentiality keys for the securityName that the
manager is going to use to communicate with the CM.

8.5.4.4.2 DH Key Changes

The CMs MUST support the key-change mechanism specified in the textual convention DHKeyChange of
[RFC 2786].

8.5.4.5 View-based Access Control Model (VACM) Profile

This section addresses the default VACM profile for DOCSIS CMs operating in SNMP Coexistence mode.
The CM MUST support pre-installed entries in VACM tables of [RFC 3415] as follows:

e  The system manager, with full read/write/config access:

vacmSecurityModel: 3 (USM)
vacmSecurityName: docsisManager
vacmGroupName: docsisManager
vacmsSecurity ToGroupStorageType: permanent
vacmsSecurity ToGroupStatus: active

e An operator/CSR with read/reset access to full modem:

vacmSecurityModel: 3 (USM)
vacmSecurityName: docsisOperator
vacmGroupName: docsisOperator
vacmSecurity ToGroupStorageType: permanent
vacmSecurity ToGroupStatus: active

e RF Monitoring with read access to RF plant statistics:

vacmsSecurityModel: 3 (USM)
vacmSecurityName: docsisMonitor
vacmGroupName: docsisMonitor
vacmSecurity ToGroupStorageType: permanent
vacmsSecurity ToGroupStatus: active

e  User debugging with read access to 'useful’ variables:

vacmSecurityModel: 3 (USM)
vacmSecurityName: docsisUser
vacmGroupName: docsisUser

vacmSecurity ToGroupStorageType: permanent
vacmSecurity ToGroupStatus: active

e  Group name to view translations

vacmGroupName: docsisManager
vacmAccessContextPrefix: "
vacmAccessSecurityModel: 3 (USM)
vacmAccessSecurityLevel: AuthPriv
vacmAccessContextMatch: exact
vacmAccessReadViewName: docsisManagerView
vacmAccessWriteViewName: docsisManagerView
vacmAccessNotifyViewName: docsisManagerView
vacmAccessStorageType: permanent
vacmAccessStatus: active

AMERICAN NATIONAL STANDARD
© SCTE-ISBE 129



ANSI/SCTE 135-4 2019

The CM includes, by default, the following views referred from the VACM entries above:

vacmGroupName: docsisOperator
vacmAccessContextPrefix: "
vacmAccessSecurityModel: 3 (USM)
vacmAccessSecurityLevel: AuthNoPriv and AuthPriv
vacmAccessContextMatch: exact
vacmAccessReadViewName: docsisManagerView
vacmAccessWriteViewName: docsisOperatorWriteView
vacmAccessNotifyViewName: docsisManagerView
vacmAccessStorageType: permanent
vacmAccessStatus: active

vacmGroupName: docsisMonitor
vacmAccessContextPrefix: "
vacmAccessSecurityModel: 3 (USM)
vacmAccessSecurityLevel: AuthNoPriv and AuthPriv
vacmAccessContextMatch: exact
vacmAccessReadViewName: docsisMonitorView
vacmAccessWriteViewName: "
vacmAccessNotifyViewName: docsisMonitorView
vacmAccessStorageType: permanent
vacmAccessStatus: active

vacmGroupName: docsisUser
vacmAccessContextPrefix: "
vacmAccessSecurityModel: 3 (USM)
vacmAccessSecurityLevel: AuthNoPriv and AuthPriv
vacmAccessContextMatch: exact
vacmAccessReadViewName: docsisUserView
vacmAccessWriteViewName: "
vacmAccessNotifyViewName: "
vacmAccessStorageType: permanent
vacmAccessStatus: active

docsisManagerView
subtree: 1.3.6.1 (internet or entire MIB)

docsisOperatorWriteView

subtree: docsDevBase

subtree: docsDevSoftware

object: docsDevEvControl

object: docsDevEVThrottleAdminStatus

docsisMonitorView

subtree: 1.3.6.1.2.1.1 (system)
subtree: docslfBaseObjects
subtree: docsIfCmObjects
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e docsisUserView

subtree: 1.3.6.1.2.1.1 (system)
subtree: docsDevBase

object: docsDevSwOperStatus

object: docsDevSwCurrentVers
object:docsDevServerConfigFile
subtree: docsDevEventTable

subtree: docsDevCpelnetTable
subtree: docslfUpstreamChannelTable
subtree: docslfDownstreamChannelTable
subtree: docslfSignalQualityTable
subtree: docsIfCmStatusTable

The CM MUST also support additional VACM users as they are configured via an SNMP-embedded configuration
file.
8.5.4.6 SNMPv3 initialization failure

In case of failure to complete SNMPv3 initialization (i.e., NMS cannot access CM via SNMPv3 PDU), the CM is in
the SNMP Coexistence mode and will allow SNMPv1/v2c access if and only if the SNMP-COMMUNITY-MIB
entries (and related entries) are configured.

8.5.4.7 SNMPv1lv2c Coexistence Configuration config file TLV

This section specifies CM processing requirements for the SNMPv1v2c Coexistence Configuration TLV
[MULPIv3.0] when present in the configuration file. The SNMPv1v2c Coexistence Configuration TLV is used to
configure SNMPv3 tables for SNMPv1 and v2c access. The CM MUST process SNMPv1v2c Coexistence
Configuration TLV in conjunction with SNMP TLV-11 containing SNMPv3 tables, TLV-38, as well as SNMPv3
Access View Configuration TLV (see Section 8.5.4.8).

Based on the SNMPv1v2c¢ Coexistence Configuration TLV, the CM MUST create entries in the following tables in
order to cause the desired SNMP Access:

e snmpCommunityTable

e snmpTargetAddrTable

e vacmSecurityToGroupTable

e vacmAccessTable

The mapping from the TLV to these tables is described in the following section.
8.5.4.7.1 Mapping of TLV fields into SNMPv3 tables

The following section describes the mapping of SNMPv1v2c Coexistence Configuration TLV into SNMPv3 entries:
Table 8-21 - SNMPv1v2c Coexistence Configuration TLV Mapping

Sub-TLVs Variable Name Associated MIB Object

SNMPv1v2c Community Name CommunityName snmpCommunityName [RFC 3584]

SNMPv1v2c Transport Address Access

SNMPv1v2c Transport Address TAddress snmpTargetAddrTAddress [RFC 3413]

SNMPv1v2c Transport Address Mask | TMask snmpTargetAddrTMask [RFC 3584]
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Sub-TLVs Variable Name Associated MIB Object
SNMPv1v2c Access View Type AccessViewType
SNMPv1v2c Access View Name AccessViewName vacmAccessReadViewName and
vacmAccessWriteViewName [RFC 3415]

The CM is not required to verify the consistency of linkage of tables unless specified. It is intended that the SNMP
agent will handle the corresponding configuration problems as part of the normal SNMP incoming requests (e.g.,
generating internal abstract data elements like noSuchView [RFC 3415]).

Table 8-23 through Table 8-28 describe the CM procedures to populate the SNMP Management Framework
Message Processing and Access Control Subsystems [RFC 3412].

In configuring entries in these SNMPV3 tables, note the following:

e The ReadViewName and WriteViewName may correspond to default entries as defined in Section 8.5.4.6,
individual entries defined by TLV-11 or entries created using SNMPv3 Access View Configuration (see Section
8.5.4.8).

e Several columnar objects are configured with indexes with the string "@CMconfig". If these tables are
configured through other mechanisms, Network operators should not use values beginning with "@CMconfig"
to avoid conflicts with the mapping process specified here.

8.5.4.7.2 snmpCommunityTable
The snmpCommunityTable is defined in the "SNMP Community MIB Module™ section of [RFC 3584].

The CM MUST create one row in snmpCommunityTable for each SNMPv1v2c Coexistence Configuration TLV in
the config file as follows:

e The CM MUST set in snmpCommunitylndex the keyword @CMconfig_n where 'n' is a sequential number
starting at O for each TLV processed (e.g., "@CMconfig_0", "@CMconfig_1", etc.)

e The CM MUST create space separated tags in snmpCommunityTransportTag for each SNMPv1v2c Community
Name sub-TLV of the SNMPv1v2c Coexistence Configuration TLV in the config file.

Table 8-22 - snmpCommunityTable

Column Name (* = Part of Index) Column Value

* snmpCommunityIndex "@CMconfig_n" where n is 0..m-1 and m is the number of SNMPv1v2c
Community Name config file TLVs

snmpCommunityName <CommunityName>

snmpCommunitySecurityName "@CMconfig_n"

snmpCommunityContextEnginelD <the enginelD of the cable modem>

snmpCommunityContextName <Zero-length OCTET STRING>

snmpCommunityTransportTag "@CMconfigTag_n" where n is 0..m-1 and m is the number of SNMPv1v2c
Coexistence Configuration config file TLVs

snmpCommunityStorageType volatile (2)

snmpCommunityStatus active (1)

8.5.4.7.3 snmpTargetAddrTable
The snmpTargetAddrTable is defined in the "Definitions™ section of [RFC 3413].
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The CM MUST create one row in snmpTargetAddrTable for each SNMPv1v2c Transport Address Access sub-TLV
of the SNMPv1v2c Coexistence Configuration TLV in the config file.

Table 8-23 - snmpTargetAddrTable

Column Name (* = Part of Index)

Column Value

* snmpTargetAddrName

"@CMconfigTag_n_i" where n is 0..m-1 and m is the number of
SNMPv1v2c Coexistence Configuration config file TLVSs.

Where i is 0..p-1 and p is the number of SNMPv1v2c Transport Address
Access sub-TLV within the SNMPv1v2c Coexistence Configuration config
file TLV n

snmpTargetAddrTDomain

IPv4: snmpUDPDomain [RFC 3417]
IPv6: transportDomainUdplpv6 [RFC 3419]

snmpTargetAddrTAddress
(IP Address and UDP Port)

IPv4: SnmpUDPAddress [RFC 3417]

OCTET STRING (6) Octets 1-4: <TAddress> Octets 5-6: <TAddress>
IPv6: TransportAddressiPv6 [RFC 3419]

OCTET STRING (18) Octets 1-16: <TAddress> Octets 17-18: <TAddress>

snmpTargetAddrTimeout

Default from MIB

snmpTargetAddrRetryCount

Default from MIB

snmpTargetAddrTagList

"@CMconfigTag_n" where n is 0..m-1 and m is the number of SNMPv1v2c
Coexistence Configuration config file TLVs

snmpTargetAddrParams '00'h (null character)
snmpTargetAddrStorageType volatile (2)
snmpTargetAddrRowStatus active (1)

8.5.4.7.4 snmpTargetAddrExtTable
The snmpTargetAddrExtTable is defined in the "SNMP Community MIB Module" section of [RFC 3584].

The CM MUST create one row in snmpTargetAddrExtTable for each SNMPv1v2c Transport Address Access sub-
TLV of the SNMPv1v2c Coexistence Configuration TLV in the config file.

Table 8-24 - snmpTargetAddrExtTable

Column Name (* = Part of Index)

Column Value

* snmpTargetAddrName

"@CMconfigTag_n_i" where n is 0..m-1 and m is the number of
SNMPv1v2c Coexistence Configuration config file TLVS.

Where i is 0..p-1 and p is the number of SNMPv1v2c¢ Transport Address
Access sub-TLV within the SNMPv1v2c Coexistence Configuration config
file TLV n

snmpTargetAddrTMask

<Zero-length OCTET STRING> when <TMask> is not provided in the it"
SNMPv1v2c Transport Address Access sub-TLV

IPv4: SnmpUDPAddress [RFC 3417]

OCTET STRING (6) Octets 1-4: <TMask> Octets 5-6: <UDP Port>
IPv6: TransportAddressiPv6 [RFC 3419]

OCTET STRING (18) Octets 1-16: <TMask> Octets 17-18: <UDP Port>

snmpTargetAddrMMS

SM Maximum Message Size

8.5.4.7.5 vacmSecurityToGroupTable
The vacmSecurityToGroupTable is defined in the "Definitions" section of [RFC 3415].
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The CM MUST create two rows in vacmSecurityGroupTable for each SNMPv1v2c Coexistence Configuration TLV

in the config file as follows:

The CM MUST set in vacmSecurityName the keyword @CMconfig_n where 'n' is a sequential number starting
at 0 for each SNMPv1v2c Coexistence Configuration TLV processed (e.g., "@CMconfig_0", "@CMconfig_1",

etc.).

The CM MUST set in vacmGroupName the keyword @CMconfigVV1_n for the first row and @CMconfigV2_n
for the second row where 'n" is a sequential number starting at 0 for each SNMPv1v2c Coexistence
Configuration TLV processed (e.g., "@CMconfigvV1l 0", "@CMconfigV1l_1", etc.).

Table 8-25 - vacmSecurityToGroupTable

Column Name (* = Part of Index)

First Row Column Value

Second Row Column Value

* vacmSecurityModel SNMPV1 (1) SNMPV2c (2)

* vacmSecurityName "@CMconfig_n" "@CMconfig_n"
vacmGroupName "@CMconfigvl _n" "@CMconfigv2_n"
vacmSecurityToGroupStorageType volatile (2) volatile (2)
vacmSecurity ToGroupStatus active (1) active (1)

8.5.4.7.6 vacmAccessTable

The vacmAccessTable is defined in the "Definitions" section of [RFC 3415].
The CM MUST create two rows in vacmAccessTable for each SNMPv1v2c Coexistence Configuration TLV in the

config file as follows:

The CM MUST set in vacmGroupName the keyword @CMconfigVV1_n for the first row and @CMconfigVV2_n
for the second row where 'n' is a sequential number starting at 0 for each SNMPv1v2c Coexistence
Configuration TLV processed (e.g., "@CMconfigvV1l 0", "@CMconfigv1l_1", etc.).

Table 8-26 - vacmAccessTable

Column Name (* = Part of Index)

Column Value

Column Value

* vacmGroupName

"@CMconfigvl n"

"@CMconfigv2_n"

* vacmAccessContextPrefix

<zero-length string>

<zero-length string>

* vacmAccessSecurityModel SNMPV1 (1) SNMPV2c (2)
* vacmAccessSecurityLevel noAuthNoPriv (1) noAuthNoPriv (1)
vacmAccessContextMatch exact (1) exact (1)

vacmAccessReadViewName

Set <AccessViewName>

Set <AccessViewName>

vacmAccessWriteViewName

When <AccessViewType> == "2'
Set <AccessViewName>
Otherwise, set <Zero-length
OCTET STRING>

When <AccessViewType> == '2' Set
<AccessViewName>

Otherwise, set <Zero-length OCTET
STRING>

vacmAccessNotifyViewName

<Zero-length OCTET STRING>

<Zero-length OCTET STRING>

vacmAccessStorage Type

volatile (2)

volatile (2)

vacmAccessStatus

active (1)

active (1)

AMERICAN NATIONAL STANDARD

© SCTE-ISBE

134




ANSI/SCTE 135-4 2019

8.5.4.8 SNMPv3 Access View Configuration config file TLV

This section specifies CM processing requirements for SNMPv3 Access View Configuration TLVs when present in
the configuration file. The SNMPv3 Access View Configuration TLV is used to configure the table
vacmViewTreeFamilyTable in a simplified way. The CM MUST process SNMPv3 Access View Configuration
TLV in conjunction with SNMP TLV-11 containing SNMPv3 tables, TLV-38 as well as SNMPv1v2c Coexistence
Configuration TLV (see Section 8.5.4.7).

The mapping from the TLV to these tables is described in the following section.
8.5.4.8.1 Mapping of TLV fields into SNMPV3 tables

The following section describes the mapping of SNMPv3 Access View Configuration TLVs into
vacmViewTreeFamilyTable:

Table 8-27 - SNMPv3 Access View Configuration TLV Mapping

Sub-TLVs Variable Name Associated MIB Object [RFC 3415]
SNMPv3 Access View Name AccessViewName vacmViewTreeFamilyViewName
SNMPv3 Access View Subtree AccessViewSubTree vacmViewTreeFamilySubtree
SNMPv3 Access View Mask AccessViewMask vacmViewTreeFamilyMask
SNMPv3 Access View Type AccessViewType vacmViewTreeFamilyType

Disconnected entries in the CM SNMP access configuration database are not expected to be detected by the CM as
part of the configuration. Eventually, the SNMP agent will not grant access to SNMP requests, for example, to
disconnected Security Names and View trees as a result of a TLV configuration mistake.

Table 8-28 describes the CM procedures to populate the SNMP Management Framework Access Control Subsystem
[RFC 3412].

In configuring entries for SNMPv3 Access View Configuration TLV, note the following:

One entry is created for each TLV. Some Access Views may have a number of included/excluded OID
branches. Only Access View Name will be common for all these OID branches. To support such type of Access
View with multiple included/excluded OID branches a number of multiple SNMPv3 Access View
Configuration TLVs need to be defined in configuration file.

8.5.4.8.2 vacmViewTreeFamilyTable
The vacmViewTreeFamilyTable is defined in the "Definitions" section of [RFC 3415].

The CM MUST create one row in vacmViewTreeFamilyTable for each SNMPv3 Access View Configuration TLV
in the config file. The CM MUST reject the config file if two SNMPv3 Access View Configuration TLVs have
identical index components relative to vacmViewTreeFamilyTable. In such instance, the CM would not be able to
create an entry for the second TLV containing the duplicate index.

The CM MUST set the object vacmViewTreeFamilySubtree to 1.3.6 when no sub-TLV SNMPv3 Access View
Subtree is defined in the config file.

The CM MUST set the object vacmViewTreeFamilyMask to the default zero-length string when no sub-TLV
SNMPv3 Access View Mask is defined.

The CM MUST set the object vacmViewTreeFamilyType to the default value 1 (included) when no sub-TLV
SNMPv3 Access View Type is defined.

Table 8-28 - vacmViewTreeFamilyTable

Column Name (* = Part of Index) Column Value

* vacmViewTreeFamilyViewName <AccessViewName>
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Column Name (* = Part of Index) Column Value
* vacmViewTreeFamilySubtree <AccessViewSubTree>
vacmViewTreeFamilyMask <AccessViewMask>
vacmViewTreeFamilyType <AccessViewType>
vacmViewTreeFamilyStorageType volatile (2)
vacmViewTreeFamilyStatus active (1)

8.5.49 SNMP CPE Access Control Configuration config file TLV

The 'SNMP CPE Access Control' config File TLV (See [MULPIv3.0]) provides a mechanism to filter SNMP PDU-
requests originating from a CMCI interface.

The CM MUST enforce the requirements of 'SNMP CPE Access Control' when configured in SNMP Coexistence
mode.

The CM MAY ignore the 'SNMP CPE Access Control' encodings when configured in NmAccess mode.

When applicable, the CM MUST enforce the 'SNMP CPE Access Control' requirements to enable or disable SNMP
Access originating from a CMCI interface directed to any CM provisioned IP addresses (See [MULPIv3.0]) or any
of the CM's CMCI IP addresses defined in Section 9.1, and prior to SNMP protocol specific access control
mechanisms such as SNMPv3 Access View, or NmAccess settings.

8.5.5 IPDR Streaming Protocol Security Model

Refer to [IPDR/SP] for the IPDR/SP Security recommendations. The IPDR/SP Security Model is out of the scope of
this specification.
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9 OSSI FOR CMCI

This section defines the operational mechanisms needed to support the transmission of data-over-cable services
between a cable modem (CM) and customer premise equipment (CPE). Specifically, this section outlines the
following:

e SNMP access via CMCI

e Console Access

e CM diagnostic capabilities

e  Protocol Filtering

e Required MIBs

Refer to Section 6 of [CMCIv3.0] for additional CMCI requirements.

9.1 SNMP Access via CMCI

DOCSIS 3.0 CMs have provisions for dual-stack management or management of the CM using SNMP over IPv4
and IPv6. During provisioning, the management of the CM is determined by the MSO. However, SNMP access
from the CMCI port(s) for diagnostic purposes prior to the CM being registered needs to operate in a dual-stack
management mode and allow access for both IPv4 and IPv6 hosts. CM SNMP access from the CMCI before
completing the CMTS registration process MUST comply with the access requirements specified in Section 8.5.4.1.
The CM DHCP-acquired IP MUST ignore SNMP requests from CMCI before registration.

The CM DHCP-acquired IP MUST accept SNMP requests from CMCI after completing the CMTS registration
process where such SNMP access complies with the requirements stated in Section 8.5.4.2.

The CM MUST support SNMP access, as specified in Section 8.5.4, through the following IP addresses regardless
of the CM registration state:

e The CM MUST support 192.168.100.1, as the well-known diagnostic IP address accessible only from the
CMCI interfaces. The CM MUST support the well-known diagnostic IP address, 192.168.100.1, on all physical
interfaces associated with the CMCI. The CM MUST drop SNMP requests coming from the RF interface
targeting the well-known IP address.

e The CM MAY also implement alternative IPv4 interfaces like link-local method described in [RFC 3927]. If
implemented, the CM MUST restrict the IP address range described in "Address Selection, Defense and
Delivery" of [RFC 3927] to 169.254.1.0 to 169.254.254.255 inclusive.

e The CM MAY support an IPv6 EUI-64 link-local scope address in the format
FE80::<vendorld>:FFFE:<remainingMacAddress> of the CMCI port. The CM MUST drop SNMP requests
coming from the RF interface targeting this IPv6 address. Refer to [RFC 4291] for additional details.

9.2 Console Access

The CM MUST NOT allow access to the CM functions by a console port. In this specification, a console port is
defined as a communication path, either hardware or software, that allows a user to issue commands to modify the
configuration or operational status of the CM. The CM MUST only allow access using DOCSIS defined RF
interfaces and operator-controlled SNMP access by the CMCI.
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9.3 CM Diagnostic Capabilities

The CM MAY have a diagnostic interface for debugging and troubleshooting purposes. The CM's diagnostic
interface MUST be limited by default to the requirements described in Section 8.5.4 before and after registration.
The CM's diagnostic interface SHOULD be disabled by default after registration has been completed. The CM
MAY provide additional controls that will enable the MSO to alter or customize the diagnostic interface, such as by
the configuration process or management through the setting of a proprietary MIB.

9.4 Protocol Filtering
The CM MUST be capable of filtering traffic to and from the host CPE as defined in Annex F.
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10 OSSI FOR CM DEVICE

The CM SHOULD support standard front-panel LEDs (Light Emitting Diodes) that present straightforward
information about the registration state of the CM so as to facilitate efficient customer support operations.

10.1 CM LED Requirements and Operation

A CM SHOULD support LEDs which have three states: 1) unlit, 2) flash, 3) lit solid. A CM LED in the ‘flash’ state
SHOULD turn on and off with a 50% duty cycle at a frequency not less than 2 cycles per second. A CM SHOULD
support LEDs which light sequentially, following the normal CM initialization procedure specified in [MULPIv3.0].
In this way, the installer can detect a failure that prevents the CM from becoming operational.

A CM SHOULD have a minimum of five externally visible LEDs divided into three functional groups as indicated
below:

BOX: This group SHOULD have 1 LED labeled as POWER for the BOX status.

DOCSIS: This group SHOULD have 3 LEDs labeled as DS, US, and ONLINE for the DOCSIS interface status.
The LEDs in the DOCSIS group SHOULD be in the order: DS, US, and ONLINE, from left to right, or top to
bottom, as appropriate for the orientation of the device.

CPE: This group SHOULD have a minimum of 1 LED labeled as LINK for the LINK status. The CM MAY
have multiple LEDs in the CPE group to represent individual CPE interface types and parameters. These CM
CPE LEDs MAY be labeled according to their associated interface types.

There is no specific requirement for labeling the functional groups. The overall CM LED distribution SHOULD be
in the order: POWER, DS, US, ONLINE, and LINK.

The CM SHOULD use these LEDs to indicate that the following modes of operation are in progress, or have
completed successfully:

e Power on, Software Application Image Validation and Self Test
e  Scan for Downstream Channel

e Resolve CM-SG and Range

e  Operational

e Data Link and Activity

The CM SHOULD operate its LEDs as described in the following sections for each of the above modes of
operation.

10.1.1 Power On, Software Application Image Validation and Self Test

The CM SHOULD, when turned on, place the LEDs, or at least the DOCSIS Group LEDs (DS, US, ONLINE), in
the 'flash’ state while the CM performs the system initialization of the Operational System, CM application load, and
any proprietary self-tests. Following the successful completion of the steps above, the CM SHOULD place the
LEDs, or at least the DOCSIS Group LEDs, in the 'lit solid' state for one second, after which the CM places the
POWER LED in the 'lit solid' state. The CM MAY also place the LINK LED in the 'lit solid' state if a CPE device is
properly connected (see Section 10.1.5 below). If the system initialization, described above, results in a failure, the
CM SHOULD place the LEDs, or at least the DOCSIS Group LEDs in the 'flash’ state, in which they should

remain.

10.1.2 Scan for Downstream Channel

The CM SHOULD place the DS LED in the ‘flash’ state as the CM scans for a candidate primary downstream
DOCSIS channel. The CM SHOULD place the DS LED in the 'lit solid' state when the CM MAC layer has
completed synchronization of MPEG framing of the candidate primary downstream channel, as defined in the
"Cable Modem Initialization and Reinitialization™ section of [MULPIv3.0]. The CM SHOULD maintain the 'lit
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solid' state of the DS LED as the CM continues the initialization process. The CM SHOULD NOT place the DS
LED in the 'flash' state when resolving the CM service groups or performing downstream acquisition of CM receive
channels in the registration process as defined in the "Cable Modem Initialization and Reinitialization" section of
[MULPIV3.0].

Whenever the CM restarts CM initialization (which can include scanning for a downstream channel and attempting
to synchronize to a downstream channel), the CM SHOULD place the DS LED in the 'flash’ state and the US LED
and ONLINE LED in the 'unlit' state.

10.1.3 Resolve CM-SG and Range

After the CM places the DS LED in the 'lit solid' state, the CM SHOULD place the US LED in the 'flash’ state and
the ONLINE LED in the 'unlit' state while the CM is determining CM-SGs and performing initial ranging, until the
CM receives a ranging response message with a ranging status of ‘success' from the CMTS. When the CM receives a
ranging response message with a ranging status of 'success' from the CMTS, the CM SHOULD place the US LED in
the 'lit solid’ state.

The CM SHOULD maintain the 'lit solid' state of the US LED as the CM continues the initialization process. Unless
the channel used to transmit the registration request message is not in the TCC received in the registration response
message, the CM SHOULD NOT place the US LED in the 'flash' state when performing upstream acquisition of
CM transmit channels in the registration process as defined in the "Cable Modem Initialization and Reinitialization"
section of [MULPIv3.0]. The CM SHOULD maintain the 'lit solid' state of the US LED when the CM is ranged on
one or more upstream channels.

10.1.4 Operational

After the CM places the US LED in the 'lit solid' state, the CM SHOULD place the ONLINE LED in the 'flash’ state
while the CM continues the process towards become operational (this includes performing early authentication,
establishing IP connectivity, and registering with the CMTS, and performing BPI initialization). When the CM is
operational, the CM SHOULD place the ONLINE LED in the 'lit solid' state. Operational is defined according the
section "Cable Modem Initialization and Reinitialization™ in [MULPIv3.0].

If at any point there is a failure in the registration process that causes the CM to lose its operational state, including
but not limited to loss of the primary downstream channel, ranging, DHCP, configuration file download,
registration, and Baseline Privacy initialization, the CM SHOULD place the ONLINE LED in the ‘flash’ state.

If the CM becomes operational and the CM configuration file has the Network Access Control Object (NACO) set
to zero (0), the CM SHOULD place the ONLINE LED in the 'unlit' state and place both the 'DS and US LEDs in the
'flash’ state. Refer to the Common Radio Frequency Interface Encodings Annex of [MULPIv3.0] for details on the
Network Access Control Object (NACO).

10.1.5 Data Link and Activity

The CM SHOULD place the LINK LED in the 'lit solid' state when a CPE device is connected and the CM is not
bridging data. The CM SHOULD place the LINK LED in the ‘flash' state ONLY when the CM is bridging data
during the CM operational state and NACO set to one (1). The CM SHOULD NOT place the LINK LED in the
'flash’ state for data traffic originating or terminating at the CM device itself.

If LINK is detected with a CPE device, the CM MAY set the LINK LED to the 'lit solid' state any time after the
power and self test steps are completed.

10.2 Additional CM Operational Status Visualization Features

The CM MAY change the DOCSIS defined LED behavior when the CM is in a vendor proprietary mode of
operation. The CM MUST NOT have additional LEDs that reveal DOCSIS specific information about the
configuration file content, or otherwise clearly specified (see NACO visualization in Sections 10.1.4 and 10.1.5).
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10.2.1 Secure Software Download

The CM SHOULD signal that a Secure Software Download [SECv3.0] is in process, by setting the DS LED and the
US LED to the 'flash’ state, and the ONLINE LED to the 'lit solid' state.
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Annex A Detailed MIB Requirements (Normative)

This Annex defines the SNMP MIB modules and MIB variables required for DOCSIS 3.0 CM and CMTS devices.
Table A-1 - MIB Implementation Support

Requirement Type

Table Notation

Description

Deprecated

D

Deprecated objects are optional. If a vendor chooses to implement the object, the
object must be implemented correctly according to the MIB definition. If a vendor
chooses not to implement the object, an agent must not instantiate such object and
must respond with the appropriate error/exception condition (e.g., 'noSuchObject'
for SNMPv2c).

Mandatory

The object must be implemented correctly according to the MIB definition.

Not Applicable

NA

Not applicable to the device.

Not Supported

N-Sup

An agent must not instantiate such object and must respond with the appropriate
error/exception condition (e.g., 'noSuchObject' for SNMPv2c).

Optional

A vendor can choose to implement or not implement the object. If a vendor chooses
to implement the object, the object must be implemented correctly according to the
MIB definition. If a vendor chooses not to implement the object, an agent must not
instantiate such object and must respond with the appropriate error/exception
condition (e.g., 'noSuchObject’ for SNMPv2c).

Obsolete

Ob

In SNMP convention, obsolete objects should not be implemented. This
specification allows vendors to implement or not implement obsolete objects. If a
vendor chooses to implement an obsoleted object, the object must be implemented
correctly according to the MIB definition. If a vendor chooses not to implement the
obsoleted object, the SNMP agent must not instantiate such object and must
respond with the appropriate error/exception condition (e.g., ‘noSuchObject' for
SNMPv2c).

Table A-2 - SNMP Access Requirements

SNMP Access Type

Table Notation

Description

N-Acc

Not Accessible

The object is not accessible and is usually an index in a table

Read Create RC The access of the object MUST be implemented as Read-Create

Read Write RW The access of the object MUST be implemented as Read-Write

Read Only RO The access of the object MUST be implemented as Read-Only

Read Create or RC/RO The access of the object MUST be implemented as either Read-Create or Read-Only
Read Only as described in the MIB definition

Read Write / RW/RO The access of the object MUST be implemented as either Read-Write or Read-Only
Read Only as described in the MIB definition

Accessible for SNMP Acc-FN These objects are used for SNMP Notifications by the CMTS and CM SNMP Agents
Notifications

A.1  MIB-Object Details

The CM instantiates SNMP MIB objects based on its configuration and operational parameters acquired during
registration. Below are denominations for several Table A-3 columns that indicate modes of operation where a CM
has specific management requirements for certain MIB object instantiation and syntax.

The CM operates in either "1.0 CoS Mode" or "1.1 QoS Mode" based on the config file style.
The CM SNMP access control configuration is either NmAccess Mode or SNMP Coexistence Mode.
The CM upstream channel types can be categorized as "TDMA/ATDMA upstream™ and "SCDMA upstream".
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Table A-3 - MIB Object Details

DOCS-IF-MIB [RFC 4546]

Object CM Access | CMTS | Access
docslfDownstreamChannelTable M N-Acc N-Acc
docslfDownstreamChannel Entry M N-Acc M N-Acc
docslfDownChannellid M RO M RO
docslfDownChannelFrequency M RO M RW/RO
docslfDownChannelWidth M RO M RO
docslfDownChannelModulation M RO M RW
docslfDownChannelinterleave M RO M RW
docslfDownChannelPower M RO M RW/RO
docslfDownChannelAnnex M RO M RO
docslfDownChannelStorageType M RO M RO
Object CM Access | CM SCDMA | Access | CMTS | Access

TDMA/ATDMA upstream
upstream
docslfUpstreamChannelTable M N-Acc O N-Acc M N-Acc
docslfUpstreamChannelEntry M N-Acc O N-Acc M N-Acc
docslfUpChannelld M RO (@) RO M RO
docslfUpChannelFrequency M RO (@) RO M RC
docslfUpChannelWidth M RO (0] RO M RC
docslfUpChannelModulationProfile M RO O RO M RC
docslfUpChannelSlotSize M RO (@) RO M RC/RO
docslfUpChannel TxTimingOffset M RO O RO M RO
docslfUpChannelRangingBackoffStart M RO (@) RO M RC
docslfUpChannelRangingBackoffEnd M RO O RO M RC
docslfUpChannelTxBackoffStart M RO O RO M RC
docslfUpChannelTxBackoffEnd M RO (@) RO M RC
docslfUpChannelScdmaActiveCodes O RO O RO M RC
docslfUpChannelScdmaCodesPerSlot O RO (@) RO M RC
docslfUpChannelScdmaFrameSize O RO (@) RO M RC
docslfUpChannelScdmaHoppingSeed O RO (@) RO M RC
docslfUpChannelType M RO O RO M RC
docslfUpChannelCloneFrom O RO O RO M RC
docslfUpChannelUpdate O RO (@) RO M RC
docslfUpChannelStatus O RO (@) RO M RC
docslfUpChannelPreEqEnable M RO (@) RO M RC
Object CMin DOCSIS 1.0| Access |CMin DOCSIS| Access | CMTS | Access
CoS mode 1.1 QoS Mode
docslfQosProfileTable M N-Acc O N-Acc (@) N-Acc
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docslfQosProfileEntry M N-Acc (@) N-Acc (@) N-Acc
docslfQosProflndex M N-Acc O N-Acc O N-Acc
docslfQosProfPriority M RO (@) RO (@] RC/RO
docslfQosProfMaxUpBandwidth M RO (@) RO (@) RC/RO
docslfQosProfGuarUpBandwidth M RO (@) RO (@) RC/RO
docslfQosProfMaxDownBandwidth M RO O RO (@] RC/RO
docslfQosProfMaxTxBurst D RO D RO D RC/RO
docslfQosProfBaselinePrivacy M RO O RO (@) RC/RO
docslfQosProfStatus M RO O RO (0] RC/RO
docslfQosProfMaxTransmitBurst M RO O RO (0] RC/RO
docslfQosProfStorageType M RO (@) RO (@) RO
Object CM Access | CMTS | Access
docslfSignalQualityTable M N-Acc N-Acc
docslfSignalQualityEntry M N-Acc M N-Acc
docslfSigQIncludesContention M RO M RO
docslIfSigQUnerroreds M RO M RO
docslfSigQCorrecteds M RO M RO
docslfSigQUncorrectables M RO M RO
docslfSigQSignalNoise D RO D RO
docslfSigQMicroreflections M RO M RO
docslfSigQEqualizationData M RO M RO
docslIfSigQExtUnerroreds M RO M RO
docslIfSigQExtCorrecteds M RO M RO
docslIfSigQExtUncorrectables M RO M RO
Object CM Access | CMTS | Access
docslfDocsisBaseCapability M RO M RO
docslfCmMacTable M N-Acc NA
docslfCmMacEntry M N-Acc NA
docslfCmCmtsAddress M RO NA
docsIfCmCapabilities M RO NA
docslfCmRangingRespTimeout Ob RW NA
docslIfCmRangingTimeout M RW NA
docslfCmStatusTable D N-Acc NA
docslfCmStatusEntry D N-Acc NA
docslfCmStatusValue D RO NA
docslfCmStatusCode D RO NA
docslfCmStatusTxPower D RO NA
docslfCmStatusResets D RO NA
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docsIfCmStatusLostSyncs D RO NA
docslfCmStatusinvalidMaps D RO NA
docslfCmStatusinvalidUcds D RO NA
docslfCmStatusinvalidRangingResponses D RO NA
docslfCmStatusinvalidRegistrationResponses D RO NA
docslfCmStatusT1Timeouts D RO NA
docslfCmStatusT2Timeouts D RO NA
docsIfCmStatusT3Timeouts D RO NA
docslfCmStatusT4Timeouts D RO NA
docsIfCmStatusRangingAborteds D RO NA
docsIfCmStatusDocsisOperMode D RO NA
docslfCmStatusModulationType D RO NA
docslfCmStatusEqualizationData D RO NA
docslfCmStatusUCCs D RO NA
docslfCmStatusUCCFails D RO NA

Object CMin DOCSIS 1.0| Access |CMin DOCSIS| Access | CMTS | Access

CoS mode 1.1 QoS Mode

docslfCmServiceTable M N-Acc N-Sup NA
docslfCmServiceEntry M N-Acc N-Sup NA
docslfCmServiceld M N-Acc N-Sup NA
docslfCmServiceQosProfile M RO N-Sup NA
docsIfCmServiceTxSlotsimmed M RO N-Sup NA
docsIfCmServiceTxSlotsDed M RO N-Sup NA
docslfCmServiceTxRetries M RO N-Sup NA
docslfCmServiceTxExceededs M RO N-Sup NA
docslfCmServiceRgRetries M RO N-Sup NA
docslfCmServiceRgExceededs M RO N-Sup NA
docsIfCmServiceExtTxSlotsimmed M RO N-Sup NA
docsIfCmServiceExtTxSlotsDed M RO N-Sup NA

Object CM Access | CMTS | Access
docslfCmtsMacTable NA N-Acc
docslfCmtsMacEntry NA M N-Acc
docsIfCmtsCapabilities NA M RO
docsIfCmtsSyncinterval NA M RW
docslfCmtsUcdlInterval NA M RW/RO
docslfCmtsMaxServicelds NA M RO
docslfCmtsinsertioninterval NA Ob RW/RO
docslfCmtsInvitedRangingAttempts NA RW/RO
docslfCmtsInsertinterval NA RW/RO

AMERICAN NATIONAL STANDARD
© SCTE*ISBE 145




ANSI/SCTE 135-4 2019

docslfCmtsMacStorageType NA M RW/RO
docslfCmtsStatusTable NA D N-Acc
docslfCmtsStatusEntry NA D N-Acc
docslfCmtsStatusinvalidRangeReqs NA D RO
docslfCmtsStatusRangingAborteds NA D RO
docslfCmtsStatusinvalidRegReqs NA D RO
docslfCmtsStatusFailedRegReqs NA D RO
docslfCmtsStatusinvalidDataReqs NA D RO
docslfCmtsStatusT5Timeouts NA D RO
docslfCmtsCmStatusTable NA D N-Acc
docslfCmtsCmStatusEntry NA D N-Acc
docslfCmtsCmStatusindex NA D N-Acc
docslfCmtsCmStatusMacAddress NA D RO
docsIfCmtsCmStatuslipAddress NA D RO
docslfCmtsCmStatusDownChannellfindex NA D RO
docsIfCmtsCmStatusUpChannellfindex NA D RO
docslfCmtsCmStatusRxPower NA D RO
docsIfCmtsCmStatusTimingOffset NA D RO
docslfCmtsCmStatusEqualizationData NA D RO
docslfCmtsCmStatusValue NA D RO
docslfCmtsCmStatusUnerroreds NA D RO
docslfCmtsCmStatusCorrecteds NA D RO
docslfCmtsCmStatusUncorrectables NA D RO
docsIfCmtsCmStatusSignalNoise NA D RO
docslfCmtsCmStatusMicroreflections NA D RO
docslfCmtsCmStatusExtUnerroreds NA D RO
docslfCmtsCmStatusExtCorrecteds NA D RO
docslfCmtsCmStatusExtUncorrectables NA D RO
docsIfCmtsCmStatusDocsisRegMode NA D RO
docsIfCmtsCmStatusModulationType NA D RO
docslfCmtsCmStatusinetAddressType NA D RO
docslfCmtsCmStatusinetAddress NA D RO
docsIfCmtsCmStatusValueLastUpdate NA D RO
docsIfCmtsCmStatusHighResolutionTimingOffset NA D RO
docslfCmtsServiceTable NA M/O N-Acc
docslfCmtsServiceEntry NA M/O N-Acc
docslfCmtsServiceld NA M/O N-Acc
docslfCmtsServiceCmStatusindex NA D RO
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docslfCmtsServiceAdminStatus NA D RW/RO
docslfCmtsServiceQosProfile NA M/O RO
docslfCmtsServiceCreateTime NA D RO
docslfCmtsServicelnOctets NA D RO
docslfCmtsServicelnPackets NA D RO
docslfCmtsServiceNewCmStatusIndex NA D RO
docslfCmtsModulationTable NA M N-Acc
docslfCmtsModulationEntry NA M N-Acc
docslfCmtsModIndex NA M N-Acc
docsIfCmtsModintervalUsageCode NA M N-Acc
docslfCmtsModControl NA M RC
docslfCmtsModType NA M RC
docslfCmtsModPreambleLen NA M RC
docsIfCmtsModDifferentialEncoding NA M RC
docslfCmtsModFECErrorCorrection NA M RC
docslfCmtsModFECCodewordLength NA M RC
docslfCmtsModScramblerSeed NA M RC
docslfCmtsModMaxBurstSize NA M RC
docslfCmtsModGuardTimeSize NA M RO
docslfCmtsModLastCodewordShortened NA M RC
docslfCmtsModScrambler NA M RC
docsIfCmtsModBytelnterleaverDepth NA M RC
docsIfCmtsModBytelnterleaverBlockSize NA M RC
docslfCmtsModPreambleType NA M RC
docslfCmtsModTcmErrorCorrectionOn NA M RC
docslfCmtsModScdmalnterleaverStepSize NA M RC
docslfCmtsModScdmaSpreaderEnable NA M RO
docslfCmtsModScdmaSubframeCodes NA M RC
docslfCmtsModChannelType NA M RC
docsIfCmtsModStorageType NA M RC
Object CM Access | CMTS | Access
docslfCmtsQosProfilePermissions NA M RW /RO
docslfCmtsMacToCmTable NA M N-Acc
docslfCmtsMacToCmEntry NA M N-Acc
docslfCmtsCmMac NA M N-Acc
docslfCmtsCmPtr NA M RO
Object CM Access | CMTS | Access
docslfCmtsChannelUtilizationInterval NA NA M RW
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DocslfCmtsChannelUtilizationTable NA M N-Acc
DocslfCmtsChannelUtilizationEntry NA M N-Acc
docsIfCmtsChannelUtIfType NA M N-Acc
docslfCmtsChannelUtld NA M N-Acc
docslfCmtsChannelUtUtilization NA M RO
docslfCmtsDownChannelCounterTable NA M N-Acc
docslfCmtsDownChannelCounterEntry NA M N-Acc
docslfCmtsDownChnICtrid NA M RO
docsIfCmtsDownChnICtrTotalBytes NA M RO
docsIfCmtsDownChnICtrUsedBytes NA M RO
docsIfCmtsDownChnICtrExtTotalBytes NA M RO
docsIfCmtsDownChnICtrExtUsedBytes NA M RO
docslfCmtsUpChannelCounterTable NA M N-Acc
docslfCmtsUpChannelCounterEntry NA M N-Acc
docsIfCmtsUpChniCtrid NA M RO
docsIfCmtsUpChnICtrTotalMslots NA M RO
docsIfCmtsUpChniCtrUcastGrantedMslots NA M RO
docsIfCmtsUpChnlICtrTotalCntnMslots NA M RO
docsIfCmtsUpChnlCtrUsedCntnMslots NA M RO
docsIfCmtsUpChnICtrExtTotalMslots NA M RO
docsIfCmtsUpChnICtrExtUcastGrantedMslots NA M RO
docsIfCmtsUpChnICtrExtTotalCntnMslots NA M RO
docsIfCmtsUpChnICtrExtUsedCntnMslots NA M RO
docsIfCmtsUpChnICtrCollCntnMslots NA M RO
docsIfCmtsUpChnICtrTotalCntnRegMslots NA M RO
docsIfCmtsUpChniCtrUsedCntnRegMslots NA M RO
docsIfCmtsUpChnICtrCollICntnRegMslots NA M RO
docsIfCmtsUpChnICtrTotalCntnRegDataMslots NA M RO
docsIfCmtsUpChniCtrUsedCntnRegDataMslots NA M RO
docsIfCmtsUpChnICtrCollCntnRegDataMslots NA M RO
docsIfCmtsUpChnICtrTotalCntninitMaintMslots NA M RO
docsIfCmtsUpChniCtrUsedCntninitMaintMslots NA M RO
docsIfCmtsUpChnICtrCollCntnInitMaintMslots NA M RO
docsIfCmtsUpChnICtrExtCollCntnMslots NA M RO
docsIfCmtsUpChnICtrExtTotalCntnRegMslots NA M RO
docsIfCmtsUpChnICtrExtUsedCntnRegMslots NA M RO
docsIfCmtsUpChnICtrExtCollCntnReqMslots NA M RO
docsIfCmtsUpChnICtrExtTotalCntnReqgDataMslots NA M RO
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docsIfCmtsUpChnICtrExtUsedCntnRegDataMslot NA M RO
s

docsIfCmtsUpChnICtrExtCollCntnReqDataMslots NA M RO
docsIfCmtsUpChnICtrExtTotalCntnInitMaintMslots NA M RO
docsIfCmtsUpChnICtrExtUsedCntnInitMaintMslots NA M RO
docsIfCmtsUpChnICtrExtCollCntninitMaintMslots NA M RO
DOCS-DRF-MIB [DRFI]

Object CM Access | CMTS | Access
docsDrfDownstreamTable NA M N-Acc
docsDrfDownstreamEntry NA M N-Acc
docsDrfDownstreamPhyDependencies NA M RO
docsDrfDownstreamCapabilitiesTable NA M N-Acc
docsDrfDownstreamCapabilitiesEntry NA M N-Acc
docsDrfDownstreamCapabFrequency NA M RO
docsDrfDownstreamCapabBandwidth NA M RO
docsDrfDownstreamCapabPower NA M RO
docsDrfDownstreamCapabModulation NA M RO
docsDrfDownstreamCapablnterleaver NA M RO
docsDrfDownstreamCapabJ83Annex NA M RO
docsDrfDownstreamCapabConcurrentServices NA NA
docsDrfDownstreamCapabServicesTransport NA NA
docsDrfDownstreamCapabMuting NA M RO
docsDrfGroupDependencyTable NA M N-Acc
docsDrfGroupDependencyEntry NA M N-Acc
docsDrfGroupDependencyPhyParam NA M N-Acc
docsDrfGroupDependencyPhysicallndex NA M N-Acc
docsDrfGroupDependencyGrouplD NA (@) RO
docsDrfGroupDependencyType NA M RO
docsDrfChannelBlockTable NA M N-Acc
docsDrfChannelBlockEntry NA M N-Acc
docsDrfChannelBlockPhysicallndex NA M N-Acc
docsDrfChannelBlockNumberChannels NA M RO
docsDrfChannelBlockCfgNumberChannels NA M RW
docsDrfChannelBlockMute NA M RW
docsDrfChannelBlockTestType NA M RW
docsDrfChannelBlockTestlfiIndex NA M RW
IF-MIB [RFC 2863]

Object CM Access | CMTS | Access
ifNumber M RO M RO
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ifTableLastChange RO RO
ifTable N-Acc N-Acc
Note: The ifTable Counter32 objects are not
reflected here, refer to Table A-6 and Table A-7 of
Section A.2 for details on these objects.
ifEntry M N-Acc M N-Acc
ifindex M RO M RO
ifDescr M RO M RO
ifType M RO M RO
ifMtu M RO M RO
ifSpeed M RO M RO
ifPhysAddress M RO M RO
ifAdminStatus M RW M RW
ifOperStatus M RO M RO
ifLastChange M RO M RO
ifOutQLen D RO D RO
ifSpecific D RO D RO
ifXTable M N-Acc M N-Acc
Note: The ifXTable Counter32 and Counter64
objects are not reflected here, refer to Table A-6
and Table A-7 of Section A.2 for details on these
objects
ifXEntry M N-Acc M N-Acc
ifName M RO M RO
ifLinkUpDownTrapEnable M RW M RW
ifHighSpeed M RO M RO
ifPromiscuousMode M RW/RO M RW/RO
ifConnectorPresent M RO M RO
ifAlias M RW/RO M RW/RO
ifCounterDiscontinuityTime M RO M RO
ifStackTable M N-Acc M N-Acc
ifStackEntry M N-Acc M N-Acc
ifStackHigherLayer M N-Acc M N-Acc
ifStackLowerLayer M N-Acc M N-Acc
ifStackStatus M RC/RO M RC/RO
Object CM Access | CMTS | Access
ifStackLastChange M RC/RO RC/RO
ifRcvAddressTable (6] N-Acc N-Acc
ifRcvAddressEntry (@) N-Acc O N-Acc
ifRcvAddressAddress (0] N-Acc (0] N-Acc
ifRcvAddressStatus o} RC o} RC
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IfRcvAddressType (@) RC (@) RC
Notification
linkUp Acc-FN Acc-FN
linkDown Acc-FN Acc-FN
Note: See Section 7.1.3.3.4 for details.
ifTestTable D N-Acc D N-Acc
ifTestEntry D N-Acc D N-Acc
ifTestld D RW D RW
ifTestStatus D RW D RW
ifTestType D RW D RW
ifTestResult D RO D RO
ifTestCode D RO D RO
ifTestOwner D RW D RW
BRIDGE-MIB [RFC 4188]
Note: Implementation of BRIDGE-MIB is required ONLY if device is a bridging device.
Object CM Access | CMTS | Access
dotldBase
dotldBaseBridgeAddress M RO M RO
dotldBaseNumPorts M RO M RO
dotldBaseType M RO M RO
dotldBasePortTable M N-Acc M N-Acc
dotldBasePortEntry M N-Acc M N-Acc
dotldBasePort M RO M RO
dotldBasePortlfiIndex M RO M RO
dotldBasePortCircuit M RO M RO
dotldBasePortDelayExceededDiscards M RO M RO
dotldBasePortMtuExceededDiscards M RO M RO
dotldStp
dotldStpProtocolSpecification M RO M RO
dot1dStpPriority M RW M RW
dot1dStpTimeSinceTopologyChange M RO M RO
dotldStpTopChanges M RO M RO
dotldStpDesignatedRoot M RO M RO
dotldStpRootCost M RO M RO
dotldStpRootPort M RO M RO
dotldStpMaxAge M RO M RO
dotldStpHelloTime M RO M RO
dotldStpHoldTime M RO M RO
dotldStpForwardDelay M RO M RO
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dotldStpBridgeMaxAge M RW M RW
dot1dStpBridgeHelloTime M RW M RW
dot1dStpBridgeForwardDelay M RW M RW
dotldStpPortTable (@) N-Acc (@) N-Acc
Note: This table is required ONLY if STP is
implemented.
dotldStpPortEntry (@) N-Acc (@) N-Acc
dot1ldStpPort (0] RO (0] RO
dot1dStpPortPriority (0] RW (0] RW
dotldStpPortState O RO (@) RO
dotldStpPortEnable (@) RW (@) RW
dotldStpPortPathCost (@) RW (@) RW
dotldStpPortDesignatedRoot (@) RO (@) RO
dotldStpPortDesignatedCost (0] RO (0] RO
dotldStpPortDesignatedBridge (0] RO (0] RO
dotldStpPortDesignatedPort O RO (@) RO
dotldStpPortForwardTransitions O RO (@) RO
dotldStpPortPathCost32 (@) RO (@) RO
dotldTp
Note: This group is required ONLY if transparent
bridging is implemented.
dotldTpLearnedEntryDiscards M RO M RO
dotldTpAgingTime M RW M RW
dotldTpFdbTable M N-Acc M N-Acc
dotldTpFdbEntry M N-Acc M N-Acc
dotldTpFdbAddress M RO M RO
dotldTpFdbPort M RO M RO
dotldTpFdbStatus M RO M RO
dotldTpPortTable M N-Acc M N-Acc
dotldTpPortEntry M N-Acc M N-Acc
dotldTpPort M RO M RO
dotldTpPortMaxinfo M RO M RO
dotldTpPortinFrames M RO M RO
dotldTpPortOutFrames M RO M RO
dotldTpPortinDiscards M RO M RO
dotldStaticTable (0] N-Acc (0] N-Acc
Note: Implementation of dotldStaticTable is
OPTIONAL.
dotldStaticEntry N-Acc N-Acc
dotldStaticAddress RW RW
dotldStaticReceivePort RW RW
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dotldStaticAllowedToGoTo RW RW
dotldStaticStatus RW RW
Notification
newRoot Acc-FN Acc-FN
topologyChange Acc-FN Acc-FN
DOCS-CABLE-DEVICE-MIB [RFC 4639]
Object CM Access | CMTS | Access
docsDevBase
docsDevRole M RO (0] RO
docsDevDateTime M RO/RW M RW
docsDevResetNow M RW (0] RW
docsDevSerialNumber M RO o RO
docsDevSTPControl M RW/RO o RW/RO
docsDevigmpModeControl N-Sup NA
docsDevMaxCpe M RW NA
Object CM in NmAccess |Access | CMin SNMP | Access | CMTS | Access
Mode Coexistence
Mode
docsDevNmAccessTable M N-Acc N-Sup (@) N-Acc
docsDevNmAccessEntry M N-Acc N-Sup O N-Acc
docsDevNmAccessindex M N-Acc N-Sup (0] N-Acc
docsDevNmAccesslp M RC N-Sup (0] RC
docsDevNmAccessIpMask M RC N-Sup (@] RC
docsDevNmAccessCommunity M RC N-Sup O RC
docsDevNmAccessControl M RC N-Sup O RC
docsDevNmAccessinterfaces M RC N-Sup (0] RC
docsDevNmAccessStatus M RC N-Sup (0] RC
docsDevNmAccessTrapVersion M RC N-Sup (0] RC
Object CM Access | CMTS | Access
docsDevSoftware
docsDevSwServer D RW D RW
docsDevSwFilename M RW (0] RW
docsDevSwAdminStatus M RW (0] RW
docsDevSwOperStatus M RO (@) RO
docsDevSwCurrentVers M RO (0] RO
docsDevSwsServerAddressType M RW O RO
docsDevSwServerAddress M RW (0] RO
docsDevSwServerTransportProtocol M RW (0] RO
docsDevServer
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docsDevServerBootState D RO N-Sup
docsDevServerDhcp D RO N-Sup
docsDevServerTime D RO N-Sup
docsDevServerTftp D RO N-Sup
docsDevServerConfigFile M RO N-Sup
docsDevServerDhcpAddressType M RO N-Sup
docsDevServerDhcpAddress M RO N-Sup
docsDevServerTimeAddressType M RO N-Sup
docsDevServerTimeAddress M RO N-Sup
docsDevServerConfigTftpAddressType M RO N-Sup
docsDevServerConfigTftpAddress M RO N-Sup
docsDevEvent

docsDevEvControl M RW M RW
docsDevEvSyslog D RW D RW
docsDevEvThrottleAdminStatus M RW M RW
docsDevEvThrottlelnhibited D RO D RO
docsDevEvThrottleThreshold M RW M RW
docsDevEvThrottlelnterval M RW M RW
docsDevEvControlTable M N-Acc M N-Acc
docsDevEvControlEntry M N-Acc M N-Acc
docsDevEvPriority M N-Acc M N-Acc
docsDevEvVReporting M RW M RW
docsDevEventTable M N-Acc M N-Acc
docsDevEventEntry M N-Acc M N-Acc
docsDevEvindex M N-Acc M N-Acc
docsDevEvVFirstTime M RO M RO
docsDevEvLastTime M RO M RO
docsDevEvCounts M RO M RO
docsDevEvLevel M RO M RO
docsDevEvld M RO M RO
docsDevEvText M RO M RO
docsDevEvSyslogAddressType M RW M RW
docsDevEvSyslogAddress M RW M RW
docsDevEvThrottleThresholdExceeded M RO M RO
docsDevFilter

docsDevFilterLLCUnmatchedAction RW RW
docsDevFilterLLCTable N-Acc N-Acc
docsDevFilterLLCEntry N-Acc N-Acc

AMERICAN NATIONAL STANDARD

© SCTE-ISBE

154




ANSI/SCTE 135-4 2019

docsDevFilterLLCIndex M N-Acc o} N-Acc
docsDevFilterLLCStatus M RC (0] RC
docsDevFilterLLCIfIndex M RC (0] RC
docsDevFilterLLCProtocolType M RC (@) RC
docsDevFilterLLCProtocol M RC o} RC
docsDevFilterLLCMatches M RO o RO
Object CM Access | CMTS | Access
docsDevFilterlpDefault M RW (@) RW
docsDevFilterlpTable M N-Acc D N-Acc
docsDevFilterlpEntry M N-Acc D N-Acc
docsDevFilterlpIndex M N-Acc D N-Acc
docsDevFilterlpStatus M RC D RC
docsDevFilterlpControl M RC D RC
docsDevFilterlplfindex M RC D RC
docsDevFilterlpDirection M RC D RC
docsDevFilterlpBroadcast M RC D RC
docsDevFilterlpSaddr M RC D RC
docsDevFilterlpSmask M RC D RC
docsDevFilterlpDaddr M RC D RC
docsDevFilterlpDmask M RC D RC
docsDevFilterlpProtocol M RC D RC
docsDevFilterlpSourcePortLow M RC D RC
docsDevFilterlpSourcePortHigh M RC D RC
docsDevFilterlpDestPortLow M RC D RC
docsDevFilterlpDestPortHigh M RC D RC
docsDevFilterlpMatches M RO D RO
docsDevFilterlpTos M RC D RC
docsDevFilterlpTosMask M RC D RC
docsDevFilterlpContinue D RC D RC
docsDevFilterlpPolicyld D RC D RC
docsDevFilterPolicyTable D N-Acc D N-Acc
docsDevFilterPolicyEntry D N-Acc D N-Acc
docsDevFilterPolicylndex D N-Acc D N-Acc
docsDevFilterPolicyld D RC D RC
docsDevFilterPolicyStatus D RC D RC
docsDevFilterPolicyPtr D RC D RC
docsDevFilterTosTable D N-Acc D N-Acc
docsDevFilterTosEntry D N-Acc D N-Acc
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docsDevFilterTosIndex D N-Acc D N-Acc
docsDevFilterTosStatus D RC D RC
docsDevFilterTosAndMask D RC D RC
docsDevFilterTosOrMask D RC D RC
docsDevCpe
docsDevCpeEnroll RW N-Sup
docsDevCpelpMax (0] RW N-Sup
docsDevCpeTable Ob N-Acc | N-Sup
docsDevCpeEntry Ob N-Acc | N-Sup
docsDevCpelp Ob N-Acc | N-Sup
docsDevCpeSource Ob RO N-Sup
docsDevCpeStatus Ob RC N-Sup
docsDevCpelnetTable (0] N-Acc | N-Sup
docsDevCpelnetEntry O N-Acc | N-Sup
docsDevCpelnetType O N-Acc | N-Sup
docsDevCpelnetAddr O RC N-Sup
docsDevCpelnetSource O RO N-Sup
docsDevCpelnetRowStatus O RC N-Sup
IP-MIB [RFC 4293]
Object CM Access | CMTS | Access
ipv4GeneralGroup
ipForwarding RW RW
ipDefaultTTL RW RW
ipReasmTimeout RW RW
ipv6GeneralGroup2
ipv6lpForwarding M RW M RW
ipv6lpDefaultHopLimit M RW M RW
ipv4interfaceTableLastChange M RO M RO
ipvdinterfaceTable M N-Acc M N-Acc
ipvdinterfaceEntry M N-Acc M N-Acc
ipv4interfacelfindex M N-Acc M N-Acc
ipv4interfaceReasmMaxSize M RO M RO
ipv4interfaceEnableStatus M RW M RW
ipv4interfaceRetransmitTime M RO M RO
Object CM Access | CMTS | Access
ipv6interfaceTableLastChange RO M RO
ipv6interfaceTable N-Acc M N-Acc
ipv6interfaceEntry N-Acc M N-Acc
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ipv6Interfacelfindex M N-Acc M N-Acc
ipv6InterfaceReasmMaxSize M RO M RO
ipv6interfaceldentifier M RO M RO
ipv6interfaceEnableStatus M RW M RW
ipv6InterfaceReachableTime M RO M RO
ipv6interfaceRetransmitTime M RO M RO
ipv6InterfaceForwarding M RW M RW
ipSystemStatsTable O N-Acc (@) N-Acc
ipSystemStatsEntry O N-Acc O N-Acc
ipSystemStatsIPVersion (@) N-Acc (@) N-Acc
ipSystemStatsinReceives (@) RO (@) RO
ipSystemStatsHCInReceives (0] RO (0] RO
ipSystemStatsInOctets (0] RO (0] RO
ipSystemStatsHCInOctets O RO O RO
ipSystemStatsinHdrErrors O RO (@) RO
ipSystemStatsinNoRoutes O RO O RO
ipSystemStatsinAddrErrors (0] RO (0] RO
ipSystemStatsinUnknownProtos (0] RO (0] RO
ipSystemStatsinTruncatedPkts (0] RO (0] RO
ipSystemStatsinForwDatagrams O RO O RO
ipSystemStatsHCInForwDatagrams O RO O RO
ipSystemStatsReasmReqds (0] RO (0] RO
ipSystemStatsReasmOKs (@) RO (@) RO
ipSystemStatsReasmFails (@) RO (@) RO
ipSystemStatsinDiscards O RO (@] RO
ipSystemStatsinDelivers O RO O RO
ipSystemStatsHCInDelivers (@) RO O RO
ipSystemStatsOutRequests (0] RO (0] RO
ipSystemStatsHCOutRequests (@) RO (@) RO
ipSystemStatsOutNoRoutes (@) RO (@) RO
ipSystemStatsOutForwDatagrams O RO (@] RO
ipSystemStatsHCOutForwDatagrams O RO O RO
ipSystemStatsOutDiscards (@) RO O RO
ipSystemStatsOutFragReqds (0] RO (0] RO
ipSystemStatsOutFragOKs (@) RO (@) RO
ipSystemStatsOutFragFails (@) RO (@) RO
ipSystemStatsOutFragCreates O RO (@] RO
ipSystemStatsOutTransmits (@) RO (@] RO
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ipSystemStatsHCOutTransmits (@) RO (@) RO
ipSystemStatsOutOctets O RO (@] RO
ipSystemStatsHCOutOctets (@) RO (@] RO
ipSystemStatsinMcastPkts (@) RO (@) RO
ipSystemStatsHCInMcastPkts (@) RO (@) RO
ipSystemStatsinMcastOctets O RO O RO
ipSystemStatsHCInMcastOctets O RO O RO
ipSystemStatsOutMcastPkts (0] RO O RO
ipSystemStatsHCOutMcastPkts O RO (@) RO
ipSystemStatsOutMcastOctets O RO O RO
ipSystemStatsHCOutMcastOctets O RO O RO
ipSystemStatsinBcastPkts (0] RO (0] RO
ipSystemStatsHCInBcastPkts (0] RO (0] RO
ipSystemStatsOutBcastPkts O RO O RO
ipSystemStatsHCOutBcastPkts O RO (@) RO
ipSystemStatsDiscontinuityTime O RO (@) RO
ipSystemStatsRefreshRate (@) RO (@) RO
Object CM Access | CMTS | Access
iplfStatsTableLastChange RO (0] RO
iplfStatsTable O N-Acc M N-Acc
Note: This table is required ONLY if routing is
implemented.
iplfStatsEntry (@) N-Acc M N-Acc
iplfStatsIPVersion O N-Acc M N-Acc
iplfStatslfindex O N-Acc M N-Acc
iplfStatsinReceives (0] RO M RO
iplfStatsHCInReceives O RO M RO
iplfStatsinOctets (@) RO M RO
iplfStatsHCInOctets (@) RO M RO
iplfStatsinHdrErrors O RO M RO
iplfStatsinNoRoutes (0] RO M RO
iplfStatsinAddrErrors O RO M RO
iplfStatsinUnknownProtos O RO M RO
iplfStatsinTruncatedPkts (@) RO M RO
iplfStatsinForwDatagrams (@) RO M RO
iplfStatsHCInForwDatagrams O RO M RO
iplfStatsReasmReqds (0] RO M RO
iplfStatsReasmOKs (0] RO M RO
iplfStatsReasmFails O RO M RO
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iplfStatsinDiscards (@) RO M RO
iplfStatsinDelivers O RO M RO
iplfStatsHCInDelivers (@) RO M RO
iplfStatsOutRequests (@) RO M RO
iplfStatsHCOutRequests (@) RO M RO
iplfStatsOutForwDatagrams (0] RO M RO
iplfStatsHCOutForwDatagrams (0] RO M RO
iplfStatsOutDiscards O RO M RO
iplfStatsOutFragReqds O RO M RO
iplfStatsOutFragOKs (@) RO M RO
iplfStatsOutFragFails (0] RO M RO
iplfStatsOutFragCreates (0] RO M RO
iplfStatsOutTransmits (0] RO M RO
iplfStatsHCOutTransmits O RO M RO
iplfStatsOutOctets O RO M RO
iplfStatsHCOutOctets O RO M RO
iplfStatsinMcastPkts (0] RO M RO
iplfStatsHCInMcastPkts (0] RO M RO
iplfStatsinMcastOctets (0] RO M RO
iplfStatsHCInMcastOctets O RO M RO
iplfStatsOutMcastPkts O RO M RO
iplfStatsHCOutMcastPkts O RO M RO
iplfStatsOutMcastOctets (@) RO M RO
iplfStatsHCOutMcastOctets (@) RO M RO
iplfStatsinBcastPkts O RO M RO
iplfStatsHCInBcastPkts O RO M RO
iplfStatsOutBcastPkts (@) RO M RO
iplfStatsHCOutBcastPkts O RO M RO
iplfStatsDiscontinuityTime (0] RO M RO
iplfStatsRefreshRate (0] RO M RO
ipAddressPrefixTable O N-Acc M N-Acc
Note: This table is required ONLY if routing is
implemented.
ipAddressPrefixEntry (@) N-Acc M N-Acc
ipAddressPrefixIfindex (@) N-Acc M N-Acc
ipAddressPrefixType O N-Acc M N-Acc
ipAddressPrefixPrefix O N-Acc M N-Acc
ipAddressPrefixLength O N-Acc M N-Acc
ipAddressPrefixOrigin O RO M RO
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ipAddressPrefixOnLinkFlag (@) RO M RO
ipAddressPrefixAutonomousFlag O RO M RO
ipAddressPrefixAdvPreferredLifetime (@) RO M RO
ipAddressPrefixAdvValidLifetime (@) RO M RO
Object CM Access | CMTS | Access
ipAddressSpinLock (0] RW M RW
ipAddressTable (0] N-Acc M N-Acc
ipAddressEntry O N-Acc M N-Acc
ipAddressAddrType O N-Acc M N-Acc
ipAddressAddr (@) N-Acc M N-Acc
ipAddressl|flndex O RC M RO
ipAddressType (0] RC M RO
ipAddressPrefix (0] RO M RO
ipAddressOrigin O RO M RO
ipAddressStatus O RC M RO
ipAddressCreated O RC M RO
ipAddressLastChanged (@) RC M RO
ipAddressRowStatus (0] RC M RO
ipAddressStorageType (0] RC M RO
ipNetToPhysicalTable O N-Acc M N-Acc
Note: This table is required ONLY if routing is
implemented.
ipNetToPhysicalEntry (@) N-Acc M N-Acc
ipNetToPhysicallfindex O N-Acc M N-Acc
ipNetToPhysicalNetAddressType (0] N-Acc M N-Acc
ipNetToPhysicalNetAddress (0] N-Acc M N-Acc
ipNetToPhysicalPhysAddress O RC M RC
ipNetToPhysicalLastUpdated (@) RO M RO
ipNetToPhysicalType (@) RC M RC
ipNetToPhysicalState O RO M RO
ipNetToPhysicalRowStatus (0] RC M RC
ipDefaultRouterTable (0] N-Acc M N-Acc
Note: This table is required ONLY if routing is
implemented.
ipDefaultRouterEntry O N-Acc M N-Acc
ipDefaultRouterAddressType (@) N-Acc M N-Acc
ipDefaultRouterAddress (@) N-Acc M N-Acc
ipDefaultRouterlflndex O N-Acc M N-Acc
ipDefaultRouterLifetime (@) RC M RC
ipDefaultRouterPreference (@) RO M RO
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ipv6RouterAdvertGroup
ipv6RouterAdvertSpinLock N-Sup RW
ipv6RouterAdvertTable N-Sup N-Acc
Note: This table is required ONLY if routing is
implemented.
ipv6RouterAdvertEntry N-Sup M N-Acc
ipv6RouterAdvertlfindex N-Sup M N-Acc
ipv6RouterAdvertSendAdverts N-Sup M RC
ipv6RouterAdvertMaxinterval N-Sup M RC
ipv6RouterAdvertMininterval N-Sup M RC
ipv6RouterAdvertManagedFlag N-Sup M RC
ipv6RouterAdvertOtherConfigFlag N-Sup M RC
ipv6RouterAdvertLinkMTU N-Sup M RC
ipv6RouterAdvertReachableTime N-Sup M RC
ipv6RouterAdvertRetransmitTime N-Sup M RC
ipv6RouterAdvertCurHopLimit N-Sup M RC
ipv6RouterAdvertDefaultLifetime N-Sup M RC
ipv6RouterAdvertRowStatus N-Sup M RC
icmpStatsTable M N-Acc M N-Acc
icmpStatsEntry M N-Acc M N-Acc
icmpStatsIPVersion M N-Acc M N-Acc
icmpStatsinMsgs M RO M RO
icmpStatsinErrors M RO M RO
icmpStatsOutMsgs M RO M RO
icmpStatsOutErrors M RO M RO
icmpMsgStatsTable M N-Acc M N-Acc
icmpMsgStatsEntry M N-Acc M N-Acc
icmpMsgStatsIPVersion M N-Acc M N-Acc
icmpMsgStatsType M N-Acc M N-Acc
icmpMsgStatsinPkts M RO M RO
icmpMsgStatsOutPkts M RO M RO
UDP-MIB [RFC 4113]
Object CM Access | CMTS | Access
UDPGroup
udplnDatagrams (@) RO O RO
udpNoPorts (@) RO (@) RO
udpInErrors O RO (0] RO
udpOutDatagrams (@) RO (@) RO
udpEndpointTable O N-Acc (@] N-Acc
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udpEndpointEntry (@) N-Acc (@) N-Acc
udpEndpointLocalAddressType O N-Acc (@] N-Acc
udpEndpointLocalAddress (@) N-Acc (@] N-Acc
udpEndpointLocalPort (@) N-Acc (@) N-Acc
udpEndpointRemoteAddressType (@) N-Acc (@) N-Acc
udpEndpointRemoteAddress (0] N-Acc (0] N-Acc
udpEndpointRemotePort (0] N-Acc (0] N-Acc
udpEndpointinstance O N-Acc (@) N-Acc
udpEndpointProcess O RO (@) RO
TCP-MIB [RFC 4022]
Object CM Access | CMTS | Access
tcpBaseGroup
tcpRtoAlgorithm (0] RO (0] RO
tcpRtoMin O RO O RO
tcpRtoMax O RO O RO
tcpMaxConn O RO O RO
tcpActiveOpens (@) RO (@) RO
tcpPassiveOpens (0] RO (0] RO
tcpAttemptFails (0] RO (0] RO
tcpEstabResets O RO (@) RO
tcpCurrEstab (@) RO (@) RO
tcpinSegs O RO O RO
tcpOutSegs e} RO e} RO
tcpRetransSegs O RO (0] RO
tcpInErrs O RO (@] RO
tcpOutRsts O RO O RO
tcpHCGroup
tcpHCInSegs O RO O RO
tcpHCOutSegs e} RO e} RO
tcpConnectionTable (@) N-Acc (@) N-Acc
tcpConnectionEntry O N-Acc (@] N-Acc
tcpConnectionLocalAddressType (@) N-Acc O N-Acc
tcpConnectionLocalAddress (@) N-Acc O N-Acc
tcpConnectionLocalPort O N-Acc (0] N-Acc
tcpConnectionRemAddressType (@) N-Acc (@) N-Acc
tcpConnectionRemAddress (@) N-Acc (@) N-Acc
tcpConnectionRemPort O N-Acc (@] N-Acc
tcpConnectionState (@) RW (@] RW
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tcpConnectionProcess O RO (0] RO
tcpListenerTable O N-Acc (@] N-Acc
tcpListenerEntry O N-Acc O N-Acc
tcpListenerLocalAddressType (@) N-Acc (@) N-Acc
tcpListenerLocalAddress (@) N-Acc (@) N-Acc
tcpListenerLocalPort (0] N-Acc (0] N-Acc
tcpListenerProcess O RO O RO
SNMPV2-MIB [RFC 3418]

Object CM Access | CMTS | Access
SystemGroup

sysDescr M RO M RO
sysObjectID M RO M RO
sysUpTime M RO M RO
sysContact M RW M RW
sysName M RwW M RW
sysLocation M RW M RW
sysServices M RO M RO
sysORLastChange M RO M RO
sysORTable M N-Acc M N-Acc
SysOREnNtry M N-Acc M N-Acc
sysORIndex M N-Acc M N-Acc
sysORID M RO M RO
sysORDescr M RO M RO
sysORUpTime M RO M RO
SNMPGroup

snmpinPkts M RO M RO
snmplinBadVersions M RO M RO
snmpOutPkts Ob RO Ob RO
snmplinBadCommunityNames M RO M RO
snmplinBadCommunityUses M RO M RO
snmpInASNParseErrs M RO M RO
snmpinTooBigs Ob RO Ob RO
snmpinNoSuchNames Ob RO Ob RO
snmpinBadValues Ob RO Ob RO
snmpinReadOnlys Ob RO Ob RO
snmpInGenErrs Ob RO Ob RO
snmpinTotalReqVars Ob RO Ob RO
snmpinTotalSetVars Ob RO Ob RO
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snmplinGetRequests Ob RO Ob RO
snmpinGetNexts Ob RO Ob RO
snmpinSetRequests Ob RO Ob RO
snmplinGetResponses Ob RO Ob RO
snmplinTraps Ob RO Ob RO
snmpOutTooBigs Ob RO Ob RO
snmpOutNoSuchNames Ob RO Ob RO
snmpOutBadValues Ob RO Ob RO
snmpOutGenErrs Ob RO Ob RO
snmpOutGetRequests Ob RO Ob RO
snmpOutGetNexts Ob RO Ob RO
snmpOutSetRequests Ob RO Ob RO
snmpOutGetResponses Ob RO Ob RO
snmpOutTraps Ob RO Ob RO
snmpEnableAuthenTraps RW RW
snmpSilentDrops RO RO
snmpProxyDrops RO RO
snmpTrapsGroup
coldStart Acc-FN Acc-FN
warmStart Acc-FN Acc-FN
authenticationFailure Acc-FN Acc-FN
snmpSetGroup
snmpSetSerialNo M RW M RW
Etherlike-MIB [RFC 3635]
Object CM Access | CMTS | Access
dot3StatsTable (0] N-Acc M N-Acc
dot3StatsEntry (@) N-Acc M N-Acc
dot3StatsIndex o RO M RO
dot3StatsAlignmentErrors (@) RO M RO
dot3StatsFCSErrors o RO M RO
dot3StatsInternalMacTransmitErrors (6] RO M RO
dot3StatsFrameToolLongs O RO M RO
dot3StatsInternalMacReceiveErrors (0] RO M RO
dot3StatsSymbolErrors (@) RO M RO
dot3StatsSingleCollisionFrames (@) RO (@) RO
dot3StatsMultipleCollisionFrames (@) RO (@) RO
dot3StatsDeferredTransmissions (6] RO (0] RO
dot3StatsLateCollisions (0] RO (0] RO
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dot3StatsExcessiveCollisions o} RO o} RO
dot3StatsCarrierSenseErrors (0] RO (0] RO
dot3StatsDuplexStatus (@) RO (@] RO
dot3StatsSQETestErrors (@) RO N-Sup
dot3CollTable o N-Acc o} N-Acc
dot3CollEntry (0] N-Acc (0] N-Acc
dot3CollCount o} NA o NA
dot3CollFrequencies O RO (@) RO
dot3ControlTable (0] N-Acc (0] N-Acc
dot3ControlEntry (@) N-Acc (@) N-Acc
dot3ControlFunctionsSupported (@) RO (@) RO
dot3ControlinUnknownOpcodes (0] RO (0] RO
dot3PauseTable o} N-Acc o N-Acc
dot3PauseEntry O N-Acc O N-Acc
dot3PauseAdminMode (0] RW (0] RW
dot3PauseOperMode O RO (@) RO
dot3InPauseFrames @) RO @) RO
dot30utPauseFrames o) RO o) RO
DOCS-BPI-MIB [RFC 3083]
Object CMin DOCSIS 1.0 Access |CMin DOCSIS| Access | CMTS | Access
CoS mode 1.1 QoS Mode
docsBpiCmBaseTable M N-Acc N-Sup NA
docsBpiCmBaseEntry M N-Acc N-Sup NA
docsBpiCmPrivacyEnable M RO N-Sup NA
docsBpiCmPublicKey M RO N-Sup NA
docsBpiCmAuthState M RO N-Sup NA
docsBpiCmAuthKeySequenceNumber M RO N-Sup NA
docsBpiCmAuthExpires M RO N-Sup NA
docsBpiCmAuthReset M RW N-Sup NA
docsBpiCmAuthGraceTime M RO N-Sup NA
docsBpiCmTEKGraceTime M RO N-Sup NA
docsBpiCmAuthWaitTimeout M RO N-Sup NA
docsBpiCmReauthWaitTimeout M RO N-Sup NA
docsBpiCmOpWaitTimeout M RO N-Sup NA
docsBpiCmRekeyWaitTimeout M RO N-Sup NA
docsBpiCmAuthRejectWaitTimeout M RO N-Sup NA
docsBpiCmAuthRequests M RO N-Sup NA
docsBpiCmAuthReplies M RO N-Sup NA
docsBpiCmAuthRejects M RO N-Sup NA
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docsBpiCmAuthlnvalids M RO N-Sup NA
docsBpiCmAuthRejectErrorCode M RO N-Sup NA
docsBpiCmAuthRejectErrorString M RO N-Sup NA
docsBpiCmAuthinvalidErrorCode M RO N-Sup NA
docsBpiCmAuthinvalidErrorString M RO N-Sup NA
docsBpiCmTEKTable M N-Acc N-Sup NA
docsBpiCmTEKEnNtry M N-Acc N-Sup NA
docsBpiCmTEKPrivacyEnable M RO N-Sup NA
docsBpiCmTEKState M RO N-Sup NA
docsBpiCmTEKEXxpiresOld M RO N-Sup NA
docsBpiCmTEKEXxpiresNew M RO N-Sup NA
docsBpiCmTEKKeyRequests M RO N-Sup NA
docsBpiCmTEKKeyReplies M RO N-Sup NA
docsBpiCmTEKKeyRejects M RO N-Sup NA
docsBpiCmTEKInvalids M RO N-Sup NA
docsBpiCmTEKAuthPends M RO N-Sup NA
docsBpiCmTEKKeyRejectErrorCode M RO N-Sup NA
docsBpiCmTEKKeyRejectErrorString M RO N-Sup NA
docsBpiCmTEKInvalidErrorCode M RO N-Sup NA
docsBpiCmTEKInvalidErrorString M RO N-Sup NA
Object CM Access | CMTS | Access
docsBpiCmtsBaseTable NA N-Sup
docsBpiCmtsBaseEntry NA N-Sup
docsBpiCmtsDefaultAuthLifetime NA N-Sup
docsBpiCmtsDefaultTEKLifetime NA N-Sup
docsBpiCmtsDefaultAuthGraceTime NA N-Sup
docsBpiCmtsDefault TEKGraceTime NA N-Sup
docsBpiCmtsAuthRequests NA N-Sup
docsBpiCmtsAuthReplies NA N-Sup
docsBpiCmtsAuthRejects NA N-Sup
docsBpiCmtsAuthinvalids NA N-Sup
docsBpiCmtsAuthTable NA N-Sup
docsBpiCmtsAuthEntry NA N-Sup
docsBpiCmtsAuthCmMacAddress NA N-Sup
docsBpiCmtsAuthCmPublicKey NA N-Sup
docsBpiCmtsAuthCmKeySequenceNumber NA N-Sup
docsBpiCmtsAuthCmExpires NA N-Sup
docsBpiCmtsAuthCmLifetime NA N-Sup
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docsBpiCmtsAuthCmGraceTime NA N-Sup
docsBpiCmtsAuthCmReset NA N-Sup
docsBpiCmtsAuthCmRequests NA N-Sup
docsBpiCmtsAuthCmReplies NA N-Sup
docsBpiCmtsAuthCmRejects NA N-Sup
docsBpiCmtsAuthCminvalids NA N-Sup
docsBpiCmtsAuthRejectErrorCode NA N-Sup
docsBpiCmtsAuthRejectErrorString NA N-Sup
docsBpiCmtsAuthinvalidErrorCode NA N-Sup
docsBpiCmtsAuthlnvalidErrorString NA N-Sup
docsBpiCmtsTEKTable NA N-Sup
docsBpiCmtsTEKEnNtry NA N-Sup
docsBpiCmtsTEKLifetime NA N-Sup
docsBpiCmtsTEKGraceTime NA N-Sup
docsBpiCmtsTEKEXxpiresOld NA N-Sup
docsBpiCmtsTEKExpiresNew NA N-Sup
docsBpiCmtsTEKReset NA N-Sup
docsBpiCmtsKeyRequests NA N-Sup
docsBpiCmtsKeyReplies NA N-Sup
docsBpiCmtsKeyRejects NA N-Sup
docsBpiCmtsTEKInvalids NA N-Sup
docsBpiCmtsKeyRejectErrorCode NA N-Sup
docsBpiCmtsKeyRejectErrorString NA N-Sup
docsBpiCmtsTEKInvalidErrorCode NA N-Sup
docsBpiCmtsTEKInvalidErrorString NA N-Sup
docsBpilpMulticastMapTable NA N-Sup
docsBpilpMulticastMapEntry NA N-Sup
docsBpilpMulticastAddress NA N-Sup
docsBpilpMulticastprefixLength NA N-Sup
docsBpilpMulticastServiceld NA N-Sup
docsBpilpMulticastMapControl NA N-Sup
docsBpiMulticastAuthTable NA N-Sup
docsBpiMulticastAuthEntry NA N-Sup
docsBpiMulticastServiceld NA N-Sup
docsBpiMulticastCmMacAddress NA N-Sup
docsBpiMulticastAuthControl NA N-Sup
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DOCS-IETF-BPI2-MIB [RFC 4131]
Object CMin DOCSIS 1.0| Access |CMin DOCSIS| Access | CMTS | Access
CoS mode 1.1 QoS Mode
docsBpi2CmBaseTable O N-Acc M N-Acc NA
docsBpi2CmBaseEntry N-Acc M N-Acc NA
docsBpi2CmPrivacyEnable (0] RO M RO NA
docsBpi2CmPublicKey (0] RO M RO NA
docsBpi2CmAuthState O RO M RO NA
docsBpi2CmAuthKeySequenceNumber O RO M RO NA
docsBpi2CmAuthExpiresOld O RO M RO NA
docsBpi2CmAuthExpiresNew O RO M RO NA
docsBpi2CmAuthReset (0] RW M RW NA
docsBpi2CmAuthGraceTime (0] RO M RO NA
docsBpi2CmTEKGraceTime O RO M RO NA
docsBpi2CmAuthWaitTimeout O RO M RO NA
docsBpi2CmReauthWaitTimeout O RO M RO NA
docsBpi2CmOpWaitTimeout O RO M RO NA
docsBpi2CmRekeyWaitTimeout (0] RO M RO NA
docsBpi2CmAuthRejectWaitTimeout (0] RO M RO NA
docsBpi2CmSAMapWaitTimeout O RO M RO NA
docsBpi2CmSAMapMaxRetries O RO M RO NA
docsBpi2CmAuthentinfos O RO M RO NA
docsBpi2CmAuthRequests O RO M RO NA
docsBpi2CmAuthReplies O RO M RO NA
docsBpi2CmAuthRejects O RO M RO NA
docsBpi2CmAuthinvalids O RO M RO NA
docsBpi2CmAuthRejectErrorCode O RO M RO NA
docsBpi2CmAuthRejectErrorString O RO M RO NA
docsBpi2CmAuthinvalidErrorCode O RO M RO NA
docsBpi2CmAuthinvalidErrorString O RO M RO NA
docsBpi2CmTEKTable O N-Acc M N-Acc NA
docsBpi2CMTEKEnNtry O N-Acc M N-Acc NA
docsBpi2CmTEKSAId O N-Acc M N-Acc NA
docsBpi2CMTEKSAType O RO M RO NA
docsBpi2CmTEKDataEncryptAlg O RO M RO NA
docsBpi2CmTEKDataAuthentAlg O RO M RO NA
docsBpi2CmTEKState O RO M RO NA
docsBpi2CmTEKKeySequenceNumber O RO M RO NA
docsBpi2CmTEKEXxpiresOld O RO M RO NA
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docsBpi2CmTEKExpiresNew O RO M RO NA
docsBpi2CmTEKKeyRequests O RO M RO NA
docsBpi2CmTEKKeyReplies O RO M RO NA
docsBpi2CmTEKKeyRejects O RO M RO NA
docsBpi2CmTEKInvalids O RO M RO NA
docsBpi2CmTEKAuthPends (0] RO M RO NA
docsBpi2CmTEKKeyRejectErrorCode (0] RO M RO NA
docsBpi2CmTEKKeyRejectErrorString O RO M RO NA
docsBpi2CmTEKInvalidErrorCode O RO M RO NA
docsBpi2CmTEKInvalidErrorString O RO M RO NA
docsBpi2CmIipMulticastMapTable O N-Acc M N-Acc NA
docsBpi2CmlpMulticastMapEntry (0] N-Acc M N-Acc NA
docsBpi2CmlipMulticastindex (0] N-Acc M N-Acc NA
docsBpi2CmipMulticastAddressType O RO M RO NA
docsBpi2CmipMulticastAddress O RO M RO NA
docsBpi2CmipMulticastSAld O RO M RO NA
docsBpi2CmlpMulticastSAMapState O RO M RO NA
docsBpi2CmlpMulticastSAMapRequests (0] RO M RO NA
docsBpi2CmlpMulticastSAMapReplies (0] RO M RO NA
docsBpi2CmipMulticastSAMapRejects O RO M RO NA
docsBpi2CmlpMulticastSAMapRejectErrorCode O RO M RO NA
docsBpi2CmlpMulticastSAMapRejectErrorString O RO M RO NA

Object CM Access | CMTS | Access
docsBpi2CmbDeviceCertTable M N-Acc NA
docsBpi2CmDeviceCertEntry M N-Acc NA
docsBpi2CmDeviceCmCert M RW/RO NA
docsBpi2CmDeviceManufCert M RO NA
docsBpi2CmCryptoSuiteTable M N-Acc NA
docsBpi2CmCryptoSuiteEntry M N-Acc NA
docsBpi2CmCryptoSuitelndex M N-Acc NA
docsBpi2CmCryptoSuiteDataEncryptAlg M RO NA
docsBpi2CmCryptoSuiteDataAuthentAlg M RO NA
docsBpi2CmtsBaseEntryTable NA M N-Acc
docsBpi2CmtsBaseEntryEntry NA M N-Acc
docsBpi2CmtsDefaultAuthLifetime NA M RW
docsBpi2CmtsDefault TEKLifetime NA M RW
docsBpi2CmtsDefaultSelfSignedManufCertTrust NA M RW
docsBpi2CmtsCheckCertValidityPeriods NA M RW
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docsBpi2CmtsAuthentinfos NA M RO
docsBpi2CmtsAuthRequests NA M RO
docsBpi2CmtsAuthReplies NA M RO
docsBpi2CmtsAuthRejects NA M RO
docsBpi2CmtsAuthinvalids NA M RO
docsBpi2CmtsSAMapRequests NA M RO
docsBpi2CmtsSAMapReplies NA M RO
docsBpi2CmtsSAMapRejects NA M RO
docsBpi2CmtsAuthEntryTable NA M N-Acc
docsBpi2CmtsAuthEntryEntry NA M N-Acc
docsBpi2CmtsAuthCmMacAddress NA M N-Acc
docsBpi2CmtsAuthCmBpiVersion NA M RO
docsBpi2CmtsAuthCmPublicKey NA M RO
docsBpi2CmtsAuthCmKeySequenceNumber NA M RO
docsBpi2CmtsAuthCmExpiresOld NA M RO
docsBpi2CmtsAuthCmExpiresNew NA M RO
docsBpi2CmtsAuthCmLifetime NA M RW
docsBpi2CmtsAuthCmReset NA M RW
docsBpi2CmtsAuthCminfos NA M RO
docsBpi2CmtsAuthCmRequests NA M RO
docsBpi2CmtsAuthCmReplies NA M RO
docsBpi2CmtsAuthCmRejects NA M RO
docsBpi2CmtsAuthCminvalids NA M RO
docsBpi2CmtsAuthRejectErrorCode NA M RO
docsBpi2CmtsAuthRejectErrorString NA M RO
docsBpi2CmtsAuthinvalidErrorCode NA M RO
docsBpi2CmtsAuthinvalidErrorString NA M RO
docsBpi2CmtsAuthPrimarySAld NA M RO
docsBpi2CmtsAuthBpkmCmCertValid NA M RO
docsBpi2CmtsAuthBpkmCmCert NA M RO
docsBpi2CmtsAuthCACertindexPtr NA M RO
docsBpi2CmtsTEKTable NA M N-Acc
docsBpi2CmtsTEKEnNtry NA M N-Acc
docsBpi2CmtsTEKSAId NA M N-Acc
docsBpi2CmtsTEKSAType NA M RO
docsBpi2CmtsTEKDataEncryptAlg NA M RO
docsBpi2CmtsTEKDataAuthentAlg NA M RO
docsBpi2CmtsTEKLifetime NA M RW
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docsBpi2CmtsTEKKeySequenceNumber NA M RO
docsBpi2CmtsTEKExpiresOld NA M RO
docsBpi2CmtsTEKExpiresNew NA M RO
docsBpi2CmtsTEKReset NA M RW
docsBpi2CmtsKeyRequests NA M RO
docsBpi2CmtsKeyReplies NA M RO
docsBpi2CmtsKeyRejects NA M RO
docsBpi2CmtsTEKInvalids NA M RO
docsBpi2CmtsKeyRejectErrorCode NA M RO
docsBpi2CmtsKeyRejectErrorString NA M RO
docsBpi2CmtsTEKInvalidErrorCode NA M RO
docsBpi2CmtsTEKInvalidErrorString NA M RO
docsBpi2CmtslpMulticastMapTable NA M N-Acc
docsBpi2CmtslpMulticastMapEntry NA M N-Acc
docsBpi2CmtsIpMulticastindex NA M N-Acc
docsBpi2CmtsIpMulticastAddressType NA M RO
docsBpi2CmtsIpMulticastAddress NA M RO
docsBpi2CmtslpMulticastMask NA M RO
docsBpi2CmtsipMulticastSAld NA M RO
docsBpi2CmtsipMulticastSAType NA M RO
docsBpi2CmtsIpMulticastDataEncryptAlg NA M RO
docsBpi2CmtsipMulticastDataAuthentAlg NA M RO
docsBpi2CmtsIpMulticastSAMapRequests NA M RO
docsBpi2CmtsIpMulticastSAMapReplies NA M RO
docsBpi2CmtsipMulticastSAMapRejects NA M RO
docsBpi2CmtsipMulticastSAMapRejectErrorCode NA M RO
docsBpi2CmtsIpMulticastSAMapRejectErrorString NA M RO
docsBpi2CmtsIpMulticastMapControl NA M RO
docsBpi2CmtsIpMulticastMapStorageType NA M RO
docsBpi2CmtsMulticastAuthTable NA D N-Acc
docsBpi2CmtsMulticastAuthEntry NA D N-Acc
docsBpi2CmtsMulticastAuthSAld NA D N-Acc
docsBpi2CmtsMulticastAuthCmMacAddress NA D N-Acc
docsBpi2CmtsMulticastAuthControl NA D RC/RO
docsBpi2CmtsProvisionedCmCertTable NA M N-Acc
docsBpi2CmtsProvisionedCmCertEntry NA M N-Acc
docsBpi2CmtsProvisionedCmCertMacAddress NA M N-Acc
docsBpi2CmtsProvisionedCmCertTrust NA M RC
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docsBpi2CmtsProvisionedCmCertSource NA M RO
docsBpi2CmtsProvisionedCmCertStatus NA M RC
docsBpi2CmtsProvisionedCmCert NA M RC
docsBpi2CmtsCACertTable NA M N-Acc
docsBpi2CmtsCACertEntry NA M N-Acc
docsBpi2CmtsCACertindex NA M N-Acc
docsBpi2CmtsCACertSubject NA M RO
docsBpi2CmtsCACertlssuer NA M RO
docsBpi2CmtsCACertSerialNumber NA M RO
docsBpi2CmtsCACertTrust NA M RC
docsBpi2CmtsCACertSource NA M RO
docsBpi2CmtsCACertStatus NA M RC
docsBpi2CmtsCACert NA M RC
docsBpi2CmtsCACertThumbprint NA M RO
docsBpi2CodeDownloadGroup
docsBpi2CodeDownloadStatusCode M RO (@) RO
docsBpi2CodeDownloadStatusString M RO (@) RO
docsBpi2CodeMfgOrgName M RO (0] RO
docsBpi2CodeMfgCodeAccessStart M RO (0] RO
docsBpi2CodeMfgCvcAccessStart M RO (@) RO
docsBpi2CodeCoSignerOrgName M RO (@) RO
docsBpi2CodeCoSignerCodeAccessStart M RO (@) RO
docsBpi2CodeCoSignerCvcAccessStart M RO (@) RO
docsBpi2CodeCvcUpdate M RW (@) RW
DOCS-LOADBAL3-MIB (Annex Q)
Object CM Access | CMTS | Access
docsLoadbal3System
docsLoadbal3SystemEnable NA RW
docsLoadbal3SystemEnableError NA RO
docsLoadbal3ChgOverGroup
docsLoadbal3ChgOverGroupMacAddress NA M RW
docsLoadbal3ChgOverGrouplnitTech NA M RW
docsLoadbal3ChgOverGroupForceUCC NA M RW
docsLoadbal3ChgOverGroupdownFrequency NA M RW
docsLoadbal3ChgOverGroupMdlfindex NA M RW
docsLoadbal3ChgOverGroupRcpld NA M RW
docsLoadbal3ChgOverGroupRccld NA M RW
docsLoadbal3ChgOverGroupUsChSet NA M RW
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docsLoadbal3ChgOverGroupServiceFlowInfo NA M RW
docsLoadbal3ChgOverGroupTransactionld NA M RW
docsLoadbal3ChgOverGroupCommit NA M RW
docsLoadbal3ChgOverGroupLastCommit NA M RO
docsLoadbal3ChgOverStatusTable NA M N-Acc
docsLoadbal3ChgOverStatusEntry NA M N-Acc
docsLoadbal3ChgOverStatusld NA M RO
docsLoadbal3ChgOverStatusMacAddr NA M RO
docsLoadbal3ChgOverStatusinitTech NA M RO
docsLoadbal3ChgOverStatusDownFrequency NA M RO
docsLoadbal3ChgOverStatusMdIfindex NA M RO
docsLoadbal3ChgOverStatusRcpld NA M RO
docsLoadbal3ChgOverStatusRccld NA M RO
docsLoadbal3ChgOverStatusUsChSet NA M RO
docsLoadbal3ChgOverStatusServiceFlowlnfo NA M RO
docsLoadbal3ChgOverStatusCmd NA M RO
docsLoadbal3ChgOverStatusTransactionld NA M RO
docsLoadbal3ChgOverStatusValue NA M RO
docsLoadbal3ChgOverStatusUpdate NA M RO
docsLoadbal3CmtsCmParamsTable NA M N-Acc
docsLoadbal3CmtsCmParamsEntry NA M N-Acc
docsLoadbal3CmtsCmParamsProvGrpld NA M RW/RO
docsLoadbal3CmtsCmParamsCurrentGrpld NA M RO
docsLoadbal3CmtsCmParamsProvServiceTypelD NA M RW/RO
docsLoadbal3CmtsCmParamsCurrentServiceTyp NA M RO
elD

docsLoadbal3CmtsCmParamsPolicyld NA M RW/RO
docsLoadbal3CmtsCmParamsPriority NA M RW/RO
docsLoadbal3GeneralGrpDefaults

docsLoadbal3GeneralGrpDefaultsEnable NA M RW
docsLoadbal3GeneralGrpDefaultsPolicyld NA M RW
docsLoadbal3GeneralGrpDefaultsinitTech NA M RW
docsLoadbal3GeneralGrpCfgTable NA M N-Acc
docsLoadbal3GeneralGrpCfgEntry NA M N-Acc
docsLoadbal3GeneralGrpCfgNodeName NA M N-Acc
docsLoadbal3GeneralGrpCfgEnable NA M RW
docsLoadbal3GeneralGrpCfgPolicyld NA M RW
docsLoadbal3GeneralGrpCfglnitTech NA M RW
docsLoadbal3ResGrpCfgTable NA M N-Acc
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docsLoadbal3ResGrpCfgEntry NA M N-Acc
docsLoadbal3ResGrpCfgld NA M N-Acc
docsLoadbal3ResGrpCfgMdIfindex NA M RC
docsLoadbal3ResGrpCfgDsChlList NA M RC
docsLoadbal3ResGrpCfgUsChlList NA M RC
docsLoadbal3ResGrpCfgEnable NA M RC
docsLoadbal3ResGrpCfglnitTech NA M RC
docsLoadbal3ResGrpCfgPolicyld NA M RC
docsLoadbal3ResGrpCfgServiceTypeld NA M RC
docsLoadbal3ResGrpCfgStatus NA M RC
docsLoadbal3GrpStatusTable NA M N-Acc
docsLoadbal3GrpStatusEntry NA M N-Acc
docsLoadbal3GrpStatusld NA M N-Acc
docsLoadbal3GrpStatusCfgldOrZero NA M RO
docsLoadbal3GrpStatusMdIfindex NA M RO
docsLoadbal3GrpStatusMdCmSgld NA M RO
docsLoadbal3GrpStatusDsChList NA M RO
docsLoadbal3GrpStatusUsChList NA M RO
docsLoadbal3GrpStatusEnable NA M RO
docsLoadbal3GrpStatusinitTech NA M RO
docsLoadbal3GrpStatusPolicyld NA M RO
docsLoadbal3GrpStatusChgOverSuccess NA M RO
docsLoadbal3GrpStatusChgOverFails NA M RO
docsLoadbal3RestrictCmCfgTable NA M N-Acc
docsLoadbal3RestrictCmCfgEntry NA M N-Acc
docsLoadbal3RestrictCmCfgld NA M N-Acc
docsLoadbal3RestrictCmCfgMacAddr NA M RC
docsLoadbal3RestrictCmCfgMacAddrMask NA M RC
docsLoadbal3RestrictCmCfgGrpld NA M RC
docsLoadbal3RestrictCmCfgServiceTypeld NA M RC
docsLoadbal3RestrictCmCfgStatus NA M RC
docsLoadbal3PolicyTable NA M N-Acc
docsLoadbal3PolicyEntry NA M N-Acc
docsLoadbal3Policyld NA M N-Acc
docsLoadbal3PolicyRuleld NA M N-Acc
docsLoadbal3PolicyPtr NA M RC
docsLoadbal3PolicyRowStatus NA M RC
docsLoadbal3BasicRuleTable NA M N-Acc
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docsLoadbal3BasicRuleEntry NA M N-Acc
docsLoadbal3BasicRuleld NA M N-Acc
docsLoadbal3BasicRuleEnable NA M RC
docsLoadbal3BasicRuleDisStart NA M RC
docsLoadbal3BasicRuleDisPeriod NA M RC
docslLoadbal3BasicRuleRowStatus NA M RC
DOCS-IFEXT2-MIB (Annex H)

Object CM Access | CMTS | Access
docslIfExt2CmMscStatusTable M N-Acc NA
docsIfExt2CmMscStatusEntry M N-Acc NA
docsIfExt2CmMscStatusState M RO NA
docsIfExt2CmMscStatusPowerShortfall M RO NA
docsIfExt2CmMscStatusCodeRatio M RO NA
docsIfExt2CmMscStatusMaximumScheduledCode M RO NA

s

docsIfExt2CmMscStatusPowerHeadroom M RO NA
docsIfExt2CmMscStatusEffectivePower M RO NA
docsIfExt2CmMscStatuslUC2Control M RW NA
docsIfExt2CmClearLearnedMacAddresses M RW NA
docsIfExt2CmtsObjects

docsIfExt2CmtsMscGlobalEnable NA M RW
docsIfExt2CmtsCmMscStatusTable NA o N-Acc
docsIfExt2CmtsCmMscStatusEntry NA (@) N-Acc
docsIfExt2CmtsCmMscStatusPowerShortfall NA (0] RO
docsIfExt2CmtsCmMscStatusCodeRatio NA (0] RO
docsIfExt2CmtsCmMscStatusMaximumScheduled NA (0] RO
Codes

docsIfExt2CmtsCmMscStatusPowerHeadroom NA o RO
docsIfExt2CmtsCmMscStatusMeasuredSNR NA (0] RO
docsIfExt2CmtsCmMscStatusEffectiveSNR NA (0] RO
docsIfExt2CmtsUpChannelMscTable NA O N-Acc
docslIfExt2CmtsUpChannelMscEntry NA O N-Acc
docsIfExt2CmtsUpChannelMscState NA (@) RW
docsIfExt2CmtsUpChannelMSCTotalCMs NA (@) RO
docsIfExt2CmtsUpChannelMSCLimitIUC1 NA (@] RO
docsIfExt2CmtsUpChannelMSCMinimumValue NA O RW
docsIfExt2CmtsUpChannelTable NA O N-Acc
docslIfExt2CmtsUpChannelEntry NA O N-Acc
docsIfExt2CmtsUpChannelTotalCMs NA (@) RO
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HOST-RESOURCES-MIB [RFC 2790]

Object CM Access | CMTS | Access
hrDeviceTable (0] N-Acc (0] N-Acc
hrDeviceEntry (@) N-Acc N-Acc
hrDevicelndex O RO O RO
hrDeviceType (0] RO (0] RO
hrDeviceDescr o} RO o RO
hrDevicelD (0] RO (0] RO
hrDeviceStatus (0] RO (0] RO
hrDeviceErrors (0] RO (0] RO
hrSystem

hrMemorySize (0] RO (0] RO
hrStorageTable (0] N-Acc (0] N-Acc
hrStorageEntry O N-Acc O N-Acc
hrStoragelndex O RO (@) RO
hrStorageType O RO (@) RO
hrStorageDescr (0] RO (0] RO
hrStorageAllocationUnits (0] RO (0] RO
hrStorageSize (0] RO (0] RO
hrStorageUsed O RO (@) RO
hrStorageAllocationFailures O RO O RO
hrSWRunTable (0] N-Acc (6] N-Acc
hrSWRunEntry O N-Acc O N-Acc
hrSWRunIndex O RO O RO
hrSWRunName (6] RO (0] RO
hrSWRunID O RO O RO
hrSWRunPath (0] RO (0] RO
hrSWRunParameters O RO O RO
hrSWRunType O RO O RO
hrSWRunStatus e} RO e} RO
hrSWRunPerfTable (6] N-Acc (0] N-Acc
hrSWRunPerfEntry (@) N-Acc O N-Acc
hrSWRuniIndex (0] N-Acc (0] N-Acc
hrSWRunPerfCPU O RO O RO
hrSWRunPerfMem O RO O RO
hrProcessorTable o N-Acc o N-Acc
hrProcessorEntry O N-Acc (@] N-Acc
hrProcessorFrwiD (0] RO (0] RO
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hrProcessorLoad o} RO o} RO
ENTITY-MIB [RFC 4133]
Object CM Access | CMTS | Access
entPhysicalTable (@) (@) N-Acc
entPhysicalEntry O N-Acc
entPhysicallndex (0] (0] N-Acc
entPhysicalDescr (0] (0] RO
entPhysicalVendorType O (@) RO
entPhysicalContainedin O (@) RO
entPhysicalClass (@) (@) RO
entPhysicalParentRelPos (@) (@) RO
entPhysicalName (0] (0] RO
entPhysicalHardwareRev (0] (0] RO
entPhysicalFirmwareRev O O RO
entPhysicalSoftwareRev O (@) RO
entPhysicalSerialNum O (@) RO/RW
entPhysicalMfgName O O RO
entPhysicalModelName (0] (0] RO
entPhysicalAlias (0] (0] RO/RW
entPhysicalAssetID O (@) RO/RW
entPhysicallsFRU O O RO
entPhysicalMfgDate O O RO
entPhysicalUris (@) (@) RW
entLogicalTable NA (0] N-Acc
entLogicalEntry NA (@] N-Acc
entLogicallndex NA O N-Acc
entLogicalDescr NA O RO
entLogicalType NA O RO
entLogicalCommunity NA D RO
entLogicalTAddress NA (@) RO
entLogicalTDomain NA (@] RO
entLogicalContextEnginelD NA O RO
entLogicalContextName NA O RO
entLPMappingTable NA O N-Acc
entLPMappingEntry NA O N-Acc
entLPPhysicallndex NA (0] RO
entAliasMappingTable NA (@] N-Acc
entAliasMappingEntry NA (@] N-Acc
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entAliasLogicallndexOrZero NA (@) N-Acc
entAliasMappingldentifier NA (@] RO
entPhysicalContainsTable NA (@] N-Acc
entPhysicalContainsEntry NA (@) N-Acc
entPhysicalChildindex NA O RO
General Group
entLastChangeTime NA (0] RO
Notification
entConfigChange NA (@) Acc-FN
ENTITY-SENSOR-MIB [RFC 3433]
Object CM Access | CMTS | Access
entPhySensorTable (0] N-Acc (0] N-Acc
entPhySensorEntry O N-Acc N-Acc
entPhySensorType O RO O RO
entPhySensorScale O RO (@) RO
entPhySensorPrecision O RO (@) RO
entPhySensorValue (@) RO (@) RO
entPhySensorOperStatus O RO O RO
entPhySensorUnitsDisplay (0] RO (0] RO
entPhySensorValueTimeStamp O RO (@) RO
entPhySensorValueUpdateRate (0] RO (0] RO
SNMP-USM-DH-OBJECTS-MIB [RFC 2786]
Object CMin NmAccess | Access | CMin SNMP | Access | CMTS | Access
Mode Coexistence
Mode
usmDHParameters N-Sup M RW O RW
usmDHUserKeyTable N-Sup M N-Acc (@) N-Acc
usmDHUserKeyEntry N-Sup M N-Acc O N-Acc
usmDHUserAuthKeyChange N-Sup M RC (@) RC
usmDHUserOwnAuthKeyChange N-Sup M RC (@] RC
usmDHUserPrivKeyChange N-Sup M RC O RC
usmDHUserOwnPrivKeyChange N-Sup M RC O RC
usmDHKickstartTable N-Sup M N-Acc O N-Acc
usmDHKickstartEntry N-Sup M N-Acc O N-Acc
usmDHKickstartindex N-Sup M N-Acc O N-Acc
usmDHKickstartMyPublic N-Sup M RO (@] RO
usmDHKickstartMgrPublic N-Sup M RO O RO
usmDHKickstartSecurityName N-Sup M RO O RO
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SNMP-VIEW-BASED-ACM-MIB [RFC 3415]
Object CMin NmAccess | Access | CMin SNMP | Access | CMTS | Access
Mode Coexistence
Mode
vacmContextTable N-Sup M N-Acc (0] N-Acc
vacmContextEntry N-Sup M N-Acc O N-Acc
vacmContextName N-Sup M RO O RO
vacmSecurityToGroupTable N-Sup M N-Acc (@) N-Acc
vacmSecurityToGroupEntry N-Sup M N-Acc O N-Acc
vacmsSecurityModel N-Sup M N-Acc (0] N-Acc
vacmSecurityName N-Sup M N-Acc O N-Acc
vacmGroupName N-Sup M RC O RC
vacmSecurityToGroupStorageType N-Sup M RC O RC
vacmSecurityToGroupStatus N-Sup M RC O RC
vacmAccessTable N-Sup M N-Acc (@) N-Acc
vacmAccessEntry N-Sup M N-Acc O N-Acc
vacmAccessContextPrefix N-Sup M N-Acc (0] N-Acc
vacmAccessSecurityModel N-Sup M N-Acc (0] N-Acc
vacmAccessSecurityLevel N-Sup M N-Acc (@) N-Acc
vacmAccessContextMatch N-Sup M RC O RC
vacmAccessReadViewName N-Sup M RC (@) RC
vacmAccessWriteViewName N-Sup M RC (0] RC
vacmAccessNotifyViewName N-Sup M RC (@) RC
vacmAccessStorageType N-Sup M RC (@] RC
vacmAccessStatus N-Sup M RC O RC
vacmViewSpinLock N-Sup M RW O RW
vacmViewTreeFamilyTable N-Sup M N-Acc O N-Acc
vacmViewTreeFamilyEntry N-Sup M N-Acc O N-Acc
vacmViewTreeFamilyViewName N-Sup M N-Acc O N-Acc
vacmViewTreeFamilySubtree N-Sup M N-Acc (@] N-Acc
vacmViewTreeFamilyMask N-Sup M RC O RC
vacmViewTreeFamilyType N-Sup M RC O RC
vacmViewTreeFamilyStorageType N-Sup M RC O RC
vacmViewTreeFamilyStatus N-Sup M RC (0] RC
SNMP-COMMUNITY-MIB [RFC 3584]
Object CMin NmAccess | Access | CMin SNMP | Access | CMTS | Access
Mode Coexistence
Mode
snmpCommunityTable N-Sup M N-Acc N-Acc
snmpCommunityEntry N-Sup M N-Acc N-Acc
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snmpCommunitylndex N-Sup M N-Acc M N-Acc
snmpCommunityName N-Sup M RC M RC
snmpCommunitySecurityName N-Sup M RC M RC
snmpCommunityContextEnginelD N-Sup M RC M RC
snmpCommunityContextName N-Sup M RC M RC
snmpCommunityTransportTag N-Sup M RC M RC
snmpCommunityStorageType N-Sup M RC M RC
snmpCommunityStatus N-Sup M RC M RC
snmpTargetAddrExtTable N-Sup M N-Acc M N-Acc
snmpTargetAddrExtEntry N-Sup M N-Acc M N-Acc
snmpTargetAddrTMask N-Sup M RC M RC
snmpTargetAddrMMS N-Sup M RC M RC
snmpTrapAddress N-Sup o} ACC-FN o ACC-FN
snmpTrapCommunity N-Sup O ACC-FN O ACC-FN
SNMP-FRAMEWORK-MIB [RFC 3411]
Object CMin NmAccess | Access | CMin SNMP | Access | CMTS | Access
Mode Coexistence
Mode
snmpEngineGroup
snmpEnginelD N-Sup M RO M RO
snmpEngineBoots N-Sup M RO M RO
snmpEngineTime N-Sup M RO M RO
snmpEngineMaxMessageSize N-Sup M RO M RO
SNMP-MPD-MIB [RFC 3412]
Object CMin NmAccess | Access | CMin SNMP | Access | CMTS | Access
Mode Coexistence
Mode
snmpMPDStats
snmpUnknownSecurityModels N-Sup RO RO
snmplnvalidMsgs N-Sup RO RO
snmpUnknownPDUHandlers N-Sup RO RO
SNMP Applications [RFC 3413]
Object CMin NmAccess | Access | CMin SNMP | Access | CMTS | Access
Mode Coexistence
Mode
snmpTargetSpinLock N-Sup M RW M RW
snmpTargetAddrTable N-Sup M N-Acc M N-Acc
snmpTargetAddrEntry N-Sup M N-Acc M N-Acc
snmpTargetAddrName N-Sup M N-Acc M N-Acc
snmpTargetAddrTDomain N-Sup M RC M RC
snmpTargetAddrTAddress N-Sup M RC M RC
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snmpTargetAddrTimeout N-Sup M RC M RC
snmpTargetAddrRetryCount N-Sup M RC M RC
snmpTargetAddrTagList N-Sup M RC M RC
snmpTargetAddrParams N-Sup M RC M RC
snmpTargetAddrStorageType N-Sup M RC M RC
snmpTargetAddrRowStatus N-Sup M RC M RC
snmpTargetParamsTable N-Sup M N-Acc M N-Acc
snmpTargetParamsEntry N-Sup M N-Acc M N-Acc
snmpTargetParamsName N-Sup M N-Acc M N-Acc
snmpTargetParamsMPModel N-Sup M RC M RC
snmpTargetParamsSecurityModel N-Sup M RC M RC
snmpTargetParamsSecurityName N-Sup M RC M RC
snmpTargetParamsSecurityLevel N-Sup M RC M RC
snmpTargetParamsStorageType N-Sup M RC M RC
snmpTargetParamsRowStatus N-Sup M RC M RC
snmpUnavailableContexts N-Sup M RO M RO
snmpUnknownContexts N-Sup M RO M RO
snmpNotifyTable N-Sup M N-Acc M N-Acc
snmpNotifyEntry N-Sup M N-Acc M N-Acc
snmpNotifyName N-Sup M N-Acc M N-Acc
snmpNotifyTag N-Sup M RC M RC
snmpNotifyType N-Sup M RC M RC
snmpNotifyStorageType N-Sup M RC M RC
snmpNotifyRowStatus N-Sup M RC M RC
snmpNotifyFilterProfileTable N-Sup M N-Acc M N-Acc
snmpNotifyFilterProfileEntry N-Sup M N-Acc M N-Acc
snmpNotifyFilterProfileName N-Sup M RC M RC
snmpNotifyFilterProfileStorType N-Sup M RC M RC
snmpNotifyFilterProfileRowStatus N-Sup M RC M RC
snmpNotifyFilterTable N-Sup M N-Acc M N-Acc
snmpNotifyFilterEntry N-Sup M N-Acc M N-Acc
snmpNotifyFilterSubtree N-Sup M N-Acc M N-Acc
snmpNotifyFilterMask N-Sup M RC M RC
snmpNotifyFilterType N-Sup M RC M RC
snmpNotifyFilterStorageType N-Sup M RC M RC
snmpNotifyFilterRowStatus N-Sup M RC M RC
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SNMP-USER-BASED-SM-MIB [RFC 3414]
Object CMin NmAccess | Access | CMin SNMP | Access | CMTS | Access
Mode Coexistence
Mode
usmStats
usmStatsUnsupportedSecLevels N-Sup M RO (0] RO
usmsStatsNotInTimeWindows N-Sup M RO (@) RO
usmsStatsUnknownUserNames N-Sup M RO O RO
usmStatsUnknownEnginelDs N-Sup M RO (@) RO
usmStatsWrongDigests N-Sup M RO O RO
usmStatsDecryptionErrors N-Sup M RO O RO
usmUser
usmUserSpinLock N-Sup M RW (@) RW
usmUserTable N-Sup M N-Acc (@) N-Acc
usmUserEntry N-Sup M N-Acc O N-Acc
usmUserEnginelD N-Sup M N-Acc O N-Acc
usmUserName N-Sup M N-Acc O N-Acc
usmUserSecurityName N-Sup M RO O RO
usmUserCloneFrom N-Sup M RC O RC
usmUserAuthProtocol N-Sup M RC (@) RC
usmUserAuthKeyChange N-Sup M RC (@) RC
usmUserOwnAuthKeyChange N-Sup M RC (@) RC
usmUserPrivProtocol N-Sup M RC (0] RC
usmUserPrivKeyChange N-Sup M RC (@] RC
usmUserOwnPrivKeyChange N-Sup M RC O RC
usmUserPublic N-Sup M RC O RC
usmUserStorageType N-Sup M RC (0] RC
usmUserStatus N-Sup M RC O RC
IGMP-STD-MIB [RFC 2933]
Object CM Access | CMTS | Access
igmplinterfaceTable M N-Acc NA
igmplinterfaceEntry M N-Acc NA
igmplinterfacelfindex M N-Acc NA
igmplnterfaceQuerylinterval M RC NA
igmplnterfaceStatus M RC NA
igmplinterfaceVersion M RO NA
igmplinterfaceQuerier M RO NA
igmplinterfaceQueryMaxResponseTime M RC NA
igmplnterfaceQuerierUpTime M RO NA
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igmplinterfaceQuerierExpiryTime M RO NA
igmplinterfaceVersion1QuerierTimer M RO NA
igmplinterfaceWrongVersionQueries M RO NA
igmplinterfaceJoins M RO NA
igmplnterfaceProxylfindex M RO NA
igmpinterfaceGroups M RO NA
igmplnterfaceRobustness M RC NA
igmplinterfaceLastMembQueryIntvl M RC NA
igmpCacheTable M N-Acc NA
igmpCacheEntry M N-Acc NA
igmpCacheAddress M N-Acc NA
igmpCachelflndex M N-Acc NA
igmpCacheSelf M RC NA
igmpCachelLastReporter M RO NA
igmpCacheUpTime M RO NA
igmpCacheExpiryTime M RO NA
igmpCacheStatus M RO NA
igmpCacheVersion1HostTimer M RO NA
MGMD-STD-MIB [RFC 5519]
Object CM Access | CMTS | Access
mgmdRouterinterfaceTable NA M N-Acc
mgmdRouterinterfaceEntry NA M N-Acc
mgmdRouterInterfacelflndex NA M N-Acc
mgmdRouterinterfaceQuerierType NA M N-Acc
mgmdRouterinterfaceQuerier NA M RO
mgmdRouterinterfaceQueryinterval NA M RC
mgmdRouterinterfaceStatus NA M RC
mgmdRouterinterfaceVersion NA M RC
mgmdRouterinterfaceQueryMaxResponseTime NA M RC
mgmdRouterinterfaceQuerierUpTime NA M RO
mgmdRouterinterfaceQuerierExpiryTime NA M RO
mgmdRouterinterfaceWrongVersionQueries NA M RO
mgmgRouterinterfaceJoins NA M RO
mgmdRouterinterfaceProxylfindex NA M RO/RC
mgmdRouterinterfaceGroups NA M RO
mgmdRouterinterfaceRobustness NA M RC
mgmdRouterinterfaceLastMemberQuerylinterval NA M RC
mgmdRouterinterfaceLastMemberQueryCount NA M RO
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mgmdRouterinterfaceStartupQueryCount NA M RO
mgmdRouterinterfaceStartupQueryinterval NA M RO
mgmdRouterCacheTable NA M N-Acc
mgmdRouterCacheEntry NA M N-Acc
mgmdRouterCacheAddressType NA M N-Acc
mgmdRouterCacheAddress NA M N-Acc
mgmdRouterCachelflndex NA M N-Acc
mgmdRouterCachelLastReporter NA M RO
mgmdRouterCacheUpTime NA M RO
mgmdRouterCacheExpiryTime NA M RO
mgmdRouterCacheExcludeModeExpiryTimer NA M RO
mgmdRouterCacheVersion1HostTimer NA M RO
mgmdRouterCacheVersion2HostTimer NA M RO
mgmdRouterCacheSourceFilterMode NA M RO
mgmdInverseRouterCacheTable NA M N-Acc
mgmdInverseRouterCacheEntry NA M N-Acc
mgmdInverseRouterCachelflndex NA M N-Acc
mgmdInverseRouterCacheAddressType NA M N-Acc
mgmdInverseRouterCacheAddress NA M RO
mgmdRouterSrcListTable NA M N-Acc
mgmdRouterSrcListEntry NA M N-Acc
mgmdRouterSrcListAddressType NA M N-Acc
mgmdRouterSrcListAddress NA M N-Acc
mgmdRouterSrcListlfindex NA M N-Acc
mgmdRouterSrcListHostAddress NA M N-Acc
mgmdRouterSrcListExpire NA M RO
DOCS-DIAG-MIB (Annex Q)
Object CM Access | CMTS | Access
docsDiagLogGlobal
docsDiagLogMaxSize NA M RW
docsDiagLogCurrentSize NA M RO
docsDiagLogNotifyLogSizeHighThrshid NA M RW
docsDiagLogNotifyLogSizeLowThrshid NA M RW
docsDiagLogAging NA M RW
docsDiagLogResetAll NA M RW
docsDiagLoglLastResetTime NA M RO
docsDiagLogClearAll NA M RW
docsDiagLogLastClearTime NA M RO
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docsDiagLogNotifCtrl NA M RW
docsDiagLogTriggersCfg
docsDiagLogIncludeTriggers NA M RW
docsDiagLogEnableAgingTriggers NA M RW
docsDiagLogRegTimelnterval NA M RW
docsDiagLogRegDetall NA M RW
docsDiagLogRangingRetryType NA M RW
docsDiagLogRangingRetryThrhid NA M RW
docsDiagLogRangingRetryStationMaintNum NA M RW
docsDiagLogTable NA M N-Acc
docsDiagLogEntry NA M N-Acc
docsDiagLogCmMacAddr NA M RO
docsDiaglLogLastUpdateTime NA M RO
docsDiagLogCreateTime NA M RO
docsDiagLogLastRegTime NA M RO
docsDiagLogRegCount NA M RO
docsDiagLogRangingRetryCount NA M RO
docsDiagLogDetailTable NA M N-Acc
docsDiagLogDetailEntry NA M N-Acc
docsDiagLogDetailTypeValue NA M N-Acc
docsDiagLogDetailCount NA M RO
docsDiagLogDetailLastUpdate NA M RO
docsDiagLogDetailLastErrorText NA M RO
Notifications
docsDiagLogSizeHighThrshidReached NA M Notif
docsDiagLogSizeLowThrshldReached NA M Notif
docsDiagLogSizeFull NA M Notif
DOCS-QOS3-MIB (Annex Q)
Object CMin DOCSIS 1.0 Access |CMin DOCSIS| Access | CMTS | Access
CoS mode 1.1 QoS Mode
docsQosPktClassTable N-Sup M N-Acc M N-Acc
docsQosPktClassEntry N-Sup M N-Acc M N-Acc
docsQosPktClassld N-Sup M N-Acc M N-Acc
docsQosPktClassDirection N-Sup M RO M RO
docsQosPktClassPriority N-Sup M RO M RO
docsQosPktClassIpTosLow N-Sup M RO M RO
docsQosPktClassIpTosHigh N-Sup M RO M RO
docsQosPktClassIpTosMask N-Sup M RO M RO
docsQosPktClasslpProtocol N-Sup M RO M RO
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docsQosPktClassIpSourceAddr N-Sup M RO M RO
docsQosPktClassIpSourceMask N-Sup M RO M RO
docsQosPktClasslpDestAddr N-Sup M RO M RO
docsQosPktClasslpDestMask N-Sup M RO M RO
docsQosPktClassSourcePortStart N-Sup M RO M RO
docsQosPktClassSourcePortEnd N-Sup M RO M RO
docsQosPktClassDestPortStart N-Sup M RO M RO
docsQosPktClassDestPortEnd N-Sup M RO M RO
docsQosPktClassDestMacAddr N-Sup M RO M RO
docsQosPktClassDestMacMask N-Sup M RO M RO
docsQosPktClassSourceMacAddr N-Sup M RO M RO
docsQosPktClassEnetProtocolType N-Sup M RO M RO
docsQosPktClassEnetProtocol N-Sup M RO M RO
docsQosPktClassUserPriLow N-Sup M RO M RO
docsQosPktClassUserPriHigh N-Sup M RO M RO
docsQosPktClassVlanld N-Sup M RO M RO
docsQosPktClassState N-Sup M RO M RO
docsQosPktClassPkts N-Sup M RO M RO
docsQosPktClassBitMap N-Sup M RO M RO
docsQosPktClassIpAddrType N-Sup M RO M RO
docsQosPktClassFlowLabel N-Sup M RO M RO
docsQosPktClasslcmpTypeHigh N-Sup M RO M RO
docsQosPktClasslcmpTypeLow N-Sup M RO M RO
docsQosPktClassCminterfaceMask N-Sup M RO M RO
docsQosParamSetTable N-Sup M N-Acc M N-Acc
docsQosParamSetEntry N-Sup M N-Acc M N-Acc
docsQosParamSetServiceClassName N-Sup M RO M RO
docsQosParamSetPriority N-Sup M RO M RO
docsQosParamSetMaxTrafficRate N-Sup M RO M RO
docsQosParamSetMaxTrafficBurst N-Sup M RO M RO
docsQosParamSetMinReservedRate N-Sup M RO M RO
docsQosParamSetMinReservedPkt N-Sup M RO M RO
docsQosParamSetActiveTimeout N-Sup M RO M RO
docsQosParamSetAdmittedTimeout N-Sup M RO M RO
docsQosParamSetMaxConcatBurst N-Sup M RO M RO
docsQosParamSetSchedulingType N-Sup M RO M RO
docsQosParamSetNomPollinterval N-Sup M RO M RO
docsQosParamSetTolPollJitter N-Sup M RO M RO
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docsQosParamSetUnsolicitGrantSize N-Sup M RO M RO
docsQosParamSetNomGrantinterval N-Sup M RO M RO
docsQosParamSetTolGrantJitter N-Sup M RO M RO
docsQosParamSetGrantsPerInterval N-Sup M RO M RO
docsQosParamSetTosAndMask N-Sup M RO M RO
docsQosParamSetTosOrMask N-Sup M RO M RO
docsQosParamSetMaxLatency N-Sup M RO M RO
docsQosParamSetType N-Sup M N-Acc M N-Acc
docsQosParamSetRequestPolicyOct N-Sup M RO M RO
docsQosParamSetBitMap N-Sup M RO M RO
docsQosParamSetServiceFlowld N-Sup M N-Acc M N-Acc
docsQosParamSetRequiredAttrMask N-Sup M RO M RO
docsQosParamSetForbiddenAttrMask N-Sup M RO M RO
docsQosParamSetAttrAggrRuleMask N-Sup M RO M RO
docsQosParamSetAppld N-Sup M RO M RO
docsQosParamSetMultiplierContentionReqWindo N-Sup M RO M RO
w

docsQosParamSetMultiplierBytesReq N-Sup M RO M RO
docsQosParamSetMaxReqPerSidCluster N-Sup RO RO
docsQosParamSetMaxOutstandingBytesPerSidCl N-Sup D RO D RO
uster

docsQosParamSetMaxTotBytesReqPerSidCluster N-Sup D RO D RO
docsQosParamSetMaxTimelnSidCluster N-Sup D RO D RO
docsQosParamSetPeakTrafficRate N-Sup M RO M RO
docsQosParamSetDsResequencing N-Sup M RO M RO
docsQosParamSetMinimumBuffer N-Sup M RO M RO
docsQosParamSetTargetBuffer N-Sup M RO M RO
docsQosParamSetMaximumBuffer N-Sup M RO M RO
docsQosParamSetHCMaxTrafficRate N-Sup M RO M RO
docsQosParamSetHCMinReservedRate N-Sup M RO M RO
docsQosParamSetHCPeakTrafficRate N-Sup M RO M RO
docsQosServiceFlowTable N-Sup M N-Acc M N-Acc
docsQosServiceFlowEntry N-Sup M N-Acc M N-Acc
docsQosServiceFlowld N-Sup M N-Acc M N-Acc
docsQosServiceFlowSID N-Sup M RO M RO
docsQosServiceFlowDirection N-Sup M RO M RO
docsQosServiceFlowPrimary N-Sup M RO M RO
docsQosServiceFlowParamSetTypeStatus N-Sup M RO M RO
docsQosServiceFlowChSetld N-Sup M RO M RO
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docsQosServiceFlowAttrAssignSuccess N-Sup M RO M RO
docsQosServiceFlowDsid N-Sup M RO M RO
docsQosServiceFlowMaxRegPerSidCluster N-Sup M RO M RO
docsQosServiceFlowMaxOutstandingBytesPerSid N-Sup M RO M RO
Cluster
docsQosServiceFlowMaxTotBytesRegPerSidClust N-Sup M RO M RO
er
docsQosServiceFlowMaxTimelnSidCluster N-Sup M RO M RO
docsQosServiceFlowBufferSize N-Sup M RO (@) RO
docsQosServiceFlowStatsTable N-Sup M N-Acc M N-Acc
docsQosServiceFlowStatsEntry N-Sup M N-Acc M N-Acc
docsQosServiceFlowPkts N-Sup M RO M RO
docsQosServiceFlowOctets N-Sup M RO M RO
docsQosServiceFlowTimeCreated N-Sup M RO M RO
docsQosServiceFlowTimeActive N-Sup M RO M RO
docsQosServiceFlowPHSUnknowns N-Sup M RO M RO
docsQosServiceFlowPolicedDropPkts N-Sup M RO M RO
docsQosServiceFlowPolicedDelayPkts N-Sup M RO M RO
Object CM Access | CMTS | Access
docsQosUpstreamStatsTable NA M N-Acc
docsQosUpstreamStatsEntry NA M N-Acc
docsQosSID NA M N-Acc
docsQosUpstreamFragments NA M RO
docsQosUpstreamFragDiscards NA M RO
docsQosUpstreamConcatBursts NA M RO
Object CMin DOCSIS 1.0| Access |CMin DOCSIS| Access | CMTS | Access
CoS mode 1.1 QoS Mode
docsQosDynamicServiceStatsTable N-Sup M N-Acc M N-Acc
docsQosDynamicServiceStatsEntry N-Sup M N-Acc M N-Acc
docsQoslfDirection N-Sup M N-Acc M N-Acc
docsQosDSAReqs N-Sup M RO M RO
docsQosDSARsps N-Sup M RO M RO
docsQosDSAAcks N-Sup M RO M RO
docsQosDSCReqs N-Sup M RO M RO
docsQosDSCRsps N-Sup M RO M RO
docsQosDSCAcks N-Sup M RO M RO
docsQosDSDReqs N-Sup M RO M RO
docsQosDSDRsps N-Sup M RO M RO
docsQosDynamicAdds N-Sup M RO M RO
docsQosDynamicAddFails N-Sup M RO M RO
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docsQosDynamicChanges N-Sup M RO M RO
docsQosDynamicChangeFails N-Sup M RO M RO
docsQosDynamicDeletes N-Sup M RO M RO
docsQosDynamicDeleteFails N-Sup M RO M RO
docsQosDCCReqs N-Sup M RO M RO
docsQosDCCRsps N-Sup M RO M RO
docsQosDCCAcks N-Sup M RO M RO
docsQosDCCs N-Sup M RO M RO
docsQosDCCFails N-Sup M RO M RO
docsQosDCCRspDeparts N-Sup M RO M RO
docsQosDCCRspArrives N-Sup M RO M RO
docsQosDbcRegs N-Sup M RO M RO
docsQosDbcRsps N-Sup M RO M RO
docsQosDbcAcks N-Sup M RO M RO
docsQosDbcSuccesses N-Sup M RO M RO
docsQosDbcFails N-Sup M RO M RO
docsQosDbcPartial N-Sup M RO M RO
Object CM Access | CMTS | Access
docsQosServiceFlowLogTable NA M N-Acc
docsQosServiceFlowLogEntry NA M N-Acc
docsQosServiceFlowLoglindex NA M N-Acc
docsQosServiceFlowLoglfindex NA M RO
docsQosServiceFlowLogSFID NA M RO
docsQosServiceFlowLogCmMac NA M RO
docsQosServiceFlowLogPkts NA M RO
docsQosServiceFlowLogOctets NA M RO
docsQosServiceFlowLogTimeDeleted NA M RO
docsQosServiceFlowLogTimeCreated NA M RO
docsQosServiceFlowLogTimeActive NA M RO
docsQosServiceFlowLogDirection NA M RO
docsQosServiceFlowLogPrimary NA M RO
docsQosServiceFlowLogServiceClassName NA M RO
docsQosServiceFlowLogPolicedDropPkts NA M RO
docsQosServiceFlowLogPolicedDelayPkts NA M RO
docsQosServiceFlowLogControl NA M RW
docsQosServiceClassTable NA M N-Acc
docsQosServiceClassEntry NA M N-Acc
docsQosServiceClassName NA M N-Acc
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docsQosServiceClassStatus NA M RC
docsQosServiceClassPriority NA M RC
docsQosServiceClassMaxTrafficRate NA M RC
docsQosServiceClassMaxTrafficBurst NA M RC
docsQosServiceClassMinReservedRate NA M RC
docsQosServiceClassMinReservedPkt NA M RC
docsQosServiceClassMaxConcatBurst NA M RC
docsQosServiceClassNomPollinterval NA M RC
docsQosServiceClassTolPollJitter NA M RC
docsQosServiceClassUnsolicitGrantSize NA M RC
docsQosServiceClassNomGrantinterval NA M RC
docsQosServiceClassTolGrantJitter NA M RC
docsQosServiceClassGrantsPerlnterval NA M RC
docsQosServiceClassMaxLatency NA M RC
docsQosServiceClassActiveTimeout NA M RC
docsQosServiceClassAdmittedTimeout NA M RC
docsQosServiceClassSchedulingType NA M RC
docsQosServiceClassRequestPolicy NA M RC
docsQosServiceClassTosAndMask NA M RC
docsQosServiceClassTosOrMask NA M RC
docsQosServiceClassDirection NA M RC
docsQosServiceClassStorageType NA M RC
docsQosServiceClassDSCPOverwrite NA M RC
docsQosServiceClassRequiredAttrMask NA M RC
docsQosServiceClassForbiddenAttrMask NA M RC
docsQosServiceClassAttrAggrRuleMask NA M RC
docsQosServiceClassAppld NA M RC
docsQosServiceClassMultiplierContentionRegWin NA M RC
dow

docsQosServiceClassMultiplierBytesReq NA M RC
docsQosServiceClassMaxRegPerSidCluster NA RC
docsQosServiceClassMaxOutstandingBytesPerSi NA D RC
dCluster

docsQosServiceClassMaxTotBytesReqPerSidClu NA D RC
ster

docsQosServiceClassMaxTimelnSidCluster NA D RC
docsQosServiceClassPeakTrafficRate NA M RC
docsQosServiceClassDsResequencing NA M RC
docsQosServiceClassMinimumBuffer N/A M RC
docsQosServiceClassTargetBuffer N/A M RC
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docsQosServiceClassMaximumBuffer N/A M RC
docsQosServiceClassHCMaxTrafficRate N/A M RC
docsQosServiceClassHCMinReservedRate N/A M RC
docsQosServiceClassHCPeakTrafficRate N/A M RC
Object CMin DOCSIS 1.0 Access |CMin DOCSIS| Access | CMTS | Access
CoS mode 1.1 QoS Mode
docsQosPHSTable N-Sup M N-Acc M N-Acc
docsQosPHSENtry N-Sup M N-Acc M N-Acc
docsQosPHSField N-Sup M RO M RO
docsQosPHSMask N-Sup M RO M RO
docsQosPHSSize N-Sup M RO M RO
docsQosPHSVerify N-Sup M RO M RO
docsQosPHSIndex N-Sup M RO M RO
Object CM Access | CMTS | Access
docsQosCmtsMacToSrvFlowTable NA M N-Acc
docsQosCmtsMacToSrvFlowEntry NA M N-Acc
docsQosCmtsCmMac NA M N-Acc
docsQosCmtsServiceFlowld NA M N-Acc
docsQosCmtslflIndex NA M RO
Object CMin DOCSIS 1.0 Access |CMin DOCSIS| Access | CMTS | Access
CoS mode 1.1 QoS Mode
docsQosServiceFlowSidClusterTable N-Sup M N-Acc M N-Acc
docsQosServiceFlowSidClusterEntry N-Sup M N-Acc M N-Acc
docsQosServiceFlowSidClusterld N-Sup M N-Acc M N-Acc
docsQosServiceFlowSidClusterUcid N-Sup M N-Acc M N-Acc
docsQosServiceFlowSidClusterSid N-Sup M RO M RO
Object CM Access | CMTS | Access
docsQosGrpServiceFlowTable NA N-Acc
docsQosGrpServiceFlowEntry NA M N-Acc
docsQosGrpServiceFlowlsDef NA M RO
docsQosGrpServiceFlowQosConfigld NA M RO
docsQosGrpServiceFlowNumSess NA M RO
docsQosGrpServiceFlowSrcAddr NA M RO
docsQosGrpServiceFlowGrpAddr NA M RO
docsQosGrpPktClassTable NA M N-Acc
docsQosGrpPktClassEntry NA M N-Acc
docsQosGrpPktClassGrpConfigld NA M RO
docsQosUpChCounterExtTable NA M N-Acc
docsQosUpChCounterExtEntry NA M N-Acc
docsQosUpChCounterExtSgmtValids NA M RO
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docsQosUpChCounterExtSgmtDiscards NA M RO
docsQosServiceFlowCcfStatsTable NA M N-Acc
docsQosServiceFlowCcfStatsEntry NA M N-Acc
docsQosServiceFlowCcfStatsSgmtValids NA M RO
docsQosServiceFlowCcfStatsSgmtLost NA M RO
Object CMin DOCSIS 1.0 Access |CMin DOCSIS| Access | CMTS | Access
CoS mode 1.1 QoS Mode
docsQosCmServiceUsStatsTable N-Sup M N-Acc NA
docsQosCmServiceUsStatsEntry N-Sup M N-Acc NA
docsQosCmServiceUsStatsTxSlotsImmed N-Sup M RO NA
docsQosCmServiceUsStatsTxSlotsDed N-Sup M RO NA
docsQosCmServiceUsStatsTxRetries N-Sup M RO NA
docsQosCmServiceUsStatsTxExceededs N-Sup M RO NA
docsQosCmServiceUsStatsRgRetries N-Sup M RO NA
docsQosCmServiceUsStatsRgExceededs N-Sup M RO NA
docsQosCmServiceUsStatsSgmts N-Sup M RO NA
Object CM Access | CMTS | Access
docsQosCmtsDsidTable NA M N-Acc
docsQosCmtsDsidEntry NA M N-Acc
docsQosCmtsDsidDsid NA M N-Acc
docsQosCmtsDsidUsage NA M RO
docsQosCmtsDsidDsChSet NA M RO
docsQosCmtsDsidReseqWaitTime NA M RO
docsQosCmtsDsidReseqWarnThrshid NA M RO
docsQosCmtsDsidStatusHoldOffTimerSeqOutOfR NA M RO
ng
docsQosCmtsDsidCurrentSegNum NA M RO
docsQosCmtsDebugDsidTable NA M N-Acc
docsQosCmtsDebugDsidEntry NA M N-Acc
docsQosCmtsDebugDsidDsid NA M N-Acc
docsQosCmtsDebugDsidRowStatus NA M RC
docsQosCmtsDebugDsidStatsTable NA M N-Acc
docsQosCmtsDebugDsidStatsEntry NA M N-Acc
docsQosCmtsDebugDsidStatsDslflndex NA M N-Acc
docsQosCmtsDebugDsidStatsDsidPackets NA M RO
docsQosCmtsDebugDsidStatsDsidOctets NA M RO
Object CM Access | CMTS | Access
docsQosCmDsidTable N-Acc NA
docsQosCmDsidEntry N-Acc NA
docsQosCmDsidDsid N-Acc NA

AMERICAN NATIONAL STANDARD

© SCTE-ISBE

192




ANSI/SCTE 135-4 2019

docsQosCmbDsidUsage M RO NA
docsQosCmDsidNumReseqChs M RO NA
docsQosCmDsidReseqChList M RO NA
docsQosCmDsidReseqWaitTime M RO NA
docsQosCmbDsidReseqWarnThrshid M RO NA
docsQosCmbDsidStatusHoldOffTimerSeqOutOfRn M RO NA
g
docsQosCmDsidOutOfRangeDiscards M RO NA
docsQosCmbDsidNextExpectedSeqNum M RO NA
docsQosCmbDsidCminterfaceMask M RO NA
docsQosCmbDsidFwdCminterfaceMask M RO NA
docsQosCmDsidStatsTable M N-Acc NA
docsQosCmDsidStatsEntry M N-Acc NA
docsQosCmDsidStatsDsid M N-Acc NA
docsQosCmbDsidStatsSegNumMissing M RO NA
docsQosCmDsidStatsSkewThreshExceeds M RO NA
docsQosCmDsidStatsOutOfRangePackets M RO NA
docsQosCmbDsidStatsNumPackets M RO NA
docsQosCmbDsidClientTable M N-Acc NA
docsQosCmDsidClientEntry M N-Acc NA
docsQosCmDsidClientDsid M N-Acc NA
docsQosCmDsidClientClientMacld M N-Acc NA
docsQosCmDsidClientClientMacAddr M RO NA
DOCS-IF3-MIB (Annex Q)
Object CM Access | CMTS | Access
docslf3MdNodeStatusTable NA M N-Acc
docslf3MdNodeStatusEntry NA M N-Acc
docslf3MdNodeStatusNodeName NA M N-Acc
docslf3MdNodeStatusMdCmSgld NA M N-Acc
docslf3MdNodeStatusMdDsSgld NA M RO
docslf3MdNodeStatusMdUsSgld NA M RO
docslf3MdDsSgStatusTable NA M N-Acc
docslf3MdDsSgStatusEntry NA M N-Acc
docslf3MdDsSgStatusMdDsSgld NA M N-Acc
docslf3MdDsSgStatusChSetld NA M RO
docslf3MdUsSgStatusTable NA M N-Acc
docslf3MdUsSgStatusEntry NA M N-Acc
docslf3aMdUsSgStatusMdUsSgld NA M N-Acc
docslf3aMdUsSgStatusChSetld NA M RO
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docslf3CmStatusTable M N-Acc NA
docsIf3CmStatusEntry M N-Acc NA
docslf3CmStatusValue M RO NA
docslf3CmStatusCode M RO NA
docslf3CmStatusResets M RO NA
docslf3CmStatusLostSyncs M RO NA
docslf3CmStatusinvalidMaps M RO NA
docslf3CmStatusinvalidUcds M RO NA
docslf3CmStatusinvalidRangingRsps M RO NA
docslf3CmStatusinvalidRegRsps M RO NA
docsIf3CmStatusT1Timeouts M RO NA
docslf3CmStatusT2Timeouts M RO NA
docslf3CmStatusUCCsSuccesses M RO NA
docslf3CmStatusUCCFails M RO NA
docsIf3CmStatusEnergyMgt1x1OperStatus M RO NA
docslf3CmStatusUsTable M N-Acc NA
docsIf3CmStatusUsEntry M N-Acc NA
docslf3CmStatusUsTxPower M RO NA
docslf3CmStatusUsT3Timeouts M RO NA
docslf3CmStatusUsT4Timeouts M RO NA
docslf3CmStatusUsRangingAborteds M RO NA
docslf3CmStatusUsModulationType M RO NA
docslf3CmStatusUsEqData M RO NA
docsIf3CmStatusUsT3Exceededs M RO NA
docslf3CmStatusUsIsMuted M RO NA
docslf3CmStatusUsRangingStatus M RO NA
docsIf3CmcCapabilities

docslf3CmCapabilitiesReq RO NA
docslf3CmCapabilitiesRsp RO NA
docslf3CmtsCmRegStatusTable NA M N-Acc
docslf3CmtsCmRegStatusEntry NA M N-Acc
docslf3CmtsCmRegStatusld NA M N-Acc
docslf3CmtsCmRegStatusMacAddr NA M RO
docslf3CmtsCmRegStatusIPv6Addr NA M RO
docslf3CmtsCmRegStatusIPv6LinkLocal NA M RO
docslf3CmtsCmRegStatusIPv4Addr NA M RO
docslf3CmtsCmRegStatusValue NA M RO
docsIf3CmtsCmRegStatusMdIfindex NA M RO
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docslf3CmtsCmRegStatusMdCmSgld NA M RO
docslf3CmtsCmRegStatusRepld NA M RO
docslf3CmtsCmRegStatusRccStatusld NA M RO
docslf3CmtsCmRegStatusRcsld NA M RO
docslf3CmtsCmRegStatusTcsld NA M RO
docslf3CmtsCmRegStatusQosVersion NA M RO
docslf3CmtsCmRegStatusLastRegTime NA M RO
docsIf3CmtsCmRegStatusAddrResolutionReqgs NA M RO
docslf3CmtsCmRegStatusEnergyMgtEnabled NA M RO
docslf3CmtsCmRegStatusEnergyMgtOperStatus NA M RO
docslf3CmtsCmUsStatusTable NA M N-Acc
docslf3CmtsCmUsStatusEntry NA M N-Acc
docslf3CmtsCmUsStatusChlflndex NA M N-Acc
docslf3CmtsCmUsStatusModulationType NA M RO
docslf3CmtsCmUsStatusRxPower NA M RO
docslf3CmtsCmUsStatusSignalNoise NA M RO
docsIf3CmtsCmUsStatusMicroreflections NA M RO
docslf3CmtsCmUsStatusEqData NA M RO
docslf3CmtsCmUsStatusUnerroreds NA M RO
docslf3CmtsCmUsStatusCorrecteds NA M RO
docslf3CmtsCmUsStatusUncorrectables NA M RO
docslf3CmtsCmUsStatusHighResolutionTimingOff NA M RO
set

docslf3CmtsCmUsStatusisMuted NA M RO
docslf3CmtsCmUsStatusRangingStatus NA M RO
docslf3MdCfgTable NA M N-Acc
docsIf3MdCfgEntry NA M N-Acc
docslf3aMdCfgMddinterval NA M RW
docslf3MdCfglpProvMode NA M RW
docslf3MdCfgCmStatusEvCtIEnabled NA M RW
docslf3MdCfgUsFreqRange NA M RW
docslf3MdCfgMcastDsidFwdEnabled NA O RW
docslf3AMdCfgMultRxChModeEnabled NA M RW
docslf3AMdCfgMultTxChModeEnabled NA M RW
docslf3MdCfgEarlyAuthEncrCtrl NA M RW
docsIf3MdCfgTftpProxyEnabled NA M RW
docslf3AMdCfgSrcAddrVerifEnabled NA M RW
docslf3AMdCfgDownChannelAnnex NA M RW
docslf3MdCfgCmUdcEnabled NA M RW
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docslf3MdCfgSendUdcRulesEnabled NA (@) RW
docslf3MdCfgServiceTypeldList NA M RW
docslf3MdCfgBpi2EnforceCtrl N/A M RW
docsIf3MdCfgEnergyMgtix1Enabled N/A M RW
docslf3MdChCfgTable NA M N-Acc
docslIf3MdChCfgEntry NA M N-Acc
docslIf3MdChCfgChlfindex NA M N-Acc
docslf3MdChCfglsPriCapableDs NA M RC
docslf3AMdChCfgChld NA M RC
docslf3aMdChCfgSfProvAttrMask NA M RC
docslf3MdChCfgRowStatus NA M RC
docslf3MdUsToDsChMappingTable NA M N-Acc
docslf3MdUsToDsChMappingEntry NA M N-Acc
docslf3MdUsToDsChMappingUslfindex NA M N-Acc
docslf3aMdUsToDsChMappingDslfindex NA M N-Acc
docslf3MdUsToDsChMappingMdIflndex NA M RO
docslf3DsChSetTable NA M N-Acc
docslf3DsChSetEntry NA M N-Acc
docslf3DsChSetld NA M N-Acc
docslf3DsChSetChList NA M RO
docslf3UsChSetTable NA M N-Acc
docslf3UsChSetEntry NA M N-Acc
docslf3UsChSetld NA M N-Acc
docslf3UsChSetChList NA M RO
docslf3BondingGrpCfgTable NA M N-Acc
docslf3BondingGrpCfgEntry NA M N-Acc
docslf3BondingGrpCfgDir NA M N-Acc
docslf3BondingGrpCfgCfgld NA M N-Acc
docslf3BondingGrpCfgChList NA M RC
docslf3BondingGrpCfgSfProvAttrMask NA M RC
docslf3BondingGrpCfgDsidReseqWaitTime NA M RC
docslf3BondingGrpCfgDsidReseqWarnThrshid NA M RC
docslf3BondingGrpCfgRowStatus NA M RC
docslf3DsBondingGrpStatusTable NA M N-Acc
docslf3DsBondingGrpStatusEntry NA M N-Acc
docslf3DsBondingGrpStatusChSetld NA M N-Acc
docslf3DsBondingGrpStatusMdDsSgld NA M RO
docslf3DsBondingGrpStatusCfgld NA M RO
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docslf3UsBondingGrpStatusTable NA M N-Acc
docslf3UsBondingGrpStatusEntry NA M N-Acc
docslf3UsBondingGrpStatusChSetld NA M N-Acc
docslf3UsBondingGrpStatusMdUsSgld NA M RO
docslf3UsBondingGrpStatusCfgld NA M RO
docslf3RccCfgTable NA M N-Acc
docslf3RccCfgEntry NA M N-Acc
docslf3RccCfgRcepld NA M N-Acc
docslf3RccCfgRccCfgld NA M N-Acc
docslf3RccCfgVendorSpecific NA M RC
docslf3RccCfgDescription NA M RC
docslf3RccCfgRowStatus NA M RC
docslIf3RxChCfgTable NA M N-Acc
docsIf3RxChCfgEntry NA M N-Acc
docslf3RxChCfgRcld NA M N-Acc
docsIf3RxChCfgChlfindex NA M RO
docslf3RxChCfgPrimaryDslIndicator NA M RC
docslf3RxChCfgRcRmConnectivityld NA M RC
docslf3RxChCfgRowStatus NA M RC
docslf3RxModuleCfgTable NA M N-Acc
docslf3RxModuleCfgEntry NA M N-Acc
docslf3RxModuleCfgRmlId NA M N-Acc
docslf3RxModuleCfgRmRmConnectivityld NA M RC
docslf3RxModuleCfgFirstCenterFrequency NA M RC
docslf3RxModuleCfgRowStatus NA M RC
docslf3RccStatusTable NA M N-Acc
docslf3RccStatusEntry NA M N-Acc
docslf3RccStatusRepld NA M N-Acc
docslf3RccStatusRecStatusld NA M N-Acc
docslf3RccStatusRecCfgld NA M RO
docslf3RccStatusValidityCode NA M RO
docslf3RccStatusValidityCodeText NA M RO
docslIf3RxChStatusTable M N-Acc M N-Acc
docslf3RxChStatusEntry M N-Acc M N-Acc
docslIf3RxChStatusRcld M N-Acc M N-Acc
docslIf3RxChStatusChlfindex M RO M RO
docslf3RxChStatusPrimaryDslIndicator M RO M RO
docslf3RxChStatusRcRmConnectivityld M RO M RO
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docslf3RxModuleStatusTable M N-Acc M N-Acc
docslf3RxModuleStatusEntry M N-Acc M N-Acc
docslf3RxModuleStatusRmid M N-Acc M N-Acc
docslf3RxModuleStatusRmRmConnectivityld M RO M RO
docslf3RxModuleStatusFirstCenterFrequency M RO M RO
docslf3SignalQualityExtTable M N-Acc M N-Acc
docslf3SignalQualityExtEntry M N-Acc M N-Acc
docslf3SignalQualityExtRXMER M RO M RO
docslf3SignalQualityExtRxMerSamples M RO M RO
docslf3SignalQualityExtFbeNormalizationCoefficie (@) RO
nt
docslIf3CmtsSignalQualityExtTable NA M N-Acc
docsIf3CmtsSignalQualityExtEntry NA M N-Acc
docsIf3CmtsSignalQualityExtCNIR NA M RO
docslf3CmtsSignalQualityExtExpectedRxSignalPo NA M RW
wer
docslf3CmtsSpectrumAnalysisMeasTable NA M N-Acc
docsIf3CmtsSpectrumAnalysisMeasEntry NA M N-Acc
docslf3CmtsSpectrumAnalysisMeasAmplitudeDat NA M RO
a
docslf3CmtsSpectrumAnalysisMeasTimelnterval NA M RO
docslf3CmtsSpectrumAnalysisMeasRowStatus NA M RC
docslf3UsChExtTable (0] N-Acc M N-Acc
docslf3UsChExtEntry O N-Acc M N-Acc
docslf3UsChExtSacCodeHoppingSelectionMode (@) RO M RO
docslf3UsChExtScdmaSelectionStringActiveCode (@) RO M RO
s
docslf3CmtsCmCtrICmd
docslf3CmtsCmCtriICmdMacAddr NA M RW
docslf3CmtsCmCtriCmdMuteUsChlid NA M RW
docsIf3CmtsCmCtriCmdMutelnterval NA M RW
docslf3CmtsCmCtriCmdDisableForwarding NA M RW
docslf3CmtsCmCtriICmdCommit NA M RW
docslf3CmDpvStatsTable M N-Acc NA
docslf3CmDpvStatsEntry M N-Acc NA
docsIf3CmDpvStatsGrpld M N-Acc NA
docslf3CmDpvStatsLastMeasLatency M RO NA
docslf3CmDpvStatsLastMeasTime M RO NA
docslf3CmDpvStatsMinLatency M RO NA
docsIf3CmDpvStatsMaxLatency M RO NA
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docslf3CmDpvStatsAvgLatency M RO NA
docsIf3CmDpvStatsNumMeas M RO NA
docsIf3CmDpvStatsLastClearTime M RO NA
docslf3CmEventCtriTable M N-Acc NA
docslIf3CmEventCtrlEntry M N-Acc NA
docslf3CmEventCtrIEventld M N-Acc NA
docslf3CmEventCtrlStatus M RC NA
docslIf3CmtsEventCtriTable NA N-Acc
docsIf3CmtsEventCtrlEntry NA N-Acc
docslf3CmtsEventCtrlEventld NA N-Acc
docsIf3CmtsEventCtrIStatus NA RC
docsIf3CmMdCfgTable M N-Acc NA
docsIf3